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Abstract

In recent years, blockchain-based smart contracts have gained significant attention as a promis-
ing mechanism for enforcing agreements among multiple parties. However, the creation of
robust and reliable smart contracts that can operate effectively in the adversarial environment
of public blockchains remains a challenging task. This is due to the complex and dynamic na-
ture of the blockchain ecosystem, which requires smart contracts to be designed with security
in mind to ensure their correctness and prevent vulnerability attacks.

The potential of blockchain-based smart contracts lies in their ability to streamline the drafting
and deployment of traditional contracts in a single process. However, this potential is hindered
by the need for lawyers to translate the contract into code for programmers. Traditionally,
there has been minimal interaction between these two professions. As a result, the process
of translating contractual information into code for implementation on a blockchain has been
carried out without formal validation and verification of another party. This poses a threat to
the semantics of the implementation as terms used in the drafting of contracts are often alien
to the programmers. Vice versa the lawyers, more likely than not, are also not able to code so
are not able to validate the written implementation.

This dissertation presents Juris, a controlled natural language (CNL) for crafting smart con-
tracts to be deployed on the blockchain ledger technology. The aim of Juris is a CNL that
bridges the requirements of two highly specialised profession, programmers and lawyers, into
one language. It does this by being designed with having the language syntax similar to stan-
dard English, that can be read like an English sentence, which generates code for the Ethereum
blockchain.

The project is a proof-of-concept language for drafting smart contracts in Solidity. This proof-
of-concept is used to represent scenarios of contracts and assess its performance against other
languages and verification tools.
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Chapter 1

Introduction
Contracts are an essential part of the economy and society, they are a tool that individuals
and businesses use to form legally binding agreements providing paths to remediation should
one party breach conditions agreed upon [1]. The invention of Distributed Ledger Technology
(DLT) [2], that blockchain is based on, allows legal contracts to be expressed in code form
and deployed for global usage with enforcement. In an ideal world where this concept is
widely utilised human institutions that are susceptible to opaque corruptions, manipulations
and general management overhead could be replaced with autonomous software. Blockchain, as
the name suggests, is a chain of records that is tamper-resistant and globally accessible1 which
is operated by volunteers of participants, none of which can manipulate the ledger record alone.

Although blockchains are popularised for their association with alternative currencies, they
also support other sets of applications through smart contracts. This term is problematic as
the interpretation of smart contracts varies among different individuals. On some occasions,
the term smart contracts is utilised to denote a particular technology, namely, computer code
that is stored, verified, and executed within a blockchain network to complement or replace
existing legal contracts. This specific use case can be defined as smart contract code.

Smart contract code are the mechanism through which programmers can use the blockchain as
a data storage system in support of their applications. Essentially, with the definition of smart
contracts in this context, you can generalise the application of blockchains from being just a
globally secure ledger to executing your logic with institutions’ untamperable records. In this
situation, a smart contract is a piece of software code that is recorded on the blockchain once
deployed. It lists a set of functions that may be invoked by any blockchain user that performs
logical operations and its changes to the data are all recorded.

This chapter provides an introduction to blockchain technology and smart contracts, highlight-
ing the potential benefits and challenges associated with their use. In particular, the focus is
on the difficulties faced by lawyers, who may not possess programming expertise in developing
smart contracts. The next sections describe the current central problems to be addressed and
the proposed domain-specific language.

1.1 Problem Statement

Blockchains and smart contracts have the opportunity to make huge impact on our economy
and society but there is an issue that the majority of lawyers are not programmers and vice
versa. Law practitioners traditionally lack the programming knowledge necessary for smart
contract development. Conversely, programmers often lack nuanced comprehension of the
legal intricacies inherent in contracts, which often lead to a code form of the contract where the
semantics are not identical to the contract drafted by the lawyer. This requires the author both
to have the domain knowledge of lawyers and programmers to write the actual blockchain code
to leverage its capabilities without risk. The term “risk” refers to both the loss in translation

1Although there are permissioned blockchains that require participants to be authorised by a central entity
to engage in network activities [3].

1



Chapter 1. Introduction 2

from the contract to code form by the programmer and the semantic inconsistencies from
the source contract. This leads to barriers to the adoption of smart contracts in widespread
industries and motivates the study for a language that is able to bridge both disciplines to
assist smart contract development.

In response to the challenge of developing smart contracts, this dissertation introduces Juris,
a new Controlled Natural Language. Juris serves as both a domain-specific language (DSL)
and a Controlled Natural Language, providing users with a higher level of abstraction from the
target contract development language.

1.1.1 Aspects of Natural Language Contracts

A challenge to the wider adoption of smart contracts between different parties is that currently
it relies on technical experts as highlighted by Clack et al. [4]. In the context of this project,
we leverage insights from Cummins and Clack [5] who highlighted the core aspects of contracts
that need to be captured:

Objects The definitions that serve the purpose of explaining the significance of important
terms used within the contract.

Parties Within the context of a contract the parties refer to the individuals or entities that
are involved in the contract agreement.

Rights and obligations These refer to the deontic aspects that the parties are expected
or responsible to have met in order to fulfill the contract.

Operational aspects These encompass the methods and procedures detailing the action
to perform to carry out the contract.

Temporal aspects Considerations related to the time, for example in fulfilling conditional
obligations.

Events Circumstances that can occur or are expected to happen throughout the performance
of a contract.

States Situations involving the parties, their compliance or lack thereof with obligations,
the operational and temporal elements, and events.

1.2 Objectives

The aim of this project are outlined as follows:

1. Analyse the requirements for Juris by reviewing existing languages for writing smart
contracts.

2. Design a proof-of-concept controlled-natural language Juris, capturing the contract se-
mantics, that generates Solidity for use on the Ethereum blockchain code.

3. Analyse how the various aspects of the contract are translated into Solidity.

4. Develop a tool or methodology to reason about the correctness of the contract.

5. Ensure that the generated contracts are secure from vulnerability attacks.

2



Chapter 1. Introduction 3

1.3 Report Structure

Chapter 2 provides further review on smart contracts, relevant development considerations for
smart contract code implementation and prior work on languages that assist in writing smart
contracts.

Chapter 3 covers the list of requirements for the project and evaluation of prior works.

Chapter 4 presents Juris where we describe the structure and semantics of Juris after inves-
tigating the structure of a typical contract. This chapter also examines the vulnerabilities of
Solidity and the specifications to rectify it.

In Chapter 5, the implementation of Juris and generation of Solidity code is discussed in detail,
along with the considerations that were taken into account during the development process.

Chapter 6 discusses and evaluate Juris against the requirements of the project. This is followed
by discussion of the project and its caveats.

Chapter 7 concludes the dissertation and discusses future research directions for Controlled
Natural Language for smart contracts and adjacent research topics.

3



Chapter 2

Background
This chapter will provide the context of the project, define key terms and state of the art of
domain-specific language for building smart contracts.

2.1 Blockchain

Satoshi Nakamoto was the first to showcase how blockchain technologies could be effectively
combined to create a practical system for a public cryptocurrency [6]. In principle, a blockchain
can be thought of as a distributed peer-to-peer network that maintains an append-only times-
tamped data structure. This data structure is often known as the ledger, an append-only log of
transactions. Much of the interest in blockchains are based on their decentralised nature, which
is based on the mechanism for reaching consensus. An entity in the peer-to-peer network that
connects to the blockchain is called a node and is the one that works to verify the appended
information [7]. This means that no single entity can control the operations of the blockchain,
instead the correctness of blockchain operations are ensured by having multiple nodes reaching
an agreement.

Cryptographic aspects of the blockchain are the fundamental feature that allows for trust. Each
entry in the ledger must be signed by the creator’s key and additionally, information in the
block also refers to the previous block in the chain, which is illustrated in Figure 2.1. The
block header includes a cryptographic hash of the contents of the previous block within the
sequence. This is what allows the blocks to have a definitive order and makes their contents
immutable to unagreed modification.

Figure 2.1: Simplified Blockchain Diagram

Although different protocols of blockchain consensus exists [8], depending on the type of the
blockchain, they all aim to achieve network-wide agreement on which block to append next to
the ledger. Each node participant independently has a copy of the full blockchain and stays
synchronised with the current network by updating its copy every time an update append is
agreed upon and made.

4



Chapter 2. Background 5

2.2 Controlled Natural Languages

Controlled Natural Languages (CNLs) are a subset of natural languages which feature restricted
vocabularies, simplified grammar, and well-defined syntax, making them accessible to both
human readers and computer systems. These types of languages aim to strike a balance between
the natural expressiveness of human languages and the need for unambiguous, formalised logic
in specific contexts such as legal documents, technical specifications, and regulatory compliance.
The adoption of blockchain technology has been slow since numerous people in other fields,
such as business and law, lack familiarity with the programming language of each respective
blockchain. Hence, this form of restricted language can serve as an interface between two highly
specialised domains to address the disconnect between natural languages and the use of formal
programming languages in drafting contracts.

This project follows the definition of CNL provided by Kuhn [9]:

“A controlled natural language is a constructed language that is based on a certain natural
language, being more restrictive concerning lexicon, syntax, and/or semantics while preserving
most of its natural properties.”

If CNL(s) can express conditions and actions, such as the terms in traditional contracts, it
is possible to reason about contracts by creating a CNL that is user-friendly for individuals
without technical computing backgrounds. This then simplifies the process of translating con-
tractual terms into actionable programs.

2.3 Legal Contracts and Their Performance

A legal contract is a binding agreement between two or more parties that creates legal obliga-
tions and rights for each party. The contract outlines the terms and conditions of the agreement,
including the specific performances that each party is required to carry out.

The performance of a legal contract refers to the fulfillment of the obligations and duties
outlined in the agreement by each party. In other words, it is the act of carrying out the
performances that each party has agreed to undertake.

2.4 Computable Contracts

Computable contracts are a specific methodology to implement smart contracts, where some or
the entirety of the written legal documentation is expressed in a constrained natural language
that serves as a domain-specific language (DSL). The main essence of a computable contract
is to be “data-oriented”, which means that the traditional descriptive language that is used to
wholly write contracts is replaced by expressing part of their contract as data or rules that a
computer can understand [10]. This project follows the definition provided by Surden, where
computable contracts are defined as:

“A contract in which the parties have expressed one or more terms or conditions of their agree-
ment in a manner designed to be processable by a computer system.”

The segment of the legal documentation will function as a singular artifact encompassing both

5



Chapter 2. Background 6

contractual obligations and their automated implementation. It will serve as a combination of
a contract and code, comprehensible to human readers.

2.5 Smart Contracts

Nick Szabo coined the term “Smart Contracts” [11] as a way to embed contractual information
into hardware or software during the late 1990s. The four elements of smart contracts can
be summarised as removing ambiguity (observability, verifiability), improving effectiveness,
self-enforcing (enforceability) and limited disclosure, which refers to the idea that access to
information about a contract and its performance should be restricted to only those parties
who have a legitimate need for it (privity).

In contrast, the term “Smart Contracts” as used in the context of blockchain technology typ-
ically refers to a program, written in smart contract code, that is executed on a decentralised
network of computers, such as the Ethereum blockchain. Smart contracts on the blockchain
are often used to facilitate the transfer of digital assets, such as cryptocurrencies, in a secure
and transparent manner.

This project follows the definition of “Smart Contracts” defined by Clack [12] that will be used
to capture both the meaning of software agents fulfilling actions from the blockchain group as
well as how legal contracts can be expressed and implemented in software. The definition is as
follows:

“A smart contract is an automatable and enforceable agreement. Automatable by computer, al-
though some parts may require human input and control. Enforceable either by legal enforcement
of rights and obligations or via tamper-proof execution of computer code.”

The paper by Clack [12] also discusses multiple approaches to represent traditional contracts
in smart contract form. This project limits its scope to focus only on the case where the source
code is the contract. This entails having the specification language of the contract be the same
as the source code and automatically ensures that what the programmer has implemented is
the same as what the lawyer expresses.

2.6 Ethereum

The project targets the Ethereum blockchain [13] and to be able to understand the purpose
of Ethereum it makes sense to compare it with its predecessor, Bitcoin [6]. In the context of
blockchain, Bitcoin and Ethereum are currently the two most popular blockchain technologies
that currently exist but both of these are different in terms of the functionality that they serve.
Both of them have a scripting language that can be deployed on the chain, but Bitcoin’s script-
ing language is only able to do simple evaluations of true or false. In comparison, Ethereum
serves a different purpose to Bitcoin, despite its status as a cryptocurrency, it is a platform
for developing decentralised distributed applications via its scripting language Solidity [14].
Ethereum provides a way to run your code on the blockchain through smart contracts, which
takes all the advantages of the aforementioned blockchain features such as consensus to prevent
fraud and third-party manipulations. Each of the single action of the contract executed on the
blockchain are considered a transaction, which appends the new block of that contract along
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with its new contract state to the blockchain. The execution of the contract consumes gas
which is a fee paid to the nodes that work to verify the transaction through the consensus
algorithm.

2.6.1 Smart Contracts in Blockchain

Ethereum Smart Contracts are executable computer codes that are stored in the blockchain.
Each is the implementation of a set of logical operations to handle stakeholder services and
requirements. A block or node in the blockchain contains information about the smart contract
code and the particular code execution that has been done. Initially when the smart contract
code is deployed the block, which contains information about the contract and its current
state, is appended to the blockchain. Should the deployment passes the consensus algorithm
and deploy successfully, the stakeholders of the contract can trigger the clauses of the contract
via function calls.

2.6.2 Smart Contract Oracles

In the context of blockchain networks, “oracles” function as conduits that connect the on-
chain and off-chain domains. They facilitate the incorporation of external data—ranging from
sports game outcomes to stock values—into smart contracts. The integration of external data
significantly enhances the capabilities of smart contracts, allowing them to establish contractual
agreements based on real-world events.

2.6.3 Programming Smart Contracts

Solidity is a procedural language with a similar syntax to Javascript. The implementation
is similar to object-oriented languages containing persistent data in state variables, functions
which manipulate these variables and a constructor that initialises the contract when first
deployed. Although Solidity offers the comfort of being similar to other programming languages
it obfuscates the blockchain’s inner workings which may lead to subtle vulnerabilities [15].
Before proceeding further we first describe some fundamental aspects of Solidity using the
example shown in Figure 2.2.

Balance of a Solidity Contract

The balance of a Solidity contract is implicitly stored in address(this).balance when passed in
by the users who deployed or triggered a function of the contract. Using the example in Figure
2.2 the deposit() function only has the require. This is because the credit of the user who
has executed this function is passed into the msg.value and by default this is passed into the
balance of the Solidity contract at address(this).balance.

Sending Ether in Solidity

In Solidity there are three ways to send Ether, the currency of the Ethereum blockchain, which
are the transfer, send and call functions. We briefly discuss the differences between the three
as follows:

transfer: The transfer function was previously considered the simplest and safest method for
transmitting Ether due to its automatic transaction reversal in case of failed calls. However, its
fixed gas forwarding limit of 2300 may be insufficient for complex receiving contract operations,
leading to potential unanticipated behavior if the computation of the transaction consumes
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more gas. As a result, the safety and efficacy of the transfer function in modern Ethereum
transactions have been reevaluated.

send: The send method, similar to the transfer function, returns “false” instead of trigger-
ing an exception upon failed calls, allowing for error handling within the contract. However,
both methods only forward 2300 gas, which may be insufficient for complex receiving con-
tract operations and lead to unexpected behavior if the fallback function consumes more gas.
Thus, while offering certain advantages, the send method also presents limitations in Ethereum
transactions.

call: The call method is the most flexible and recommended approach for sending Ether in
Solidity, allowing for the forwarding of all remaining gas or a specified amount, making it
suitable for complex operations. However, it requires manual handling of reentrancy attacks,
which is describe in the next section, and return value checks. Thus, while offering signifi-
cant advantages, the call method also presents unique challenges and necessitates caution and
expertise.

In summary, the transfer and send functions have a maximum gas usage of 2300, which may
not be enough to fulfill the computation fee, and will stop even if the contract or user has
adequate gas available. In contrast, the call method has no such limitations.

require Keyword

The require keyword is used for enforcing conditions within smart contracts. When a require
statement is encountered during contract execution, it checks a specified condition. If the
condition evaluates to false, the contract execution is immediately halted, and any changes
made to the contract state are reverted back to their original state. This mechanism ensures
that critical conditions are met before proceeding with further execution.

Example of Escrow Contract

Figure 2.2 is an implementation of the escrow contract in Solidity. The content of the escrow
smart contract can be described as follows in natural English.

Natural English: Escrow contract is designed to facilitate secure transactions between two
parties, a payer and a payee, with the help of a trusted intermediary called an agent or an
arbiter. The contract securely holds the payer’s funds until the agent approves their release to
the payee or initiates a refund to the payer. The agent is also entitled to a fee for their services,
which is deducted from the held funds before they are transferred to the payee or payer. In
this version of the contract only the Payer is able to deposit an amount into the balance of the
contract.

Contract Vulnerabilities

From Figure 2.2 notice that each function call has the require call to make sure that each
of the current entrant conditions are satisfied. Forgetting to add these conditions leads to
vulnerabilities in the contract, made worse by the fact that once the contract is deployed on
the blockchain it cannot be modified 1. Hence, the languages that will craft the smart contract
should provide a level of abstraction so that the author does not have to concern themselves
with rudimentary checks to prevent the user from missing these vulnerabilities. Furthermore,

1Although there are third party solutions such as OpenZeppelin’s service[16]
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this contract has no limitations on the sequence of scenarios that can occur like the arbiter
retriggering the same clause. In this scenario due to the require and the contents of the function
nothing adversarial can occur, as the entire balance are transferred out since the first time it
was called, but ideally a good contract should define all scenario sequences that the contract
can perform.

contract VulnerableEscrow {
address payable payer;
address payable payee;
address payable arbiter;
uint fee;

constructor(address payable _payee , address payable _arbiter , uint _fee)
public {

payer = msg.sender;
payee = _payee;
arbiter = _arbiter;
fee = _fee;

}

function deposit () public payable {
require(msg.sender == payer , "Only the payer can deposit funds");

}

function payOut () public {
require(msg.sender == arbiter , "Only the arbiter can call payOut");

payee.transfer(address(this).balance - fee);

arbiter.transfer(fee);
}

function payBack () public {
require(msg.sender == arbiter , "Only the arbiter can call payBack");

payer.transfer(address(this).balance - fee);

arbiter.transfer(fee);
}

}

Figure 2.2: Sample Solidity Escrow Code

There are also more subtle vulnerabilities in implementing smart contracts with Solidity. A
survey completed by Atzei et al. [17] highlights one vulnerability called “Reentrancy” or “Reen-
trancy Attack”. This vulnerability caused the DAO attack on the Ethereum blockchain and
resulted in the hard rollback of the chain history [18]. The exploit has its root in mismatched
states between executed function calls of the contract before previous execution is completed
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[19]. This vulnerability is also present in the code of Figure 2.2 2 and can be solved with the
modification shown in Figure 2.3. In addressing the re-entrancy issue, we employed a mutex
solution, although alternative methods such as the check-effects-interactions pattern also exist
[20]. The mutex approach has a variable that is used in a condition that must evaluate to
true to execute subsequent smart contract code. This is used to protect critical parts of smart
contract code from repeated execution through external calls. While the mutex may appear
limiting, it is crucial to recognise that an attacker could exploit a contract function by recur-
sively invoking it, resulting in undesired state modifications or infinite loops. Thus, the mutex
serves as a valuable safeguard in preventing such malicious activities.

// inside constructor
lock = false

function payOut () public {
require(lock == false , "Non Reentrant");
lock = true;
require(msg.sender == arbiter , "Only the arbiter can call payOut");

uint payableBalance = address(this).balance - fee;
payee.transfer(payableBalance);
arbiter.transfer(fee);
lock = false

}

function payBack () public {
require(lock == false , "Non Reentrant");
lock = true;
require(msg.sender == arbiter , "Only the arbiter can call payBack");

uint payableBalance = address(this).balance - fee;
payer.transfer(payableBalance);
arbiter.transfer(fee);
lock = false;

}

Figure 2.3: Corrected Transfer Code

This correction in Figure 2.3 could be challenged on the grounds that the require in the original
Figure 2.2 already ensures that only the arbiter can run the function and that a mutex is not
needed. But consider the following scenario.

1. The arbiter is a malicious contract.

2. The arbiter calls the payOut() function.

3. The payOut() function initiates the transfer of the balance (minus the fee) to the payee.

4. As part of the transfer process, the malicious arbiter contract’s fallback or receive function
is ran.

2This is another version of the re-entrancy attack
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5. Within the fallback or receive function, the malicious arbiter contract calls the payOut()
function again, creating a re-entrancy loop.

The require statement does not prevent this loop because the malicious Arbiter can exploit the
fallback function, that could be defined to call the same payOut function again creating the
loop.

From the example, we saw how easy it was for contract authors, without advanced experience,
to be able to make simple mistakes in their contracts that lead to huge financial losses or impair
the contract’s functionality. The deployed contract is not only permanent but generally anyone
can call your contract function3. Although the vulnerability mentioned is concretely shown in
Solidity, all blockchain smart contract languages share similar vulnerability concepts. Hence
any tools or languages that can abstract these complexities away will help in mitigating these
vulnerabilities.

2.7 Domain Specific Languages for Smart Contracts

This chapter surveys other domain-specific languages and their respective platform that aim
to bridge the gap in drafting smart contracts.

A domain-specific language is crafted explicitly to address issues within a specific domain. In
contrast, general-purpose languages are formulated to tackle problems across multiple domains.
Domain-specific languages (DSL) are defined as “a computer programming language of limited
expressiveness focused on a particular domain.” by Fowler [21].

The selection of the languages in our survey are from DSLs which are Controlled Natural
Languages. Although there exist multiple DSLs that focus on the subdomain of smart contracts,
such as focusing on businesses or financial applications, this list looks at DSLs that attempt to
form general contracts not a single subdomain and prioritises work that has been deployed for
real-world use.

Figure 2.4 is the summary of how the different definitions relates to each other. All of the
languages included in this survey are part of the subset that is a CNL highlighted in blue.

2.7.1 Logical English

Logical English (LE) was developed by Kowalski [22] and is a domain-specific language for
drafting legal contracts. Its main aim is to be understood by people without training in com-
puting, logic or mathematics. LE is transformed into Prolog as its target language. LE is aimed
as a representation of legal clauses for logical analysis instead of the automated performance
of the contract. LE incorporates three sentence types: simple sentences conveying facts about
individuals, general rules expressing properties of groups of individuals, and complex sentences
representing the properties of both individuals and other attributes. Additionally, Logical
English has been used to represent financial contracts such as the ISDA Master Agreement.

3If the blockchain is permissionless then anyone has access to the blockchain in contrast to permissioned
ones.
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Figure 2.4: Current State of Languages for Smart Contracts

2.7.2 CoLa

CoLa was developed by Fattal [23] and is a CNL that seeks to leverage concepts of other
CNLs to express the contract. It draws from the works of Pac and Rosner [24] and Logical
English, and has well-defined logic underpinnings. There are two aspects that this work has
highlighted, which is on how it is able to reference other clauses and the syntax that prevents
inconsistencies. The main structure of the language is that it structures each subsection of a
typical contract into components that are strunged together with special conjunctions. Similar
to LE the output representation of CoLa is a parse tree that could be used for contract analysis
or further translation into an automatable performance of the contract.

2.7.3 Lexon

Diedrich’s Lexon [25] is a language designed for digital contracts and legal applications, aiming
to be read like natural English so that it can be comprehended by individuals without pre-
requisite knowledge of programming. It is also a CNL that is specifically designed to target
the generation of smart contract code for Ethereum blockchain. The primary goal of Lexon
is to automate performance, thereby streamlining the process of creating and executing smart
contracts that enforce the terms of the legal contract within the blockchain ecosystem.

2.7.4 Catala

Merigoux et al. [26] presents Catala which is a language designed to allow systematic translation
of statutory law into an executable specifications. Note that this is an executable specification
of the contract, and not its performance, to be used for analysis or simulations of the perfor-
mance of the contract. The goal of Catala is to allow for collaboration between lawyers and
programmers by providing a shared medium that both disciplines can comprehend, modify,
and advance, addressing a prevalent gap that frequently leads to flawed law implementations.
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At its core, Catala uses prioritised default logic and has well-defined semantics that also com-
piles into a generic lambda-calculus for possible translation into any pre-existing programming
language. Similar to both CoLa and Logical English its output representation is used for con-
tract analysis. At this point there is no reference to how this representation are able to be
transformed into an automatable performance of the contract from its lambda-calculus form.

2.8 Performance and Contract DSLs

The previous section introduces smart contract DSLs that could be categorise further into
two categories which are performance DSL and contract DSL. A performance of a contract,
as introduced in Section 2.3, is the enactment of the terms of the contract. In the context of
this project performance DSL is the use of smart contract code that uses code to automate
the performance of the legal contract on the blockchain. Whereas a contract DSL is the legal
specifications in executable form often used for the analysis of contract semantics, which does
not necessitate that itself be an enforceable performance of said specifications. The analysis
part of contract DSL often is useful to guide the drafting of the contract to detect issues, and
the unified output representation of the specification can be used as an agreed definition of
the natural language form of the contract itself. Figure 2.5 summarises the controlled natural
languages from the previous section in this context.

Figure 2.5: Current State of Controlled Natural Languages for Smart Contracts
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Chapter 3

Requirements and Evaluation of Prior
Work
This chapter will evaluate the prior works discussed in the background chapter and identify
the existing gaps in the field. The first section of this chapter outlines the requirements of the
project that needs to be addressed. Following this an evaluation of each language introduced
in the previous chapter is presented, highlighting how each addresses the project requirements.

3.1 Requirements

There are three categories of requirements: Semantic model to ensure that the language is an
appropriate controlled natural language that is able to express the piece of contract. Reasoning
about the contract which is to evaluate whether the representation of the contract specification
is able to be formally reason and used for analysis. Lastly, applicability requirements is to eval-
uate how practical the language is in enforcing the specifications of the contract by capturing
the semantic model and the reasoning requirements to produce performable smart contract
code.

3.1.1 Semantic Model

From the works of Hvitved [27], looking into the properties that are required in the semantic
model of a contract, and Clack [28], looking into how to construct smart contract templates
the 4 requirements are presented below:

(RQ1) Uses a controlled natural language

The DSL should be designed to be a restricted grammar that conforms to the definition of
Controlled Natural Language. Per the definition of CNL(s), there is no strict requirement for
restricted grammar, but this criterion is evaluated by looking at how much the syntax resembles
natural English.

(RQ2) Expresses the components of the contract

This requirement enforces that the CNL be able to express the semantics of the contract that
were identified in Section 1.1.1. The key semantics are the notion of deontic, operational and
temporal semantics. Not being able to capture the following semantics of the contract would
not allow the language to be able to draft smart contracts.

(RQ3) Support reference of different clauses

There are contract scenarios where clauses of the contract may refer to another clause. Con-
tracts frequently make references to other clauses, this can happen when a new clause overwrites
another clause. It should be possible to express a sequence of cases or pathways of the flow of
contract.
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3.1.2 Reasoning about the Contract

(RQ4) Logical Underpinning

The language should have logical underpinning as a requirement because it provides a formal
basis for reasoning about the meaning of programs written in that language. Logical underpin-
ning allows for precise and unambiguous specification of the semantics of the language, which
is essential for ensuring that programs behave as intended.

(RQ5) Generate logical representation for contract analysis

In the context of contract analysis, logical representation can be used to model and reason
about the various clauses and conditions within a contract. The contract should be able to be
represented by the facts and rules of a contract as a set of logical statements.

(RQ6) Removal of inconsistencies

The language that the author is drafting the contract in should allow them to identify any
conflicting clauses. With the contract formal logical representation we are able to analyse the
contract and remove violations and inconsistencies. This requirement relates to RQ5 where
the logical representation of the contract can perform automated reasoning or querying of the
contract, enabling analysis of complex contractual agreements. By representing the contract as
a set of logical rules it should be possible to extract relevant information and identify potential
inconsistencies or violations of contractual obligations.

3.1.3 Applicability

(R7) Generate target blockchain smart contract code

The language’s parser should be able to parse the language to generate its abstract syntax tree
(AST) and ultimately generate the target blockchain language. There are multiple blockchain
smart contracting languages, each with its code structure and templating requirements. Having
the parser that generates such code would allow the author to directly deploy their contract to
the blockchain.

(R8) Connect to external factual source

The language should allow the contract to refer to external sources. Connecting to trustful
external sources is crucial to extend its functionality in real-world scenarios. Although the
blockchain smart contracts run in their blockchain environment, allowing contracts to connect
with information outside the chain like data APIs makes them able to adapt to dynamic, real-
world conditions. The ability to do this broadens the applicability across different use cases
and industries.

(R9) Handle Target Code Vulnerabilities

Relating to R8, each target language often has its language nuances and caveats. Such vul-
nerabilities have been highlighted in Section 2.6.3. The parser of the language can abstract
such vulnerabilities away by generating appropriate code that complies with its target’s best
practices. This point attempts to reduce the risk of deploying contracts on the blockchain due
to their permanent nature.
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3.2 Evaluation of Languages

For the purpose of this dissertation, an evaluation of the domain-specific languages previously
mentioned in the background section is conducted using the set of requirements outlined in the
previous section.

3.2.1 Logical English

Figure 3.1 is the implementation of a sample contract from Logical English.

Natural English: Each party will make each payment or delivery specified in each Confirma-
tion to be made by it, subject to the other provisions of this Agreement.

CNL:

An action is an obligation for a party
if a transaction specifies the action,

and
the transaction is a transaction between the party

and
a counterparty,

and
the action is directed from the party to
the counterparty,

and
either

the action is a payment
or

the action is a delivery;
and

it cannot be shown that the action is not an obligation for the party.

Figure 3.1: Example Contract Implemented in Logical English

From the CNL above, Logical English satisfies RQ1 and RQ2, it has a syntax that resembles
natural English that captures the key components of a typical contract. It is also able to support
some inconsistency checks by negating every clause, which was based on the connection of weak
and strong negation shown by Kowalski and Sadri [29] and later highlighted by Karadotchev
[30]. Furthermore, the generated Prolog code has unique identifiers for each clause but it is
unclear whether the identifier are able to be referenced hence RQ3 is inadequate, but RQ4

and RQ5 is satisfied as it can be represented in Prolog. Although theoretically Prolog can be
queried to detect inconsistencies in the representation, Logical English has made no mention
of this making RQ6 unclear. Currently it is unable to generate the target code for a blockchain
platform hence it does not satisfy requirements RQ7, RQ8 and RQ9.
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3.2.2 CoLa

For evaluation of Cola we refer to the sample in Figure 3.2 which was used by Fattal [23].

Natural English: Alice would like to purchase a bicycle. If she pays 100 pounds on the 1
April 2021, or she pays 120 dollars on the same date, then Bob must deliver a bicycle to Alice
on the 5 April 2021. Bob may also include a receipt if he wishes, and under no circumstances
is he allowed to charge a delivery fee.

IF
[1] it is the case that Alice paid POUNDS 100 on the 1 April 2021

OR
[2] it is the case that Alice paid DOLLARS 120 on the 1 April 2021

THEN
[3] it is the case that Bob must deliver OTHEROBJECT “bicycle” on the 5 April 2021

C-AND
[4] it is the case that Bob may deliver REPORT “receipt” on ANYDATE AND
[5] it is the case that Bob is forbidden to charge AMOUNT “delivery fee” on ANY-

DATE.

Figure 3.2: CoLa example Contract

From the provided example CoLa fulfills RQ1 and RQ2. Referring to the evaluation done by
Fattal [23] RQ3 and RQ6 are not satisfied. For RQ3 Fattal has noted that referencing other
clauses can be added but is not currently implemented. CoLa captures the requirements RQ4

and RQ5 as it generates an AST that follows the logical structure defined in the project. The
current implementation of CoLa does not target any blockchain platform, hence the rest of the
set of requirements for the applicability are not satisfied.

3.2.3 Lexon

The example in Figure 3.3 is an escrow contract implemented in Lexon. Lexon satisfies RQ1

and RQ2, from the CNL shows it can express the semantics of the contract in natural English
form. It also does not meet the requirements for RQ3, but each clause has a unique ID which
is unclear how to be utilised in relation to other clauses.

Regarding RQ4, RQ5 and RQ6, Lexon does not follow any logical underpinning, failing to
capture requirement RQ4 and consequently RQ5 and RQ6 are not satisfied.

This language does target the Ethereum blockchain in Solidity satisfying RQ7, but there is no
option to refer to an external oracle failing RQ8. Lastly, RQ9 is not captured as it allows for
inconsistencies and vulnerabilities to be expressed in the language.

Figure 3.4 is the generated Solidity code from the contract text in Figure 3.3. The sample given
is similar to the previous sample in the introduction and similarly contains the vulnerabilities
described there. From this we can analyse how each parts of the text in Lexon format is
translated into Solidity.

17



Chapter 3. Requirements and Evaluation of Prior Work 18

CNL:

LEX Escrow Contract.
“Payer” is a person.
“Payee” is a person.
“Agent” is a person.
“Fee” is an amount.

The Payer pays an Amount into escrow,
appoints the Payee, appoints the Agent,
and also fixes the Fee.

CLAUSE: Pay Out.
The Agent may pay from escrow the Fee to themselves, and afterwards pay the

remainder of the escrow to the Payee.
CLAUSE: Pay Back.

The Agent may pay from escrow the Fee to themselves, and afterwards return the
remainder of the escrow to the Payer.

Figure 3.3: Escrow Contract in Lexon taken from Lexon: Digital Contracts book [31]

As per Lexon documentation, it actually has four parts to each contract which are the head,
definitions, recitals and clauses.

The initial part of the contract is the head, written in red, that commences with the LEX
keyword that signals the start of contract code. Following this keyword is a freely chosen
identifier, in this instance, “Escrow Contract”, which serves to recognise and manage this
specific contract.

The following 4 lines are the definitions, written in blue, that are similar to definition decla-
rations for lawyers and variable declarations for programmers. This information is translated
in the Solidity code as four variable declarations (three address payable variables and one uint
variable).

The next is the recital section which in contract writing is what outline the steps that brought
the parties to the point of agreement shown written in orange. Similarly, Lexon recitals serve as
the underlying basis for the subsequent clauses, establishing the necessary groundwork. These
recitals are run when the creator signs the smart contract and deploys it onto the blockchain.
These amount to defining how the constructor sets up each variable, in this case each passed
in value is passed to each variable already declared.

Each of the “Clause” section semantically gets translated into a Solidity function. Inside each
function is the implementation of the action that the specific function is allowed to run. For
example the phrase “The Agent may pay from escrow the Fee to themselves” is
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contract Escrow {
address payable payer;
address payable payee;
address payable agent;
uint fee;
constructor(address payable _payee , address payable _agent , uint _fee) public

payable{
payer=msg.sender;
payee=_payee;
agent=_agent
fee=_fee;

}
function PayOut () public {

require(msg.sender == agent);
arbiter.transfer(fee);
payee.transfer(address(this).balance);

}
function PayBack () public {

require(msg.sender == agent);
arbiter.transfer(fee);
payer.transfer(address(this).balance);

}
}

Figure 3.4: Generated Solidity Code from Lexon

translated into arbiter.transfer(fee) and “pay the remainder of the escrow to the Payee” is
translated into payee.transfer(address(this).balance). The body of the PayOut() and PayBack()
functions first transfers the fee to the agent, this fee amount is deducted implicitly from the
balance of the contract which is address(this).balance. Each of the section mapping are high-
lighted in Solidity code corresponding to the colour highlighted in the contract specified in
Lexon. Note that in this example the generated Solidity has no separate deposit function and
instead it has made the constructor payable. This means that on creation of the contract the
amount should be passed into the contract, so only the Payer should be the one to create this
contract as semantically they will be the one paying.

3.2.4 Catala

Figure 3.5 is the implementation of the US federal income tax section 121 [32] written in Catala
syntax [26]. Below is a summary of section 121 for private individuals in natural English.

Natural English: To qualify for section 121, an individual must have owned the property for
at least two years out of the last five years and used it as their principal residence for the same
period. If these ownership and usage requirements are met, any gain from the sale or exchange
of the property can be excluded from their gross income, potentially resulting in significant tax
savings. However, if the conditions are not met, the exclusion does not apply, and the gain is
treated as taxable income.

From the list of requirements, Catala is able to capture RQ1, RQ2, RQ3 and RQ4. The syntax
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of Catala is close to natural English and the semantics is based on prioritised default logic
which satisfies RQ5, but it made no mention of how the logical representation could be used
to reason about inconsistencies or analysis so RQ6 are undetermined as the works made no
mention of it but could be added.

Although Catala is able to generate an abstract representation that the author argues could
be translated to any blockchain scripting language. To the best of our knowledge there does
not exist a transpiler or compiler to a blockchain target language. Furthermore, we were not
able to find ways to have Catala connect to external oracle source and unable to check whether
generated code contained vulnerabilities, hence RQ7, RQ8 and RQ9 are unsatisfied.

scope Section121SinglePerson:

rule requirements ownership met under condition
aggregate periods from last five years of personal.property ownership≥̂730 day
aggregate periods from last five years of personal.property ownership≥̂730 day

consequence fulfilled
rule requirements usage met under condition

aggregate periods from last five years of
personal.property usage as principal residence ≥̂ 730 day
personal.property usage as principal residence ≥ 730 day

consequence fulfilled
rule requirements met under condition

requirements ownership met and requirements usage met

consequence fulfilled
definition amount excluded from gross income uncapped equals
if requirements met then gain from sale or exchange of property else $0

Figure 3.5: US Federal Income Tax implemented in Catala

Referring to Figure 3.5 the lines highlighted in red embody the ownership requirement of 2 years
by utilising the helper function aggregate periods ... with the argument property ownership,
a previously established context variable. The natural English contains “for at least two years
out of the last five years” in which a year is consistently considered to be 365 days for Section
121 purposes. Catala addresses any ambiguity by not incorporating any predefined notion of
yearly duration, thereby enhancing the clarity of the law. The ˆ annotation of the comparison
operator ≥̂ signifies that we are comparing durations. Hence this rule defines that the owner
must have own the property for 2 years which equates to 730 days.
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The ownership requirement is considered “fulfilled” under a particular circumstance, introduc-
ing us to the concept of prioritised default logic expressed through Catala’s syntax. In this case,
the built-in default, initially set to false, is superseded by a higher-priority rule. This illustra-
tion highlights a fundamental aspect of Catala: instead of resolving an arbitrary priority order
between various rules at runtime, priorities are statically encoded within the language’s surface
syntax. Consequently, the pre-order is derived directly from the syntax tree encompassing rules
and definitions.

The blue highlighted lines set the condition for usage using the “rule” keyword. The condition
of requirements usage met remains false until the orange highlighted boolean expression is
true. It’s implied that ownership and usage periods don’t have to be the same, clarified by
Catala’s maintenance of two separate collections of time periods.

The prerequisites are considered fulfilled when both the ownership and usage requirements are
accomplished shown encapsulated in purple. Consequently, the income gain can be excluded
from income tax lines embodied in green. The latter is formulated using the definition keyword,
since the rule keyword is specifically designated for boolean values.

3.3 Summary and Gap Analysis

Figure 3.6 is the summary of the set of requirements evaluated against the related languages.
This review concludes that currently none of these CNLs can generate a target code to be de-
ployed on a blockchain, in which target vulnerabilities in their target are handled. Only Logical
English and Catala has incorporated tools to reason about the contract. As highlighted in the
evaluation section on Lexon 3.2.3, even the generated code is exploitable through “reentrancy
attack” highlighted in the introduction Section 2.6.3. From this evaluation of the current works,
there is a clear need to fill such gaps to further improve the adoption of smart contracts.

Figure 3.6: Summary for Analysis of Requirements
LE is Logical English [22], CoLa [23], Lex is Lexon [25], CT is Catala [26]

Language LE CoLa Lex CT

R1 X X X X
R2 X X X X
R3 ? x x X
R4 X X x X
R5 X X x X
R6 ? x x ?
R7 x x X x
R8 x x x x
R9 x x x x
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Design
In the previous sections we motivated the need for an approachable way to assist nonpro-
grammers to develop legal smart contracts, looking at the translation disconnect between the
stakeholders’ contract and its generated code, the subtle vulnerabilities that were able to creep
in when deployed on the blockchain and how the state of the art works do not fully meet the
requirements. In this chapter we present Juris, a prototype CNL to assist lawyers to draft their
smart legal contracts. Juris draws aspects from both contract DSL and performance DSL in
that it is both able to generate a formal representation of the contract for analysis and generate
a semi-automatable performance of the contract.

4.1 Design Overview

The project overview is shown in Figure 4.1. The project comprises three main components.
The first component is the Controlled Natural Language (CNL), Juris, which enables users to
specify their contracts in a natural language format. Ths first component contains the parser,
which converts the Juris syntax into an abstract syntax tree (AST). This AST is then utilised
to generate two other components of our project: the Datalog representation used for analysis
and the Solidity contract language.

Figure 4.1: Design Overview
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4.2 Contract Structure

In a traditional contract, the structure typically comprises four main parts: a contract header,
the definitions, the terms of the contract, and the signatures of the involved parties. This
structure can be analogously mapped to the structure of our language. In Juris the contract
headers correspond to the definitions of all the variables used in the contract. The terms
section of the traditional contract can be likened to the clauses in Juris, which act as the set
of conditions for each consequence of action that can be undertaken. Finally, the signatures
section in a traditional contract can be mapped to a special initialisation section in Juris,
which serves to initialise the contract. This mapping allows for an intuitive representation of
traditional contracts.

4.2.1 Contract Definitions

An example of definitions of a contract is shown in Figure 4.2. The assumption is made that
the concrete instance of “party A” and “party B” will be passed in during the creation of
the contract, as per normal contract where both parties pen down their entity’s name. This
section sets up the stakeholders of the contract, i.e the subjects. This is akin to how variables
are declared at the top section of an imperative program.

Figure 4.2: Contract Header Example Figure 4.3: Contract Terms Example

4.2.2 Contract Clauses

The clauses of the contract are a collection of agreements that the parties promise to follow
throughout the duration of the contract illustrated in Figure 4.3. A set of contractual clauses
is established that outlines the rules for the relationship between entities to clearly define each
of their responsibilities to one another. These clauses become the legally binding agreement
between the parties involved. Upon signing the contract, the parties agree to abide by the
clauses and are committed to undertake actions in accordance with them.

Figure 4.3 illustrates the contract clauses of an escrow agreement. The core elements are drawn
from this example are as follows:

1. Each contractual clause may modify clauses based on the conditions set in other clauses.
This means that the terms may also indicate limitations that are dependent on the
relationship between the different clauses, such as overwriting a component of a previous
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clause or conditions being met. An example of this is the sub-clause 4.1.2 where it is
required that clause conditions that are part of 4.1 (the (h), (i), (j) and so on) has been
satisfied.

2. The contractual clause can refer to external state, in the example being the time where
the condition is being “no later than 60 days”.

3. Each contractual clause can be translated to a function that the stakeholders can perform.
However, there are clauses that are there to perform a modification of the other clauses
and a methodology to differentiate from such cases need to be defined.

4.2.3 Signature

In traditional contracts, at the bottom of the contracts are slots for the main stakeholders to
pen down their agreement in writing. This is the process where the contract becomes either
active if all the preconditions are met, or is in a waiting state for the other parties to fulfill
the preconditions. In modern computable forms, such as on the Ethereum blockchain, the user
identification or the address is used instead of a signature, implicitly passed in when the user
triggers the clause.

4.3 Juris Grammar

After analysing the key elements of the traditional contract structure we can formally define
the grammar for Juris in Backus-Naur form. Before discussing the grammar we introduce
the considerations that it should handle. An explanation of the core parts of the grammar is
provided and the full grammar can be found in Appendix A.

4.3.1 Grammar Considerations

Inseparability Issue

The three logics central to capturing the semantics of a contract are operational, deontic and
temporal logic. The work by Clack and Vanca [33] on the temporal aspects of smart contracts
reveals the issue of separability problem between the three logics. Specifically, the paper
highlights the operational, deontic and temporal aspects intertwined and can be difficult to
separate.

Connection to Deontic Logic in Smart Contracts

Deontic logic was first introduced by Wright [34]. It introduces three main operators the
Obligation, Prohibition and Permission operators to modal logic. This allows the aspects
of obligations, permissions and prohibitions to be expressed. As highlighted by Mathur [35]
in contractual agreements, parties often require explicit rights or obligations to trigger their
actions. Failing to meet one’s contractual obligations, as outlined in the agreement, may lead
to a default, which can either be explicitly specified in the contract or determined by a court
of law.
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〈contract〉 ::= 〈declarations〉 〈clauses〉 〈agreements〉

〈declarations〉 ::= 〈declare entities〉

〈declare entities〉 ::= 〈possible entity〉+

〈possible entity〉 ::= 〈declare dynamic entity〉
| 〈declare entity〉

〈clauses〉 ::= 〈clause types〉+

〈clause types〉 ::= 〈repeatable clause〉
| 〈clause action if 〉
| 〈clause if then〉
| 〈clause deontic if action〉
| 〈clause deontic if action sequence〉

〈agreements〉 ::= 〈agreement start clause〉

Figure 4.4: Juris Grammar

4.3.2 Components of the Grammar

Referring to Section 4.2 where the contract structure is analysed, the grammar of the contract
can be separate into two categories which are the declarations, that includes the contract
headers and definitions, and clauses, that describe the content and rules of the contract.

Grammar of a contract header

This part of the grammar corresponds to the 〈declarations〉 rule from Figure 4.4. It is used to
represent the contract definitions and in Juris it is equivalent to the declaration of variables
in a programming language. This captures the type of variable that the contract can refer to
in forming their clauses. There are four native types of declarations which are entity, amount,
string, boolean. Entities are the parties that enter into the contract, amount is the numerical
value, string and boolean are other variable types that are available.

There is a special type of declaration which is called an “external” variable. This type of
declaration provides a way for the language to be able to refer to sources that were not specified
at deploy time of the contract.

Below are the examples of the declarations that can be made in Juris.
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“Payer” is a person
“Payee” is a person
“Arbiter” is a person
“fee” is an amount
“deliver” is an event referring to a boolean source
“more than holiday” is a condition referring to a boolean source
“contract balance” is current balance

Figure 4.5: Example of Juris declarations

Grammar of contract clauses

Figure 4.6 shows a set of Juris clauses that will assist in illustrating the three types of clauses
that can be declared. The clauses are able to express three cases in normative form with the
first being action clauses(blue). The other two are enforcing the sequence of the clauses that
can be made in the contract which are called sequence clauses(violet) and stating the initial
starting clause or state. Both the action clauses and sequence clauses can contain multiple
conditions that amounts to an action. Both of these uses the 〈clauses〉 and the sequence clauses
specifically uses the 〈clause deontic if action sequence〉 of the grammar in Figure 4.4.

Lastly, initial clause(red) defines the starting entry point of the contract which corresponds
to the 〈agreement start clause〉 of the grammar. The line is used to signify the clause that
initiates the contract and is mostly syntactic sugar. The content that is taken into consideration
are the content in the ... parts of the phrase “This contract is an offer by us which will take
effect when .... is performed”.

(1) if fee more than 50 then Eric must not pay Arbiter the fee
(2) if user is Arbiter then Arbiter must pay Jack the fee
(3) if (1) then may perform clause (2)
This contract is an offer by us which will take effect when clause (1) is performed

Figure 4.6: Example of Juris terms

Addressing the Grammar Considerations

Consider the example in Figure 4.7, which demonstrates how the three semantics are repre-
sented in a clause in Juris. Highlighted in each colour are the type of semantics that the part
of the phrase represents, in blue are the deontic, violet are operational and red are temporal.
Notice that in Juris grammar the operational and deontic semantics are binded more closely
together than temporal semantics which is shown where the underline overlaps the violet and
blue. The underlined part of the clause means implicitly the operation is obligated by the
Payer only. Notice that deontic semantics can show up in the conditional side as well as the
entailment action side but temporal conditions are unable to be on the entailment side. For
example it is not legal to say “....Payer must pay Payee the fee on 5th March”.
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(1) if user is Payer and date is “more than holiday” then Payer must pay Payee the fee

Figure 4.7: Example of Juris clause

4.4 Logical Semantics

The logical foundation for Juris will be first-order logic. Despite the limitations of first-order
logic in knowledge representation with respect to non-monotonicity [36], it provides an appro-
priate representation for contracts within a subset of domain. Several studies, such as those
by Governatori et al. [37] and Stancu and Dragan [38], have highlighted the benefits of utilis-
ing a logic-based programming approach for smart contracts. In our design, we have adopted
normative clauses as the basis for our contract semantics.

4.4.1 Contract Clauses

The clauses of a contract serve as its primary content. Each clause can be associated with a
specific function that a party interacting with the contract can run. It is essential to differentiate
between a clause that specifies an actionable sequence, such as making a payment, and a clause
that modifies previous or later clauses. This distinction enables clear and precise interpretation
of the contract’s clauses and triggers the intended functions.

In the previous Section 4.2.2 the terms of the contract were analysed. To formally define this,
horn clauses are used. Horn clauses are a restrictive form of first-order logic, in the sense that
all FOL formulas can be re-expressed as horn clauses [39]. It is composed of a disjunction
of atomic sentences with at most one positive literal as shown by Horn [40]. The important
results are as follows in implication form:

(p ∧ q ∧ ... t)→ u

Based on these results, a relationship can be established to model the contractual terms using
first-order logic or horn clauses. The set of conditions for a single clause can be represented
by the conjunction of literals that implies a consequence on the right hand side. However, in
this form there is a limitation in that it is only able to represent conjunction of conditions.
In order to be able to represent disjunction of conditions Frazier et al. [41] would extend the
above results to show the following form:

(p ∧ q ∧ ... t)→ u ∨ v ≡ (p ∧ q ∧ ... t)→ u ∨ (p ∧ q ∧ ... t)→ v

This form shows that the left hand side can represent the disjunction and conjunction of
multiple conditions in a single rule. This result is important as it facilitates the use of Datalog
as a formal representation of the contract which is discussed in section 4.5.

After analysing the contractual terms we are able to model them as a set of implications that
follow from some conditions. Essentially, every aspect of a contract can be rephrased in a
format based on rules. This is because the terms within a contract are essentially conditions
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that must be met by the parties involved in the service. This understanding of the semantics
supports the idea of representing each contractual clause as a separate rule, and the collection
of these clauses defines the overall policy of the contract.

4.5 Translating Semantics of Juris to Datalog

Datalog [42] is a query language rooted in horn clauses, which are rules with a single logical
consequence derived from a set of conditions. A Datalog program consists of a finite set of
rules, where each rule comprises a head and a body. The head is an atom, representing a
logical conclusion, while the body is a sequence of literals that serve as conditions. An atom
is structured as p(t1, ..., tn), where p is a predicate, and ti represents terms that can be either
values or variables. Facts, being ground atoms with all terms as values, are stored in an
extensional database (EDB). The intensional database (IDB) contains output facts inferred by
applying Datalog rules to the input facts from the EDB.

Previous section 4.4 discusses about the formal contract semantics that Juris is based on,
specifically in section 4.4.1 regarding how the contract terms are represented as horn clauses.
This provides a natural representation of Juris as Datalog rules. We have shown that the two
core components of Juris grammar are the headers and terms. With this we can provide a
formal datalog rule definition for the two components and their subtypes to create a mapping
between Datalog and Juris semantics. Since the semantics of Juris are also based on horn
clauses it provides a seemless logic and semantic connection.

For ease of reading it is convenient to represent the Datalog representation in its rule form
instead of their native EDB format. These rules are introduced in the next section.

4.5.1 Datalog Rule for Contract Headers

Recall that we have the four types that can be declared (Entities, Amount, String, Boolean)
and their corresponding types are Address, Amount, String and Boolean. These types map
one-to-one with the exception of external types which are wrapped with the Abstract rule.

Declarations(type, value)

Declarations(Abstract(type), value)

4.5.2 Datalog Rule for Contract Terms

The clauses of the contract contains multiple construct that needs to be modelled in Datalog,
below are the rules that were defined.

The rows that has the deontic modifier means that there are four types of the rule, as an
example for Payment the four Datalog rules are MustPayment, MustNotPayment, MayPayment
and MayNotPayment.
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Deontic Modifiers Rule

- Clause ID(x)
- AbstractEvent
- Comparison Between(clause id, lhs, rhs)
- Comparison Variables(clause id, lhs, rhs)
- Identity Comparison(clause id, user)

Must | MustNot |
May | MayNot

Payment(clause id, user one, user two, amount)

Must | MustNot |
May | MayNot

AbstractAction

Must | MustNot |
May | MayNot

Action(x)

Figure 4.8: Mapping Juris Semantics to Solidity Constructs

The rule that are prepended with Abstract are used to represent the elements of the contract
that depends on off-chain information. For example an AbstractEvent is used to represent the
outcome of a result from the off-chain, if the outcome is of type boolean, you would represent it
as AbstractEvent(Bool). Similarly for AbstractAction, but in this case the outcome could only
be boolean as Juris cares only whether the action was a success or failure.

4.5.3 Datalog Rule for Representing Possible Clause Transitions

To represent the possible set of clause sequences that could be triggered, per the current scenario
or state in the context of the contract, an additional construct in Datalog is used to represent
the possible transitions from one state to another. This is similar to representing a transition
diagram of a Deterministic Finite Automata or edges that connect nodes in a graph where each
node is the clause id. The rule Edges is defined below to represent the set of possible edges
between the clauses.

Edges(x, y)

An example of using the above defined rule to represent the possible transitions is shown in
Figure 4.9 which represents the clauses of Figure 4.6.

// Edges (x, y)
0 1 // from ‘‘...will take effect when clause (1) is performed ’’
1 2 // from (3) ‘‘if (1) then may perform clause (2) ’’

Figure 4.9: Datalog Representation of Possible Clause Transitions in EDB form

The 0 1 is from the initial clause which will represent the initial transition or the start of the
contract. The second line, 1 2 is from the sequence clauses which states that after clause (1)
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has been performed then clause (2) is the next one to be performed, in this case by the arbiter.
This Edges construct are used to enforce the possible of clause sequences that the contract can
be performed by the parties of the contract.

4.5.4 Example of Datalog Representation

Using the previous example of declarations in Figure 4.5 and clauses in Figure 4.6 the Figure
4.10 and Figure 4.11 are its representation of the semantics in Datalog form per the construct
designed.

Declarations(Address, Payer)

Declarations(Address, Payee)

Declarations(Address, Arbiter)

Declarations(Amount, fee)

Declarations(Abstract(Boolean), deliver)

Figure 4.10: Representation of Contract Declarations in Figure 4.5 in Datalog

Clause ID(2),

Identity Comparison(2, Arbiter) =⇒ MustPayment(Arbiter, Jack, fee)

....

Figure 4.11: Representation of Figure 4.6 in Datalog for Clause 2

Figure 4.11 is interpreted as meaning that the clause with a certain clause id, in this example
clause (2), that has the identity comparison which checks the the user is Arbiter, then the
action on the right hand side of the arrow must be performed. In this case the clause will
perform a payment action from Arbiter to Jack for the amount fee. Although the displayed
form is intuitive the actual representation of each of the Datalog rule are actually split into
different files for each rule as will be discussed in the next section.

4.5.5 Reasoning about Contracts with Datalog

Figure 4.12 is the core logic for the Datalog query to detect conflicting clauses such as having
two clauses that asks the payer to pay and not pay. The query shown in the figure has omitted
the setup statements and other helper constructs, the full Datalog query can be referred to
in Appendix D.1. The .decl is short for declaration of the rule followed by the format of
the content to be read. For example (clause id:symbol, var:symbol) means to read two tab-
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separated variables in the specified input file. The .input is the input file that the specific rule
declared above would read and the output file name is denoted as .out.

To detect conflicting clauses it means that provided with the identical set of conditions different
actions are taken. To detect this we first start by checking that the two clauses have the same
identical condition checks, and that the clauses are not the same clause (clause x != y where x
and y represents the clause id). This is expressed in the Datalog query in Figure 4.12 named
not same clause identity where the identity comparisons checks that x and y are the same
set of conditions being compared and to ensure that the clause is not the same we add in
id one != id two.

Having found that the two clauses with the same set of conditions and comparison are not
from the same clause we can then check for conflicting consequence action by checking whether
must actions(id one, , ) and must not actions(id two, , ) are both satisfied. This means
that the same set of conditions implies different outcome which is a contradiction.

.decl identity_comparisons(clause_id:symbol , var:symbol)

.input identity_comparisons

.decl must_actions(clause_id:symbol ,lhs:symbol , rhs: symbol , amount:
symbol)

.input must_actions

.decl must_not_actions(clause_id:symbol ,lhs:symbol , rhs: symbol , amount:
symbol)

.input must_not_actions

.decl conflicting_must_action_identity(clause_one: symbol , clause_two:
symbol ,var:symbol ,x:symbol ,y:symbol ,z:symbol)

.output conflicting_must_action_identity

.decl not_same_clause_identity(clause_one: symbol , clause_two: symbol ,
identity: symbol)

not_same_clause_identity(id_one , id_two , identity) :-
identity_comparisons(id_one ,identity), identity_comparisons(id_two ,
identity), id_one != id_two.

conflicting_must_action_identity(id_one , id_two , identity ,x,y,z) :-
not_same_clause_identity(id_one , id_two , identity), must_actions(
id_one ,x,y,z),must_not_actions(id_two ,x,y,z).

Figure 4.12: Datalog Query for Conflicting Must Actions
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...
(1) if user is Payer then Payer must pay Payee the fee
(2) if user is Payer then Payer must not pay Payee the fee
...

Figure 4.13: Conflicting Clauses Example

// Identity_Comparisons // Must_Payment // Must_Not_Payment
1 Payer 1 Payer Payee fee 2 Payer Payee fee
2 Payer

Figure 4.14: Representation of Conflicting Clauses Example 4.13 in EDB form

Above in Figure 4.13 is an example of a pair of conflicting clauses and its respective repre-
sentation in Datalog EDB form in Figure 4.14 such that the separate columns represent three
different files for their respective Datalog rule. For example Identity Comparisons is iden-
tity comparison.facts.

Recall that the rule for the contract terms in Section 4.5.2 there is the rule Must Payment and
Must Not Payment that both takes 4 inputs the clause id, id one, id two and the amount.
Working through the query in Figure 4.12 the conflicting must action identity would start
by finding the two identity comparisons that have the same identity and different clause id
through the not same clause identity rule. This rule fixes 1 to id one and 2 to id two or
vice versa as the order does not matter. It then fixes Payer to identity. For this we can take
id one and id two to be 1 and 2 respectively and this is passed on into must actions and
must not actions. The same x,y,z for the must actions and must not actions are to ensure
that both set of parameters are identical meaning that the value x in the must and must not
variants has to be the same.

There are further Datalog queries that were implemented to detect other contract issues such as
circular detection, type checking and unused definitions implemented respectively in Appendix
D.2, Appendix D.3 and Appendix D.4. Circular detection are for detecting circular clauses
that does not make contractual sense, type check detection is for verifying that the operation
the user can perform is sound, for an example the user can only transfer a value not an address.
Lastly unused checks for definitions that are not referred to in the contract body.

4.6 Translating Semantics of Juris to Solidity

In Section 4.3.1 a discussion about the contract operational, temporal and deontic semantics
were highlighted on how they are intertwined. This section discusses how these three semantics
that were incorporated into Juris are mapped into the Solidity language domain and is high-
lighted in Figure 4.15. The last part of this chapter utilises the mapping to create a pseudocode
example for a contract.
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Contract Semantics Juris Semantics Solidity Construct

party
person, arbiter,

institution, entity
address payable

value or amount amount, cost uint256
balance of the contract current balance address(this).balance

clause (clause id)... (Clause) Functions
operational pay, transfer (Action) Functions

deontic
(must, must not,

may, may not) followed by
operational syntax

Conditional Checks

temporal
user defined condition

that refers to
external source

Boolean and
Numerical Checks

Figure 4.15: Mapping Juris Semantics to Solidity Constructs

4.6.1 Solidity Vulnerabilities Considerations

Although Solidity is a language designed for crafting smart contracts on the Ethereum blockchain,
it nevertheless is susceptible to the security vulnerabilities that compromises the integrity of
the contracts. Recent literature highlights prevalent vulnerabilities observed in Ethereum Vir-
tual Machine (EVM)-based smart contracts [43, 44, 45]. These vulnerabilities encompass issues
such as re-entrancy [17, 46], unhandled exceptions [47], integer overflow [48], and inadequate
action control or access control [49]. The exploitation of re-entrancy involves a specific sce-
nario: a call to an external contract initiating a re-entrant callback to the original contract [50].
Certain low-level operations, notably “send”, “transfer”, and “call”, pose inherent dangers and
may lead to vulnerabilities if they fail to handle exceptions effectively. The occurrence of an
integer overflow represents a critical concern, potentially resulting in the complete freezing of
a contract’s funds. Additionally, the absence of robust authorisation checks can expose smart
contracts to run arbitrary code. Further vulnerabilities are found outside of the Solidity lan-
guage itself and focuses on the vulnerabilities of the blockchain platform which is out of scope
of this project. The works by Huang et al. [51] provide a survey of vulnerabilities of the
whole blockchain contract cycle at different levels. Figure 4.16 summarises the vulnerabilities
and possible remedies. It should be noted that the concern of integer overflow pertains to the
practical implementation, hence this topic will be discussed in the subsequent chapter.

Handling Unchecked Calls

One of the more intricate aspects of Solidity involves the low-level functions call(), callcode(),
delegatecall(), and send(). Diverging from the error-handling behavior of other Solidity func-
tions, these functions do not propagate errors or trigger a complete reversal of the ongoing
invocation. Instead they return a boolean value set to false, allowing the code to persist in
its run. This characteristic may catch developers off guard, and if the return value from these
low-level calls is not checked, it could result in fail-opens and other undesirable consequences
as shown in Figure 4.17. It is crucial to know that send() can fail for multiple reasons and to
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Vulnerability Description Fixing Technique

Reentrancy

Invoking external contracts
carries the risk

of allowing them
to assume control of
the control flow and
modify data in ways
not anticipated by

the calling function.

Ensure that it
refrains from invoking

an external call or
employing the

Checks-Effects-Interactions
or Mutex Guard

pattern.

Unchecked Calls

Unforeseen behavior and
disrupt the program’s

logic. A failed call
could potentially be

triggered by an
attacker, offering a way
for further exploitation

of the application.

Address the potential
failure of the call

by checking the return
value.

Integer Overflow

Integer overflow takes
place when an arithmetic

operation attempts to
generate a numeric
value beyond the
permissible range.

Use verified safe math
libraries for arithmetic
operations consistently

across the entire
smart contract system.

Improper Access Control

Contracts do not have
appropriate access controls

in place for functions
that run critical

logic, allowing attackers
to control the contract,

leading to unexpected outcomes

Utilising address checkers
and appropriate function

modifiers.

Figure 4.16: Solidity Vulnerabilities

check the return value appropriately.

Improper Access Control

A frequent challenge in Solidity contracts is the absence of adequate access controls for functions
responsible for crucial logic. Typically addressed through modifiers using address checks, these
measures ensure that only designated addresses, such as contract owners or controllers, are
granted access to specific functions. Figure 4.17 shows pseudocode where permissions have
to be ensured before the transfer can be made. Implementing these checks serves to mitigate
potential damage from attacks by restricting unauthorised execution of critical logic.

Checks-Effects-Interactions and Guards

To address reentrancy vulnerabilities, a strategy is to employ the check-effects-interactions
pattern. This pattern ensures that a contract’s state is updated prior to initiating any external
calls.

• Check: Before making any changes to the state, the contract ought to verify whether
the caller possesses adequate permissions to run the function. This preliminary check is
crucial to prevent unauthorised access.
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• Effects: The contract make changes to its state variables, including changes to the con-
tract’s state, adjustments to balances, updates to variables, and the emission of events.

• Interactions: The contract can engage with external contracts. This involves actions
such as sending Ether or tokens, initiating calls to other contracts, or triggering functions
within those contracts.

An additional approach to address reentrancy vulnerabilities is the implementation of reen-
trancy guards. A reentrancy guard is a boolean variable that is activated (set to true) when
a function is invoked and deactivated (reset to false) upon the function’s completion. This
variable serves as a preventive measure against reentrancy, allowing critical parts of the con-
tract to be performed whilst preventing recursive repeated execution through external calls.
To illustrate the solution we use the three constructs from mutex. Assuming that as part of
the mutex, the mutex has three actions lock, unlock and try lock. Both of this approach is
combined in Figure 4.17. The lock is placed after all the checks to allow for the necessary
checks to be completed as quick as possible. If the function would have lock and then one
of the condition or permission checks failed then it would have wasted one step of execution.
Recall that reentrant occurs when the initial function calls its own contract function via an
external call due to an adversarial code. Thus as long as the lock is placed before this external
call then the mutex pattern is still valid as is the case here since the permission and condition
checks are just a set of require checks done locally inside the function itself.

bool mutex_variable;
function transfer(address payable recipient , uint amount) public {

try_lock ()
permission checks
condition checks
lock()
perform action/transfer
(bool success , ) = recipient.call{value: amount}(‘‘’’);
require(success , ‘‘Error message ’’);
unlock ()

}

Figure 4.17: Pseudo-code for transfer or action with Check-Effects-Interaction / Guards

4.7 Concrete Example

To conclude this section, we provide an example based on the escrow contract introduced earlier
in the background Section 2.6.3 in Figure 4.18. With the full grammar now specified, we can
demonstrate its applicability through this example. Figure 4.19 shows how the Datalog rules
we have described will represent the escrow contract sample in Figure 4.18.

One thing to notice is that the example shown in Figure 4.18 could have been further simplified,
since it has “if user is Arbiter then Arbiter may transfer Arbiter the fee from balance” clause
which are identical for clause (2) and clause (4). Choosing to do this would reduce the contract
by one state, removing either clause (8) or clause (9), since the act of the Arbiter taking their
fee is common in both scenarios. Although this is more natural, for clarity and since the escrow
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“Payer” is a person
“Payee” is a person
“Arbiter” is a person
“fee” is an amount
“balance” is current balance

(1) if user is Payer then Payer transfer to current balance
(2) if user is Arbiter then Arbiter may transfer to Arbiter the fee from balance
(3) if user is Arbiter then Arbiter must transfer to Payee the balance
(4) if user is Arbiter then Arbiter may transfer to Arbiter the fee from balance
(5) if user is Arbiter then Arbiter must transfer to Payer the balance
(6) if (1) then may perform (2)
(7) if (1) then may perform (4)
(8) if (2) then may perform (3)
(9) if (4) then may perform (5)

This contract is an offer by us which will take effect when clause (1) is performed

Figure 4.18: Escrow Contract in Juris

contract code shown in Figure 2.2 uses separate transfer action for the Arbiter this is a more
semantically accurate translation.

4.7.1 Pseudo Solidity Code per Specifications

This section shows the pseudo code for Solidity, the full implementation of the contract in
Figure 4.18 requires extensive setup that pertains to the implementation in the next chapter.

An example of the translation mapping is shown in Figure 4.20 using the mapping from Figure
4.15. It serves as a concrete example of how the mapping of each parts of the semantic of
the contract is translated to Solidity. The entity can be translated to address variables of the
contract that signifies the stakeholders that will participate in the contract. Each clause from
Juris is converted to a (Clause) condition function. This type of function differentiates itself
from the clause action function, relating to operational semantics, which the (Clause) condi-
tion function will call after performing all the necessary checks for the deontic and temporal
conditions.

In the previous section vulnerabilities of Solidity and their remedies were discussed. Taking
these remedies into consideration and applying it to the current translation yield the output in
Figure 4.20. It is important to note that the presented pseudocode separates a single contract
clause into two distinct parts: the entry condition and permission checking function, and the
actual action function that is subsequently called. This division serves to distinguish the
different responsibilities and organise the structure of the smart contract.

In the event that the first clause of the contract is triggered, the contract initially performs the
permission checks to verify whether the current user has the authority to trigger the clause. If
the permission checks fail, the state is reverted to its previous state before the clause function
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IdentityCheck(user,Payer) =⇒ DepositPayment(Payer)
IdentityCheck(user,Arbiter) =⇒ PaymentFromBalance(Arbiter, Arbiter,fee)
IdentityCheck(user,Arbiter) =⇒ PaymentFromBalance(Arbiter,Payee,balance)
IdentityCheck(user,Arbiter) =⇒ PaymentFromBalance(Arbiter, Arbiter,fee)
IdentityCheck(user,Arbiter) =⇒ PaymentFromBalance(Arbiter,Payer,balance)
...
Edges(0,1)
Edges(1,2)
Edges(1,4)
Edges(2,3)
Edges(4,5)
...

Figure 4.19: Datalog Rule Representation of the Contract

was triggered. However, if the permission checks are successful, the condition checks are carried
out. The contract then tries to acquire the mutex lock and if this attempt fails, the operation
reverts to the state prior to the function’s execution. However, if successful, the execution of
the actual postcondition action in the action one function. Once action one is completed,
the mutex lock is released in the calling function, clause one, allowing for the execution of
other clauses.

contract Contract {
address payable payer;
address payable payee;
address payable arbiter;
uint deposit;
constructor (...) public {

payer=msg.sender;
payee=_payee;
arbiter=_arbiter
deposit=_deposit;

}

function clause_one () {
try_lock ()
permission checks
condition checks
lock()
perform_action (action_one)
unlock ()

}
function action_one () {

....
}

}

Figure 4.20: Solidity Output without Vulnerabilities (left is Setup and right is Clause)

Thus far Figure 4.20 is the structure that we have for the contract per the specification described
in this chapter. In the following chapter, we will use the design specification to implement Juris
parser and the generator that parses the abstract syntax tree to generate Solidity code. The
escrow contract, introduced in Juris form in this chapter, will serve as the running example
throughout the next chapter.
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Implementation
In this chapter, we implement the three components described in Chapter 4, which are the
grammar, the Datalog and the Solidity generation and highlight the considerations that need
to be made. The first section goes through the implementation of the parser that generates
the AST. The second section explains the transformation of the AST to generate the Solidity
code with the considerations that have to be made. Then the implementation to generate the
EDBs for Datalog is shown. This chapter ends with another contract example to demonstrate
Juris’ capabilities.

5.1 Prior Assumptions

This project implementation hinges upon two assumptions regarding the deployment environ-
ment and the smart contract. Firstly, it presupposes that the smart contract operates within an
environment where it is provided with unrestricted transaction1 fees. In Ethereum’s framework,
this translates to the contract having access to unlimited “gas” thereby enabling it to execute all
requisite transactions without constraint. Secondly, the implementation assumes the reliability
of external oracle requests, assuming that these requests yield successful outcomes. Although
the oracle requests may require variable durations for completion, the assumption remains that
the results are successful2 response. These two assumptions will serve as foundation for the
project going forward in the implementation.

5.2 Generating AST

The lexer transforms the raw input stream of characters from the CNL into a stream of tokens.
This process involves breaking down the input into smaller pieces and disregarding unimpor-
tant information, making it easier for the subsequent syntactical analysis to handle. The lexical
analysis classifies the input into different token types and serves as the first level of interpre-
tation for the input language in a regular language format. Both the lexer and the parser
to generate the AST is implemented using Ocaml with the Menhir [52] parser generator as
OCaml offers expressiveness and a strong type system to implement concise parsing code. In
combination with Menhir, a powerful LR(1) parser generator for OCaml, automates parser
generation and ensures efficiency for parsing.

Figure 5.1 is the outline of the grammar implemented in Menhir. It gives the syntax a structure
by arranging smaller parts into larger expressions and statements. The parser transforms the
sequence of tokens into a hierarchical tree structure that reflects the nested structure of the
language’s grammar. The main entry rule is the contract which specifies that the contract
structure is the sequence of declarations, clauses and agreements in that order. The syntax
is similar to the specification of the BNF grammar in Section 4.4 where each | represents a
possible parsing case for that rule and the content inside the ending {} is what is generated.

1This transaction means that appending of timestamped block in the blockchain, not a financial transaction
of the contract

2Successful in this case means that the Oracle service are not able to fail, for example through an outage.
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For example in the contract rule it is specified to generate a Contract type that contains
declarations, clauses and agreements. Each of those rules are of a list type in Ocaml as the
content inside the {} wraps the List around x which is equal to the content of the current rule.
The full implementation for both the lexer and parser is in Appendix B.1.1 and Appendix B.1.2
respectively.

main:
| e = contract EOF { e }

contract:
| d = declarations c = clauses a = agreements {Contract(d, c, a)}

declarations:
| x = declare_entities {List("Declarations", x)}

declare_entities:
| x = nonempty_list(possible_entity) {x}

possible_entity: x=declare_dynamic_entity {x} | x=declare_entity {x}

clauses:
| x = nonempty_list(clause_types) {List("Clauses", x)}

clause_types:
| e = normal_clauses {e}

normal_clauses:
| e = repeatable_clause {e}
| e = clause_action_if {e}
| e = clause_if_then {e}
| e = clause_deontic_if_action {e}
| e = clause_deontic_if_action_sequence {e}

agreements:
| x = nonempty_list(agreement_start_clause) {List("Agreements", x)}

Figure 5.1: Parser Code

5.3 Solidity Code Generation

After the parsing stage, the backend phase traverses the AST that was generated and performs
preprocessing tasks to the AST that follows the mapping from Figure 4.15. This part is
implemented using NodeJS with Chevrotain library [53], one of the fastest parser library for
Javascript [54] and one of the few library that supports having a grammar definition that can
be separated from the parser actions. The transition from OCaml to JavaScript is primarily
driven by the requirement to manage multiple side effects that impact global variables. This
task is more straightforward in JavaScript compared to OCaml.

The parser shown in Figure 5.1 is used to parse the example of the escrow contract specified
in Juris in the previous Section 4.7, the resulting output is shown in Figure 5.2. The full
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implementation with AST and Solidity output is found in Appendix E.1. The different aspects
of the contract semantics are colour coded. Inside the AST the entities are represented as the
following form Entity(type, name) where type are the 4 native types we have described in the
design chapter and the name is the variable name. The clauses are highlighted in blue and has
the form Clause(id, ConditionList(...), Deontic(Action(...))).

Contract(
Declarations(

Entity(Address, Payer),
...
Entity(Amount, fee),
Entity(Balance, balance)

),
Clauses(

Clause(1,ConditionList(Conditions(IdentityComparison(Payer))),
Must(Action(Deposit(Payer)))

),
Clause(2,ConditionList(Conditions(IdentityComparison(Arbiter))),

May(
Action(Payment(Arbiter, Arbiter, fee, ContractBalance(balance)))

)
),
Clause(3,ConditionList(Conditions(IdentityComparison(Arbiter))),

Must(Action(Payment(Arbiter, Payee, balance)))
),
...
),
Clause(6, ConditionList(Conditions(ClauseID(1))), May(CallClause(2))),
Clause(7, ConditionList(Conditions(ClauseID(1))), May(CallClause(4))),
...

),
Agreements(StartClause(1))

)

Figure 5.2: Juris Generated Contract Abstract Syntax Tree

ConditionList are where the conditions of that clause are represented and is followed by the
consequence of the clause, the Action wrapped by the type of deontic that the action should
be binded by. Lastly, the Agreements highlighted in orange means the first possible transition
which in this case mean from state 0 to state 1 where state 0 is the initial state of the contract.
All the clauses that are part of the action clauses and initial clauses have a corresponding
one-to-one mapping to the number of states. The sequenceClauses can be seen as edges of the
possible connection between the possible states.

Figure 5.3 is the rule that parses the AST, the command CONSUME reads the token one at a
time to handle solidity generation. The generator follows the mapping specified in the previous
section that bridges Juris to Solidity, and aid in producing code that accurately reflects the
original source code’s functionality. This ensures the final output is not only syntactically
correct but also semantically sound for deployment in a blockchain environment. The full
implementation of the lexer and parser for transforming the abstract syntax tree generated in
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the previous stage to Solidity is shown in Appendix B.2. The reason the parser in Figure 5.3
parses the agreements first before declarations and clauses is because in between receiving the
AST and the Solidity generator there is a preprocessing stage that moves the Agreements to
the top. This is for the ease of setting up the transition mappings to store possible transitions.

constructor(allTokens) {
super(allTokens)

const $ = this

$.RULE(’contract ’, () => {
let declarations , clauses , dynamic

$.CONSUME(Contract)
$.CONSUME(LParen)
$.SUBRULE($.agreements)
$.CONSUME1(Comma)
$.SUBRULE($.declarations)
$.CONSUME(Comma)
clauses = $.SUBRULE($.clauses)
....

Figure 5.3: Solidity Generator

DatalogWriter.generate_transition_edges(this.currMapping)
DatalogWriter.generate_declaration_and_types(this.

declarationsAndTypes)
DatalogWriter.generate_allow_action(this.clauseActions)
DatalogWriter.generate_clause_ids(this.clauseIds)
DatalogWriter.generate_comparison_vars(this.comparisonsVariables)
DatalogWriter.generic_write_array_list(this.mustActions , ’

must_actions ’)
DatalogWriter.generic_write_array_list(this.mayActions , ’may_actions

’)
DatalogWriter.generic_write_array_list(this.mustNotActions , ’

must_not_actions ’)
DatalogWriter.generic_write_array_list(this.mayNotActions , ’

may_not_actions ’)

Figure 5.4: Code Snippet to Generate EDBs

5.4 Generation of Contract EDBs

To be able to reason about the contract we have to generate the EDBs, representation of the
contract information, so that we are able to query this EDB information to reason whether
there are conflicts in the contract. Figure 5.4 shows the implementation that generates the
EDBs after the parsing stage. During the parsing stage the parser collects the information as
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it parses, hence the snippet of the code is implemented as part of the parser which runs after
the parsing is done to generate the Datalog EDBs or facts of the contract.

5.5 Escrow Example in Juris

Figure 5.5 is the generated EDB representation of the Escrow contract using the code that is
shown in Figure 5.4.

// declarations.facts //edges.facts // deposit.facts // may_pay.facts
Address Payer 0 1 1 Payer 2 Arbiter Arbiter fee
Address Payee 1 2
Address Arbiter 1 4

2 3
4 5

// identity_comparisons.facts // payment_balance.facts
2 Arbiter 2 Arbiter Arbiter fee

Figure 5.5: Contract Representation in EDB Format

Figure 5.6 is the generated Solidity using the generator implemented by Figure 5.3. It first
initialises a curr state variable, shown in orange, to keep track of the current state of the
contract. Further variable is the transitionMap, which is a hashmap of a hashmap to a boolean
value. The transitionMap acts as the deterministic finite automata and the curr state keeps
track of the current state the contract is in. The hashmap labels the possible transition as
being true, for example transitionMap[”1”][”2”] = true means that the contract can transition
from clause (1) to clause (2). This is used in combination with the mutexes and permission
checks, per the specifications in the previous chapter, to ensure that all actions that the user
can interact with in the Solidity contract are contractually and logically permitted.

The transitionMap that is highlighted in violet are the possible sequences of the clauses that
could be performed. After the Payer has transfer an amount into the balance of the contract
the two possible scenarios are the Arbiter takes their fee and transfer the remaining amount to
the Payer or the Payee. This enforcement is represented by having the branching after state 1
by setting transitionMap[”1”][”2”] = true and transitionMap[”1”][”4”] = true.

Normally each condition is paired with a corresponding action function. clause1Condition(),
shown in blue, has no action function because it is a deposit. In Solidity to accept the value
from the user the function has to be marked with payable, and the amount that the user
has passed in is in the msg.value. If msg.value is not used it is implicitly stored into the
address(this).balance [55].

For the second clause, shown in green, once the function has enter it first checks whether the
mutex lock is free, this is to ensure that the current execution is not a form of reentrant. Note
that the function, clause2Action(), that the sample will call later on is marked as internal,
meaning that it can only be called from within the contract code. If the lock is free then the
contract proceed to check that the current state of the contract can run the current clause.
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Following that it checks the clause conditions itself, in this case it checks that the user who
runs the clause is the same as specified. If all these conditions passed then the contract sets
the mutex lock to be true, disallowing any other public functions to be called if it is a reentrant
from an external call, and perform the clause2Action().

Should clause2Action() completes its run successfully the contract transitions the state from
1 to 2, and frees the lock, per the statements at the end of clause2Condition(). It is safe to
unlock the lock after its execution in clause2Condition() as the result of any action would
be check inside the body of clause2Action(). This is done in this example by checking that
the result of the transfer to Arbiter returns (bool success, ) where the line require(success,

“Transfer failed”) checks that success is true. Should this condition fail the default action of
require in clause2Action() reverts all code execution that were made in context of the current
function call. With the way that the contract is setup in Juris, splitting conditions and actions
function, this reverts to the previous state of the contract as if the current clause call, the
clause2Condition() in this case, has not been made in the first place.

Lastly, notice that both clause2Condition() and clause2Action() both have a parameter called
arg of type bool. This is propagated from the condition function to the action function and
is used to specify the permissibility of the action of the clause when the deontic of the action
is May or MayNot. Even though all the conditions are satisfied the condition if (arg) will not
permit the entailment action function to run if the user has passed in false to choose not to
perform the action.

The description of clause2Condition() corresponds with the pseudo-code translation shown in
Figure 4.17. The try lock is translated into the code require( locked == false) to check that
the current execution context is not reentrant. If so proceed to the next step which is to do the
permission checks which are to check that the current state of the contract is able to be run
per the transitionMap. Provided that the conditions of the contract holds, which is to check
that the user is the Arbiter in this case, then take the lock which sets the the variable locked
to be true and proceed to run clause2Action(). After clause2Action() finishes then the lock is
unlocked by setting locked to false.
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contract Contract {
address payable public Payer;
address payable public Payee;
address payable public Arbiter;
uint256 public fee;

string private curr_state = "0";
bool _locked;
mapping(string => mapping(string => bool)) transitionMap;

constructor(
....
uint256 _fee

) {
transitionMap["0"]["1"] = true;

transitionMap["1"]["2"] = true;
transitionMap["1"]["4"] = true;
transitionMap["2"]["3"] = true;
transitionMap["4"]["5"] = true;

Payer = _Payer;
Payee = _Payee;
Arbiter = _Arbiter;
fee = _fee;

}

function clause1Condition () public payable {
require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["1"], "Not possible transition");
require ((msg.sender == Payer), "Not passing all conditions");

}

function clause2Condition(bool arg) public {
require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["2"], "Not possible transition");
require ((msg.sender == Arbiter), "Not passing all conditions");
_locked = true;
clause2Action(arg);
curr_state = "2";
_locked = false;

}

function clause2Action(bool arg) internal {
require(

address(this).balance - fee >= 0,
"Insufficient Balance"

);
if (arg) {

(bool success , ) = Arbiter.call{ value: fee }("");
require(success , "Transfer failed");

}
}
...

}

Figure 5.6: Concrete Juris Generated Contract in Solidity
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5.6 Further Considerations

5.6.1 Handling Connection to External Oracle

For this project the oracle service that was used is Chainlink3 [56]. Similar Oracle services such
as Provable [57] and Openzeppelin [58] are also available. The complexity of interacting with
the real world, also known as off-chain, is a complex one. Notably smart contracts are unable
to interact directly with the outside world due to their deterministic nature [59]. Hence, these
oracles are a messenger that does the connection receiving the instructions from the contract
[60].

Time Discrepancy of Oracle Results

In Design chapter 4 , the language design did not limit the amount of conditions that can be
bound to each clause.

An issue with this approach is that an external call has a side effect that may or may not
complete the request in the time that the clause function is complete, meaning that there is
a delay in the response from the off-chain. An issue with this approach is the uncertainty
surrounding the completion time of external calls. Specifically, the side effect of an external
call may not align with the completion time of the clause function, resulting in a delay in
the response from the off-chain entity. This problem is compounded when there are multiple
requests in a single clause, which means that the callback function for each request has to be
generated. In addition each of the callback functions for each request need to know where
currently in the condition checks of the clause should the callback function continue the run
from (for example continuing from second condition check). Figure 5.7 illustrates this workflow.

Figure 5.7: Chainlink Multiple Condition Request Flow

To the best of our knowledge there is currently no service, including Chainlink’s, that is able
to bulk call external condition requests. Our approach to remedy this issue and complexity is
to bulk request the oracle requests, a code implementation for this is in Appendix F.

With our remedy, the changes in the request flow are shown in Figure 5.8. In this flow the
conditions are bundled together to simplify the multiple condition requests and their respective
callbacks. This solves the two issues that were mentioned previously of having to know where
to continue the execution from and the time discrepancy that the request was made.

3Chainlink is used for this project as they provide free credits for their Oracle Service on Sepolia Testnet.
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Figure 5.8: Chainlink Multiple Condition Request Flow with Remedy

The issue of knowing the continuation point of the contract is solved by treating all the condi-
tions as an atomic request. This means that all the external conditions results are returned and
checked, in combination with local ones, that they are satisfied to allow the contract clause
to continue execution. If the conditions fail then the contract reverts to the last state. By
bundling the list of external conditions into an atomic request, the semantics of calling the
oracle at the same time point are maintained, as all the conditions are requested at the same
time. This ensures that the contract only continues if all the necessary conditions are met,
providing a clear and consistent way to manage the execution of the contract. This solution is
similar to an API proxy that gathers multiple requests to be request at once.

5.6.2 Handling Decimal Point Numbers

There are multiple factors contributing to the difficulty of performing mathematical operations
in Solidity, with the primary challenge being the absence of fixed-point and floating type support
per Solidity’s own documentation4. In the absence of a Floating Point Unit (FPU) in the
Ethereum Virtual Machine (EVM), developers are required to come up with their own solutions
for implementing intricate mathematical functions. This means that they have to create custom
code to perform these calculations, which can be a challenging and time-consuming task.

Juris was developed using the fixed-point math library PRBMath [61]. This decision was
made because the Ethereum Virtual Machine (EVM) operates on a fixed-point model, which
is important for ensuring security and determinism in a blockchain environment. PRBMath
was chosen because it is an open-source precision math library that does not require licensing
and has been audited by OtterSec [62], a reputable team of security researchers.

4Note that fixed and floating point numbers can be declared.
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“Payer” is a person
“Payee” is a person
“Arbiter” is a person
“deposit” is an amount
“deliver” is an event referring to boolean source
“balance” is current balance

(1) if user is Payer then Payer must transfer to Arbiter the deposit from balance
(2) if user is Arbiter and user has ”deliver” then Arbiter must transfer to Payee the
deposit minus 10% from balance
(3) if (1) then may perform (2)

This contract is an offer by us which will take effect when clause (1) is performed

Figure 5.9: Dynamic Escrow Contract in Juris

5.7 Enhancements to Implementation

The past few sections described implementation considerations to be handled. To provide a
concrete example of some of these cases we can consider another version of the escrow contract
that uses a dynamic variable for “deliver” and floating point numbers. Figure 5.9 is the
amended contract and the full code implementation is in Appendix E.2. The “deliver” event
is an off-chain interaction marked by the phrase “referring to x source”, where x is the native
type of Juris like amount. This dynamic event is actually an API string url that is passed
in during the contract deployment that all parties have agreed to be their Oracle source5.
Furthermore, the contract makes the fee payment as a percentage instead of a fixed amount
in our case 10%. Figure 5.10 presents the updated Solidity code that incorporates several
enhancements, including support for decimal points, external oracle connections, and multiple
conditions. These improvements address the limitations of the previous implementation, and
enable the generation of more sophisticated smart contracts.

Firstly, the modifications made to the contract were to import the necessary libraries to handle
oracle connection and the decimal points which are highlighted in blue. The @prb/math
library is imported and its provided API is used to perform all mathematical operations and
prior to executing each transfer call, it is necessary to convert the value back to the appropriate
Ethereum unit.

Secondly, the two Chainlink dependencies are also imported and the modifications made to
establish an external oracle connection are highlighted in violet in the main body of the contract.
The contract should inherit from both the ChainlinkClient and ConfirmedOwner interfaces.
The contract requires the addition of a jobId variable, which will be used by Chainlink to store
the unique identifier of the job. Furthermore, the contract must set the Chainlink token and
the Chainlink oracle which are fixed in our implementation as

5If one of the parties did not agree with the Oracle source the contract would not have been deployed in the
first place.
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import { UD60x18 ,ud,convert ,intoUint256} from "@prb/math/src/UD60x18.sol";
import "@chainlink/contracts/src/v0.8/ ChainlinkClient.sol";
import "@chainlink/contracts/src/v0.8/ shared/access/ConfirmedOwner.sol";

contract Contract is ChainlinkClient , ConfirmedOwner {
using Chainlink for Chainlink.Request;
bytes32 private jobId;
uint256 private chainlink_fee;
UD60x18 public deposit;
string deliver;
bool result_deliver;
constructor( ..., UD60x18 _deposit) ConfirmedOwner(msg.sender) {

setChainlinkToken (0 x779877A7B0D9E8603169DdbD7836e478b4624789);
setChainlinkOracle (0 x6090149792dAAeE9D1D568c9f9a6F6B46AA29eFD);
jobId = "c1c5e92880894eb6b27d3cae19670aa3";
chainlink_fee = (1 * LINK_DIVISIBILITY) / 10;
...

}
function clause2Condition () public {

require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["2"], "Not possible transition");
require ((msg.sender == Arbiter),"Not passing all conditions"
);
_locked = true;
requestClause2Data ();

}

function requestClause2Data () public returns (bytes32 requestId) {
Chainlink.Request memory req = buildChainlinkRequest(

jobId ,
address(this),
this.fulfillClause2.selector

);

req.add("get", deliver);
return sendChainlinkRequest(req , chainlink_fee);

}

function fulfillClause2(
bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_deliver = _result;
clause2PostDynamicCondition ();

}
}

Figure 5.10: Concrete Juris Generated Dynamic Contract with Chainlink and PRB Math

we only require a standard GET request6. A list of available options can be found on Chain-

6The fixed string passed into setChainlinkToken and setChainlinkOracle are for the Sepolia Testnet
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link’s website7. Lastly to make an oracle request two extra functions are required, the request
function and the callback function which will be invoked when the oracle triggers the contract,
enabling the contract to receive results from off-chain computations. In this example they are
requestClause2Data() and fulfillClause2(), which are explained below.

When the clause that has a mixture of oracle conditions and local conditions, the local condi-
tions are checked in the clauseCondition function. In the example when clause2Condition() is
triggered it first checks the non-dynamic condition that the user is the Arbiter. If the check
is successful the clause continues to run until the request to the oracle is made. At which
point requestClause2Data() is called shown highlighted in red, after this point the contract
will wait for the result via the callback function from the oracle. It should be noted that in
clause2Condition() there are no state transition and unlock statement after the request data
call. This is to prevent any other clause from being triggered whilst the oracle request is still
ongoing. These actions are executed in clause2PostDynamicCondition().

In this scenario the fulfill functions, although not marked as internal are still not accessible
publicly. This is due to the recordChainlinkFulfillment modifier that ensures that only the
original oracle caller with the same jobId is able to run this specific callback function.

Focusing on the two functions required for making an oracle request, mentioned previously,
it is named as requestClause2Data() and fulfillClause2(). In the request function is where
the request object is setup, here we specify the function that should be called upon receipt
of the request result, which in this case is fulfillClause2(). The most important part of this
is setting the req object to make a GET request with the url that has been passed in for
the “deliver” variable highlighted in green, this is the source that we want to connect to
in the off-chain. The fulfill clause, when triggered by the oracle, sets the result to the re-
sult {dynamic variable name} which is the result {variable}, highlighted in brown. In this
contract it is the variable result deliver which is used when the contract continues on to run
the clause{id}PostDynamicCondition.

Figure 5.11 shows clause2PostDynamicCondition() that checks the dynamic condition “de-
liver”, since previously in clause2Condition() already checks the local conditions there is no
need to check for it again. This is because only the oracle can trigger this callback function via
the recordChainlinkFulfillment function modifier as no other functions can be called per the
lock and the mutex. It checks the dynamic condition as per a normal condition and the rest of
this function are as per normal clauseCondition function, with state transition and unlocking
after the clauseAction.

The clause2Action() in Figure 5.11 also contains two lines that are highlighted in blue. These
are to handle the conversion of decimal numbers into appropriate format during calculation.
Notice that the require first checks that the balance, that is currently in the contract, is sufficient
to support the transfer. The changes made here are the conversion made to support percentage
values, and the statement checks that the deposit minus 10% of its current value is sufficient.
Since Solidity does not support floating point, the format has to be converted back to uint256
before the native mathematical operation can be performed. Similar conversion is done before
the deposit, minus the 10%, is transferred to the Payee.

It is important to note that this contract relies on the Oracle to execute the rest of the clause,

7Chainlink’s documentation [63]
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starting from the fulfillClause2() function. This means that there are limitations as to what
the oracle context has access to. For one the oracle would not have access to the original value
that the original has sent via the msg.value. This means that when crafting the contract one
has to be careful of how it is crafted. As an example, if the contract requires an external call
then the postcondition should only be able to refer to the balance of the contract from the
address(this).balance hence the contract needs to use “from balance”.

function clause2PostDynamicCondition () {
require(result_deliver , "Not passing all conditions")
clause2Action ();
curr_state = "2";
_locked = false;

}
function clause2Action () internal {

require(
address(this). balance -

intoUint256(deposit - deposit.mul(ud(0.1 e18))) >=
0,

"Insufficient Balance"
);
(bool success , ) = Payee.call{

value: intoUint256(deposit - deposit.mul(ud(0.1 e18)))
}("");
require(success , "Transfer failed");

}

Figure 5.11: Concrete Juris Generated Dynamic Contract Clause and Action Function

5.7.1 On Mixing Dynamic Conditions and Local Conditions

The generated Solidity code in Figure 5.10 has clause (2) that requires external information
from the oracle. A challenging aspect of having a set of conditions that depends on the result
of the oracle is that there is a context switch when the oracle returns to trigger the callback
function. At this point the user context is actually Chainlink, which means that the msg.sender
is not the original person who has executed the clause. This context then has no access to the
balance of that said user. An unsafe solution to this is to have the user transfer the amount
into the balance of the contract, then after that check the condition. If the condition fails, it
returns the original amount to the user who has triggered the clause. However, semantically
this is unsafe. Another solution is to write the contract in such a way that transactions that
involve results from the oracle are done through the balance of the contract using the contract
balance as an intermediary. Hence the reason why this version of the escrow contract and the
rental contract, in the next example, transfer clauses uses the phrase “from balance” at the end.
This would transfer from the current balance of the contract using the address(this).balance.

The second issue is the mixing of conditions, there are two cases we need to handle. If the
conditions is an or condition we may not even need to perform an oracle request, and another
is how to handle the propagation of bool arg variable that is used to specify whether the action
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should be performed if the clause has may deontic on it. Appendix G outline the different type
of combination of conditions (disjunction (or) and conjunction (and) with permissible actions)
are handled.

5.8 Juris Rental Example

This chapter ends with an example for rental contracts that outline the leasing terms between
property owners and tenants. Blockchain provides an opportunity for the rental industry to
improve through blockchain’s decentralisation, transparency, and automation. The natural
English below is the simplified and summarised version of the a rental contract and the full
implementation is provided in Appendix E.3.

Natural English: In the rental agreement, if the tenant pays the monthly rent and security
deposit to the landlord, then the landlord grants the tenant access to the property for the
agreed-upon term. Either party can terminate the agreement with one month’s written notice.

“Landlord” is a person
“Tenant” is a person
“rent” is a amount
“deposit” is a amount
“cancellation notification” is an event that refers to some boolean source
“one month notification” is an event that refers to some boolean source
“within monthly period” is an event that refers to some boolean source

(1) if user is Tenant then Tenant must transfer Landlord the deposit
(2) if user is Tenant then Tenant must transfer Landlord the rent
(3) if user is Tenant and Tenant is ”within monthly period” then Tenant must transfer
Landlord the rent
(4) if user is Tenant or user is Landlord then user may execute ”cancellation notification”
(5) if user has ”one month notification” and user is Landlord then contract is terminated
(6) if (1) then may perform (2)
(7) if (2) then may perform clause (3)
(8) clause (3) may be repeated
(9) if (3) then may perform clause (4)
(10) if (4) then may perform clause (5)

This contract is an offer by us which will take effect when clause (1) is performed

Figure 5.12: Rental Contract expressed in Juris
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Contract(
Declarations(

...
),
Clauses(

...
Clause(

4,
ConditionList(

Conditions(IdentityComparison(Tenant)),
Conditions(IdentityComparison(Landlord))

),
May(Action(AbstractAction(User ,

cancellation_notification)))
),
...
RepeatingClause (8, 3, May(CallClause (3))),
...

)

Figure 5.13: Concrete Juris AST for Rental Contract

Figure 5.12 is the Juris form of the rental contract. This example illustrates how multiple
conditions that depends on external information interact in the contract. To express actions,
conditions or events that are not part of native Juris syntax specific definitions for the contract
can be defined by using the quotation marks followed by the phrase “refer(s)”. This is to specify
the native type in Solidity which in this example the results of the requests are all booleans.
An addition to this part of the contract is also the repeating aspect of the clause which can be
specified by using the “may be repeated”.

Figure 5.13 is part of the abstract syntax tree generated by the contract. The abstract events
can be represented by the AbstractAction or AbstractEvent depending whether they are placed
as part of the conditions or the entailment action. The AbstractAction has the form Abstrac-
tAction(entity, action name) where action name is the name of the dynamic variable, and
the entity is bounded by that action. For comparison in the previous example the dynamic
variables were in the condition side so the AST represents it as AbtractEvent. The repeat-
ing clause is represented by the RepeatingClause followed by the its own clause id and the
clause id that can be repeated.

From this contract the simplest case is the repeatability of a clause, which in this case is
clause (3). The only addition was the line transitionMap[“3”][“3”] = true, highlighted in blue,
inside the constructor when setting up the possible sequences of clauses. When the user first
runs clause (3) the first time the contract is in state 2, which the transition is possible due to
transitionMap[“2”][“3”] = true. However the end of clause3Condition changes the curr state
to 3, from then on either clause (3) is retrigger or trigger clause (4).

The generated Solidity code in figure 5.15 is the clause function that have an action that calls
an oracle. The oracle would then perform an off-chain action that notifies both parties of
the cancellation notice. The setup is identical to the dynamic conditions, having two extra
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functions which are the fulfill and the postDynamicAction. The next section will discuss how
the contract is terminated.

....
transitionMap["0"]["1"] = true;
transitionMap["1"]["2"] = true;
transitionMap["2"]["3"] = true;

transitionMap["3"]["3"] = true;

transitionMap["3"]["4"] = true;
transitionMap["4"]["5"] = true;
...

Figure 5.14: Rental Contract transitionMap

function clause4Condition(bool arg) public {
require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["4"], "Not possible transition");
require(

(msg.sender == Tenant) || (msg.sender == Landlord),
"Not passing all conditions"

);
clause4Action(arg);

}
function clause4Action(bool arg) internal {

if (arg) {
request_cancellation_information ();

}
}

Figure 5.15: Clause 4 Rental Contract

5.8.1 On Termination

To handle the contract termination is the code in Figure 5.16, which similarly setups the oracle
connection and post condition function. Instead of performing a normal action or a payment
transfer it calls the selfdestruct() function that terminates the contract itself. There are multiple
ways to perform contract termination, for example setting a lock to be true will lock the current
contract and not allow any other clauses to be triggered, having the same effect as termination.
This solution is known as a pause or a forever pause. There are multiple argumentative reasons
as to why using selfdestruct(), although largely used by Solidity developers, should not be
used: Buterin, the co-founder of Ethereum, earlier in 2024 has written a position note [64] to
drop support for selfdestruct() completely arguing that the vulnerabilities8 that this command

8The core vulnerability is that selfdestruct() leaves a void in the address position that allows an exploit to
replace that address with a new version of the adversarial contract. However, the argument for maintaining
support is that without this command there is currently no way to update the smart contracts.
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generates outweigh its benefits.

function clause5Condition () public {
require(_locked == false , "Currently running another clause"

);
require(transitionMap[curr_state ]["5"], "Not possible

transition");
require(msg.sender == Landlord),"Not passing all conditions"

);
_locked = true;
requestClause5Data ();

}

function clause5PostDynamicCondition () {
clause5Action ();
curr_state = "5";
_locked = false;

}

function clause5Action () internal {
selfdestruct ();

}

function fulfillClause5(
bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_one_month_notification = _result;
clause5PostDynamicCondition ();

}

function requestClause5Data () public returns (bytes32 requestId)
{

Chainlink.Request memory req = buildChainlinkRequest(
jobId ,
address(this),
this.fulfillClause5.selector

);

// Set the URL to perform the GET request on
req.add("get", one_month_notification);
// Sends the request
return sendChainlinkRequest(req , chainlink_fee);

}

Figure 5.16: Clause 5 Rental Contract
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Chapter 6

Evaluation and Discussions
In this chapter, we start by assessing the implementation of Juris in relation to the set of
requirements. Following this evaluation, we verify the functionality and accuracy of the code
through unit testing and systems test. The chapter concludes with a discussion of the caveats
and limitations of this project, providing insights into potential areas for improvement and
future works.

6.1 Validation of Requirements

Referring to the requirements specified in Section 3.1 the language semantic requirements,
comprising of three key points, have been emphasised. Among these three points, the second
point, which involves capturing the deontic, operational, and temporal aspects of the language,
presents the most significant challenge. An in-depth discussion to address this challenge were
made in Sections 4.3.1, 4.3.2 and 4.7.1. Although Juris is able to satisfy the first two re-
quirements from this category and parts of the third requirement Juris is not able to perform
advanced clause references such as backpatching or reinterpreting a clause based on the current
state of the contract.

Regarding the reasoning requirements for our contract modeling, we have adopted normative
horn clauses described in Section 4.4.1, building on previous research that applied normative
reasoning in contracts and connecting it to Datalog in Section 4.5. One of the significant
challenges we faced was handling the representation of multiple conjunctions and disjunctions
within a single term.

To address the applicability requirements, we have developed a method for translating contracts
generated in Juris to Solidity. In Section 4.6, we provide a detailed analysis of how each element
of the contract structure is translated into Solidity, taking into consideration the vulnerabilities
of the target language. One of the challenges we encountered was handling multiple oracle
requests within a single contract clause, which we resolved by combining these requests into
one. Additionally, we extended the applicability of our approach by allowing users to utilise
decimal points, which allows for more complex contract components such as percentages.

The summary in Figure 6.1 compares the set of requirements that Juris has satisfied compared
to the other languages that were surveyed in Chapter 3.

6.2 Testing

For this project the parser was tested that the AST and the final code generation is correct,
and that the generation of the contract representation in EDB format are correct.

Parser Testing

To verify Juris implementation both unit and integration tests were employed. Unit tests
were implemented on every parser function by comparing the actual output with the expected
output abstract syntax tree. These unit testing tests the fragments of our language to check
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Figure 6.1: Juris evaluation against the requirements set out in Section 3.1
LE is Logical English [22], CoLa [23], Lex is Lexon [25], CT is Catala [26]

Language LE CoLa Lex CT Juris

R1 X X X X X
R2 X X X X X
R3 x x x X ?
R4 x X x X X
R5 ? X x ? X
R6 ? x x ? X
R7 x x X x X
R8 x x x ? X
R9 x x x ? X

that individual parsing functions work as expected, whereas integration testing tests that the
multiple parsing functions work together correctly to generate our expected abstract syntax tree.
Figure 6.2 and 6.3 shows the coverage report that summarises the percentage of the codebase
that the tests are covering. The full testing implementation can be found in Appendix C.1.
Note that the lexer.ml and the parser.ml file is not here since they are generated by Menhir.

Figure 6.2: Parser Code Coverage

Figure 6.3: Generator Code Coverage
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Inconsistency Testing

The project integrates Datalog rules to facilitate the detection of inconsistencies within the
clauses authored by the drafter. To verify the reliability of these rules a set of negative sample
contracts is crafted similar to the snippet shown in Figure 4.13. These contracts are designed
to contain specific inconsistencies and violations of the intended rules. The Datalog rules are
then applied to these negative samples to verify their ability to accurately identify and flag any
contradictions. There are further contracts with issues that were crafted for the purposes of
testing other scenarios such as identity checks, unused clauses and circular clauses in Appendix
C.3.

6.3 Vulnerabilities of Generated Solidity

Solidity has faced criticisms for vulnerabilities embedded in the design of the language which
has been compiled in the study by Kushawa et al. [65]. Due to these vulnerabilities research
in tools to verify Solidity smart contracts has been an active area of research producing tools
such as Mythril [66], Slither [67] and others.

In this section, the tools mentioned were used to audit the vulnerabilities of the produced
Solidity code. To verify that Juris generates Solidity code that is secure the Solidity code of
the three example contracts are audited and the results are shown in Figure 6.4. It displays
the result of the generated Solidity of the escrow and rental contract from Juris against each
respective tools.

Figure 6.4: State of the Art Solidity Verifying Tools SL [67] and MT is Mythril [66]
* means false positive

Contract SL MT

C1a x* X
C2b x* X
C3c x* X

a Escrow Contract
b Escrow Percentage Dynamic Contract
c Rental Contract

It is important to note that the results presented in Figure 6.4 may be affected by false positives.
A recent study on verification tools by Rodler et al. [19] revealed that the majority of these
tools suffer from false positives, despite performing well on benchmark tasks. This highlights
the need for caution when interpreting the results obtained from these tools.

These tools are not only time consuming to operate and challenging to set up, but issues such
as false positives underscores the need for further research and development in this area.
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6.4 Limitations and Caveats

6.4.1 Rounding Ether to Nearest Whole Value

Our implementation utilises the external fixed-point library PRBMath to support more complex
clause conditions and actions, including the use of percentages. However, when executing a
transfer call, the amount is rounded to the nearest whole number, with the default unit of
measurement being wei, the smallest unit that Solidity can represent. While it is possible to
impose a restriction that the amount must be at least one Ether and utilise wei to represent
decimal points in computations, this approach limits the range of smart contract use cases and
does not fully address the issue of decimal precision. Therefore further research is needed to
explore alternative solutions that can provide greater flexibility and precision in representing
and manipulating amounts in smart contracts.

6.4.2 Limitation of Contract Completeness

The treatment of contract completeness in Juris is handled through the inclusion of a default
case being the reversion to the previous state on failure. Recall that in Section 2.6.3 the require
keyword was introduced and its usage is described in Section 5.5, the escrow example, on how
it reverts to the previous state on failure. While real-world contracts may be intentionally
incomplete, the semantics of Juris assume a single default case. This highlights the complexity
of translating real-world contracts into formalised language constructs, as there may be multiple
potential interpretations due to incompleteness. For example the author of the contract could
desire that an alternative set of clauses be performed based on a failure of the current clause.
However, the current solution only address a subset of the issue, and further research is needed
to explore a broader range of semantic possibilities.

6.4.3 Single Action Per Clause

Juris only supports one action to be run for each clause, as per its semantics. However, real-
world contracts frequently contain multiple actions or a combination of actions and sub-actions
that are tied to a single clause. This discrepancy highlights the need for a more sophisticated
approach to modeling and representing contractual clauses in smart contracts, one that can
accommodate the complexity and variability of real-world contracts.

In this regard, we propose that encouraging lawyers to adopt a deterministic mindset when
drafting contracts can lead to a more logical and structured approach, ultimately reducing in-
consistencies and paradoxes. By framing contracts in terms of a set of conditions that imply a
single consequence, lawyers can create clearer and more precise agreements. This approach can
help to minimise ambiguity and ensure that all parties involved have a shared understanding
of the contract terms. Therefore promoting rule-based implications thinking among legal pro-
fessionals could be a valuable strategy for improving the quality and effectiveness of contract
drafting. However, this method could lead to contracts becoming more verbose.

With regards to the limitation of single action, one could extend the notion of the single action,
as is shown in Figure 6.5, on the right hand side to be a composition of multiple actions.
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CompositionAction(A,B, amount) =⇒ Payment(A,B,amount), OtherAction(A,B)

Figure 6.5: Combining Multiple Action into One Datalog Rule

6.4.4 Remedy to Multiple Oracle Requests

The solution to the multiple callback issue that arises from multiple oracle requests for informa-
tion were solved by collating all the request into one as were explained in Section 5.6.1. Note
that by implementing this we are assuming a single point of failure. Oracle services such as
Chainlink, when asked to provide information, is consensus based meaning that the informa-
tion being returned was agreed upon by many network peers. As mentioned in Section 5.6.1,
there is currently no service that is able to provide this collation functionality. However, we see
this as a way forward to make controlled natural language for smart contracts more adoptable.
Having to handle multiple callbacks in the same function adds complexity by having to know
where to continue executing from which stage in the execution of a clause. Furthermore, it is
semantically accurate to check the conditions all at once in the same time step as compared to
sequentially checking.

6.4.5 Capturing the semantic of external clause actions

In Chapter 4, we discussed the logical representation of a contract, where the only well-defined
action was the payment action, which has a separate Datalog rule. However, in reality, contracts
often involve more abstract actions such as performing a delivery. To address this limitation,
the current implementation constructs an appropriate return type predicate in Datalog pa-
rameterised with the action name to be used as the representation in logical form which is
the AbstractAction and AbstractEvent shown in Section 5.8. While this provides a functional
solution, it is not ideal as it would be preferable to have more fine-grained action types with
corresponding Datalog rule for each type of abstract function. One direction could be having
many Datalog rules that can be composed to have all the properties of a new abstract action
similar to the example we have shown for multiple action in Figure 6.5.

6.4.6 Temporal Representations

In their paper, Clack and Vanca [33] discussed the temporal aspects of contracts and identified
two types of temporal information: discrete and continuous. In this project, the task of checking
time is delegated to a time oracle, which simplifies the temporal information to a boolean
condition parameterised with a dynamic Datalog parameter (AbstractEvent and AbstractAction
shown in Section 5.8). Datalog is capable of performing fixed-point logic computations, making
it well-suited for representing discrete time. However, representing continuous time is a more
complex issue that is the subject of ongoing research. Since the current representation of time
is limited to a boolean value future work could focus on extending this project to formally
represent the notion of time, in this case DatalogMTL [68] is a promising step forward.
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Conclusion
In this chapter, we provide an overview of the key accomplishments of the project in relation
to the stated requirements, as well as identify research gaps that were not addressed.

7.1 Achievements

This dissertation’s objectives were to explore the development of a natural English smart con-
tracting language, addressing the usability issue, review the current formalisms and adressing
how the formalisms can be used for analysis and verification. The objectives were as follows:

(Objective 1): Analyse the requirements for Juris by reviewing existing languages for writing
smart contracts.

In Chapters 1, 2, and 3, we identified relevant background information and research gaps.
We discussed the disconnect between lawyers and programmers and how controlled natural
language can bridge this gap in drafting contracts. We also examined vulnerabilities in simple
contracts when translated into code. The background and requirements chapter placed other
adjacent controlled natural language projects in the context of the background definitions that
were provided, limiting our scope to controlled languages that are itself the smart contract
code. The three key requirements of the languages are: semantic model, reasoning about the
contract, and applicability. We showed that current controlled natural languages cannot meet
all these requirements, as shown in Figure 3.6.

(Objective 2): Design a proof-of-concept controlled-natural language Juris, capturing the con-
tract semantics, that generates Solidity for use on the Ethereum blockchain code.

Chapter 4 presented the design plan for the proposed proof-of-concept language. We first
analysed the structure of a traditional contract and explain the simplification that was made
with regards to how it is structured in Juris. The BNF grammar for the language was provided
and how different types of the grammar rule captures the deontic, operational and temporal
semantics of the contract. Described the previous works on using normative clauses to represent
contractual information and the connection between horn clauses and first order logic. Then
Chapter 5 uses the specifications defined in this chapter to implement grammar that generates
the Solidity code.

(Objective 3): Analyse how the various aspects of the contract are translated into Solidity.

Section 4.6 presented the mapping of how the contract semantics is translated into Juris, and
then into Solidity. The escrow contract in Section 5.5 and the rental contract in Section 5.8
describes how the various aspects of a traditional contract is translated into Solidity.

(Objective 4): Develop a tool or methodology to reason about the correctness of the contract.

Section 4.5 describes how Datalog representation of the contract is set up, specifically the
checking query for the inconsistency. In Section 5.5 the Datalog representation of the Escrow
contract is described in detail. Also in Chapter 6 the testing benchmark was setup with two
industry standard tools to verify that the generated smart contract code is secure.
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(Objective 5): Ensure that the generated contracts are secure from vulnerability attacks.

Chapter 4 describes the vulnerabilities that are faced in implementing Solidity contracts and
pseudo-code for mitigating them. Chapter 5 is the link between the design specifications out-
lined in Chapter 4 and the development of the proof-of-concept language. This section addresses
the various implementation considerations and challenges that arise in the process of translat-
ing theoretical concepts into practical solutions. The combination of Check-Effects-Interactions
and the usage of mutexes were implemented concretely in the examples and explained in depth
with PRBMath to support floating point numbers

7.2 Future Works and Directions

The project’s scope did not allow for developing extensive semantics for various contract sce-
narios. Currently, Juris only supports payment actions. A valuable extension would be to
represent other action types by composing Datalog rules for more specific rules. This expan-
sion would enable handling additional contracting domains. On temporal aspects DatalogMTL
was mentioned to represent continuous temporal information in Datalog and composition of
Datalog rules for the actions that the contract could be performed.

Another potential avenue for future work in this field is the verification of smart contracts. Our
evaluation revealed that existing tools for this purpose are challenging to use and encounter
numerous obstacles, in addition to requiring substantial time to perform checks. Therefore,
it is crucial to explore the possibility of developing a smart contract language that ensures
correctness by construction. This would involve researching and implementing techniques to
guarantee the accuracy and reliability of smart contracts from the outset, rather than relying
solely on post-hoc verification.

Lastly, an ambitious future work is to have a smart contract code be a fully automatable
performance based on the contract specifications. Juris has shown that it is able to enforce the
set of possible performances based on the current state of the contract by embedding the DFA
into Solidity on the blockchain. Further work for Juris would be, in addition to generating
the current contract form, to also generate the smart contract code for all parties involved so
that they are enforced to perform specific function calls based on off-chain events and on the
current state of the contract. Additionally a feature could be added so that Juris would call
the parties involved for their input in order to proceed with the performance of the contract.
If this were to be realised this project would act as a turn-key enforcer for the automated
procedure of possible performances of the contract.

7.3 Concluding thoughts

The future prospects of blockchain technology and smart contracts are still uncertain at this
stage. Although the initial excitement has subsided, blockchain remains an active area of re-
search and development, with ongoing evolution in its design and application. In this project,
we have investigated the benefits of using a more restricted form of the English syntax, con-
trolled natural language, to enhance the creation and analysis of smart contracts. It is our
aspiration that Juris will inspire further advancements in the blockchain space as it continues
to develop and mature.
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Appendix A

Juris Grammar
〈main〉 ::= 〈contract〉

〈contract〉 ::= 〈declarations〉 〈clauses〉 〈agreements〉

〈declarations〉 ::= 〈possible entity〉+

〈possible entity〉 ::= 〈declare entity〉
| 〈declare dynamic entity〉

〈declare entity〉 ::= DECLARE IDENTIFIER 〈declaration article〉
CONTINUOUS? 〈local entity〉

| 〈declare entity〉

〈local entity〉 ::= CONTRACT BALANCE
| IDENTIFIER TYPE

〈declare dynamic entity〉 :: DECLARE IDENTIFIER 〈declaration article〉
CONTINUOUS? 〈dynamic entity type〉
DYNAMIC KEYWORDS

〈declaration article〉 :: IS ARTICLE?

〈dynamic entity type〉 ::= IDENTIFIER TYPE THAT? IS?
ARTICLE?
DYNAMIC CONNECTING DYNAMIC ADVERB?
DYNAMIC BOOLEAN

| IDENTIFIER TYPE THAT? IS? ARTICLE?
DYNAMIC CONNECTING DYNAMIC ADVERB?
DYNAMIC NUMBER

| IDENTIFIER TYPE THAT? IS? ARTICLE?
DYNAMIC CONNECTING DYNAMIC ADVERB?
DYNAMIC STRING

| IDENTIFIER TYPE THAT? IS? ARTICLE?
DYNAMIC CONNECTING DYNAMIC ADVERB?
DYNAMIC ACTION

〈clauses〉 ::= 〈clause types〉+

〈clause types〉 ::= 〈repeatable clause〉
| 〈clause action if 〉
| 〈clause if then〉
| 〈clause deontic if action〉
| 〈clause deontic if action sequence〉

〈clause action if 〉 ::= 〈clause identification〉 ARTICLE? 〈possible clause action〉
CLAUSE IF 〈clause condition list〉
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〈clause identification〉 ::= LEFTPAREN INT RIGHTPAREN

〈possible clause action〉 ::= 〈balance deposit clause〉
| 〈sequence clause〉
| 〈payment clause〉
| 〈abstract action clause〉

〈balance deposit clause〉 ::= IDENTIFIER OPERATION PAYMENT
INTO CONTRACT BALANCE

〈sequence clause〉 ::= CONTRACT IS CONTRACT TERMINATION
| DEONTIC PERFORM CLAUSE? 〈clause identification〉

〈payment clause〉 ::= IDENTIFIER DEONTIC OPERATION PAYMENT
ARTICLE? IDENTIFIER ARTICLE?
〈fee amount〉 ARTICLE? counter clause? from identifier?

〈abstract action clause〉 ::= IDENTIFIER DEONTIC OPERATION ARTICLE?
〈identifier or declare identifier〉

〈repeatable clause〉 ::= 〈clause identification〉 CLAUSE? 〈clause identification〉
〈repeat ending〉

〈repeat ending〉 ::= DEONTIC BE REPEATED

〈int or float〉 ::= INT
| FLOAT

〈base fee amount〉 ::= INT
| FLOAT
| IDENTIFIER

〈percent of phrase〉 ::= INT PERCENT OF

〈math op〉 ::= ADDITION
| SUBTRACTION

〈fee amount〉 ::= 〈base fee amount〉
| percent of phrase 〈base fee amount〉
| 〈base fee amount〉 math op 〈base fee amount〉
| 〈base fee amount〉 math op 〈base fee amount〉 PERCENT

〈from identifier〉 ::= FROM IDENTIFIER

〈comparison argument〉 ::= IDENTIFIER
| INT
| FLOAT

〈comparison condition〉 ::= 〈comparison argument〉 IS? CONDITIONAL COMPARISON
comparison argument?
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〈identifier or declare identifier〉 ::= IDENTIFIER
| DECLARE IDENTIFIER

〈has or have〉 ::= HAS
| HAVE
| IS

〈clause condition〉 ::= IDENTITY CHECK PRE 〈identifier or declare identifier〉
| 〈comparison condition〉
| 〈clause identification〉
| IDENTIFIER 〈has or have〉 DECLARE IDENTIFIER
| DECLARE IDENTIFIER 〈has or have〉

DECLARE IDENTIFIER

〈condition conjunctions〉 ::= CONDITION CONJUNCTION CLAUSE IF?

〈clause conditions〉 ::= 〈clause condition〉
| (〈clause condition〉 〈condition conjunctions〉)+
〈clause conditions〉

〈clause condition connection〉 ::= DISJUNCTION CLAUSE IF?

〈clause condition list〉 ::= 〈clause conditions〉
| (〈clause conditions〉 clause condition connection)+
〈clause condition list〉

〈clause if then〉 ::= 〈clause identification〉 CLAUSE IF 〈clause condition list〉
ARTICLE?
CLAUSE POSTCONDITION PRE ARTICLE?
〈possible clause action〉

〈clause deontic if action〉 ::= 〈clause identification〉 ARTICLE IDENTIFIER
DEONTIC COMMA CLAUSE IF
〈clause condition list〉 COMMA OPERATION PAYMENT
ARTICLE? IDENTIFIER ARTICLE?
〈fee amount〉 〈from identifier〉?
ARTICLE? 〈counter clause〉

〈clause deontic if action sequence〉 ::= 〈clause identification〉 ARTICLE?
CONTRACT SELF REFERENCE
DEONTIC COMMA CLAUSE IF clause condition list
COMMA PERFORM CLAUSE? clause identification

〈dynamic perform〉 ::= PERFORMED
| PERFORM

〈clause item〉 ::= CLAUSE 〈clause identification〉

〈agreements〉 ::= 〈agreement start clause〉
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〈agreement start clause〉 ::= CLAUSE IF YOU PERFORM 〈agreement clause list〉
CLAUSE POSTCONDITION PRE START REQUEST

| CONTRACT OFFER START 〈agreement clause list〉 IS
〈dynamic perform〉

〈agreement clause list〉 ::= 〈clause item〉
| (〈clause item〉 DISJUNCTION)+ 〈agreement clause list〉
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Project Code

B.1 Lexer and Parser

B.1.1 Lexer

{
open Parser
exception Error of char
exception Eof

}

let letter = [’A’-’Z’] | [’a’-’z’]
let non_digit = ’_’ | letter

let article = ("a" | "an" | "the")

let be_repeated = "be repeated"
let boolean_types = ("boolean" | "true or false")

let clause = "clause"
let conjunction = "and" | "but" | "provided that" | "as

long as"
let conditional_clause_intro = ("if" | "provided that"

| "on condition that")
let conditional_comparison = ("more than" | "equal" | "

less than" | "less than or equal" | "more than or
equal" | "is")

let condition_conjunctions = "and" | "with" | "along
with"

let conditional_postcondition_intro = ("it follows that
" | "then")

let comma = ","
let contract_balance = "current balance"
let contract_is = "contract is"

let contract_termination = ("terminated" | "revoked" |
"brokened")

let contract = ("contract" | "agreement" | "arangement"
| "commitment")

let declaration_types = ("person" | "institution" | "
entity"| "arbitor" | "amount" | "cost" | "object" |
"product" | "event" | "scenario" | "datetime" | "

timeframe" | "period" | "date" | "instruction" | "
performance")

let declare = "is a" | "is an" | "is the"
let deontic = ("must" | "may" | "able" | "can" | "may

not" | "must not")
let digit = [’0’-’9’]
let disjunction = ("or" | "on the otherhand" | "either"

| "conversely" | "otherwise" | "as an alternative"
| "as a choice")

let dynamic_adverb = ("some" | "trusted" | "agreed")
let dynamic_action = ("action" | "performance")
let dynamic_source_keywords = ("source" | "oracle" | "

information")
let dynamic_type_connecting = ("refers to" | "referring

to" | "quoting to")

let frac = ’.’ digit+
let float = digit+ frac
let from = "from"

let has = "has"
let have = "have"

let ident = non_digit (digit | non_digit)*
let identity_check_pre = "user is"
let is = ("is")

let line_comment = "//" [ˆ ’\n’]*
let minus = ("minus" | "taking" | "withhelding")

let number_types = ("numeric" | "pricing" | "
measurement")
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let of = "of"
let offer_and_acceptance_offer_start = "This contract

is an offer by us which will take effect when"
let offer_and_acceptance_request = "you are requesting

that we process this contract"
let ongoing_temporal_adjective = ("tracking" | "

continuous" | "ongoing")
let operation_payment = ("pays" | "pay" | "transfers" |

"transfer" | "reimburse" | "finance" | "grants")
let operation_verb = ("delivers" | "produces" | "

manufactures" | "perform" | "call" | "execute")

let perform = "perform"
let past_perform = "performed"
let percent = ("%" | "percent")
let plus = ("plus" | "with")

let reference_identifier = letter+

let string_types = ("text")

let temporal_pre = ("before" | "by" | "until")
let temporal_between = "between"
let temporal_post = ("after" | "then")
let that = "that"
let to_into = ("to" | "into")

let word_number = ("one" | "two" | "three" | "four" | "
five" | "six" | "seven" | "eight" | "nine" | "ten"
| "zero")

let you = "you"

rule token = parse
| [’ ’ ’\t’] | line_comment

{ token lexbuf }
| you {YOU}
| has {HAS}

| have {HAVE}
| from {FROM}
| identity_check_pre {IDENTITY_CHECK_PRE}
| comma {COMMA}
| offer_and_acceptance_request {START_REQUEST}
| percent {PERCENT}
| of {OF}
| contract_balance {CONTRACT_BALANCE}
| be_repeated {BE_REPEATED}
| plus {ADDITION}
| contract_is {CONTRACT_IS}
| minus {SUBTRACTION}
| contract {CONTRACT_SELF_REFERENCE}
| clause {CLAUSE}
| past_perform {PERFORMED}
| perform {PERFORM}
| is {IS}
| article {ARTICLE}

| disjunction {DISJUNCTION}
| to_into {INTO}
| condition_conjunctions {CONDITION_CONJUNCTION}
| conjunction {CONJUNCTION}
| conditional_clause_intro {CLAUSE_IF}
| conditional_comparison as comparison {
CONDITIONAL_COMPARISON(comparison)}
| conditional_postcondition_intro {
CLAUSE_POSTCONDITION_PRE}
| dynamic_adverb {DYNAMIC_ADVERB}
| dynamic_action {DYNAMIC_ACTION}
| dynamic_source_keywords {DYNAMIC_KEYWORDS}
| dynamic_type_connecting {DYNAMIC_CONNECTING}
| ’"’ { read_string (Buffer.create 1024) lexbuf
}

| [’\n’]
{ Lexing.new_line lexbuf; token lexbuf }

| that {THAT}
| declaration_types as variable_type

{IDENTIFIER_TYPE(variable_type)}
| ongoing_temporal_adjective {CONTINUOUS}
| operation_verb
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{OPERATION}

| [’(’]{ LPAREN }
| [’)’]{ RPAREN}
| operation_payment {OPERATION_PAYMENT}
| contract_termination {CONTRACT_TERMINATION}
| number_types {DYNAMIC_NUMBER}
| boolean_types {DYNAMIC_BOOLEAN}
| string_types {DYNAMIC_STRING}
| temporal_between

{BETWEEN}
| deontic as deontic_value {DEONTIC(deontic_value)}
| temporal_pre

{BEFORE}
| temporal_post

{AFTER}
| digit+ as lxm

{ INT(int_of_string lxm) }
| offer_and_acceptance_offer_start {
CONTRACT_OFFER_START}
| float as x {FLOAT(float_of_string x)}
| reference_identifier as identity {IDENTIFIER(
identity)}
| eof

{ EOF }
| _ as c

{ raise (Error c) }
and read_string buf =

parse
| ’"’ { DECLARE_IDENTIFIER (Buffer.contents buf
) }

| ’\\’ ’/’ { Buffer.add_char buf ’/’; read_string
buf lexbuf }

| ’\\’ ’\\’ { Buffer.add_char buf ’\\’; read_string
buf lexbuf }

| ’\\’ ’b’ { Buffer.add_char buf ’\b’; read_string
buf lexbuf }

| ’\\’ ’f’ { Buffer.add_char buf ’\012’; read_string
buf lexbuf }

| ’\\’ ’n’ { Buffer.add_char buf ’\n’; read_string
buf lexbuf }

| ’\\’ ’r’ { Buffer.add_char buf ’\r’; read_string
buf lexbuf }

| ’\\’ ’t’ { Buffer.add_char buf ’\t’; read_string
buf lexbuf }

| [ˆ ’"’ ’\\’]+
{ Buffer.add_string buf (Lexing.lexeme lexbuf);

read_string buf lexbuf
}

| _ as c { raise (Error c) }
| eof { raise (Eof) }
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B.1.2 Parser

%{
open Ast

%}

%token <int > INT
%token <float > FLOAT
%token <string > IDENTIFIER
%token <string > IDENTIFIER_TYPE
%token <string > DECLARE_IDENTIFIER
%token LPAREN "("
%token HAS
%token CONTRACT_IS
%token INTO
%token CONTRACT_BALANCE
%token BE_REPEATED
%token HAVE
%token RPAREN ")"
%token ADDITION
%token SUBTRACTION
%token PERFORMED
%token PERCENT
%token OF
%token START_REQUEST
%token YOU
%token DYNAMIC_NUMBER
%token DYNAMIC_ACTION
%token DYNAMIC_BOOLEAN
%token DYNAMIC_STRING
%token FROM
%token EOF
%token COMMA
%token CONTRACT_SELF_REFERENCE
%token PERFORM
%token CLAUSE
%token OPERATION
%token ARTICLE

%token BEFORE
%token <string > DEONTIC
%token BETWEEN
%token AFTER
%token THAT
%token IDENTITY_CHECK_PRE
%token CONJUNCTION
%token DYNAMIC_KEYWORDS
%token CONTRACT_OFFER_START
%token DYNAMIC_CONNECTING
%token DYNAMIC_ADVERB
%token CONTINUOUS
%token CLAUSE_IF
%token OPERATION_PAYMENT
%token CONTRACT_TERMINATION
%token CLAUSE_POSTCONDITION_PRE
%token <string > CONDITIONAL_COMPARISON
%token IS
%token DISJUNCTION
%token CONDITION_CONJUNCTION
%start main
%type <expr > main

%%

main:
| e = contract EOF { e }

contract:
| d = declarations c = clauses a = agreements {
Contract(d, c, a)}

declarations:
| x = declare_entities {List("Declarations", x)}

declare_entities:
| x = nonempty_list(possible_entity) {x}

possible_entity: x=declare_dynamic_entity {x} | x=
declare_entity {x}
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declare_dynamic_entity:
| name = DECLARE_IDENTIFIER declaration_article
option(CONTINUOUS) dynamic_type=dynamic_entity_type
DYNAMIC_KEYWORDS
{ DynamicEntity ({ entity_name = name; entity_type =
ExternalSource(dynamic_type)}) }

declaration_article:
| IS option(ARTICLE) {}

dynamic_entity_type:
| var_type = IDENTIFIER_TYPE option(THAT) option(IS)
option(ARTICLE) DYNAMIC_CONNECTING option(
DYNAMIC_ADVERB) DYNAMIC_BOOLEAN {SourceBoolean(
var_type)}

| var_type = IDENTIFIER_TYPE option(THAT) option(IS)
option(ARTICLE) DYNAMIC_CONNECTING option(
DYNAMIC_ADVERB) DYNAMIC_NUMBER {SourceNumber(
var_type)}

| var_type = IDENTIFIER_TYPE option(THAT) option(IS)
option(ARTICLE) DYNAMIC_CONNECTING option(
DYNAMIC_ADVERB) DYNAMIC_STRING {SourceString(
var_type)}

| var_type = IDENTIFIER_TYPE option(THAT) option(IS)
option(ARTICLE) DYNAMIC_CONNECTING option(
DYNAMIC_ADVERB) DYNAMIC_ACTION {SourceAction(
var_type)}

declare_entity: name = DECLARE_IDENTIFIER
declaration_article option(CONTINUOUS) var_type =
local_entity
{ Entity ({ entity_name = name; entity_type = Local(
var_type)}) }

local_entity:
| CONTRACT_BALANCE {"current balance"}
| x = IDENTIFIER_TYPE {x}

clauses:

| x = nonempty_list(clause_types) {List("Clauses", x)
}

clause_types:
| e = clause_action_if {e}
| e = clause_if_then {e}
| e = clause_deontic_if_action {e}
| e = clause_deontic_if_action_sequence {e}
| e = repeatable_clause {e}

clause_action_if:
| clause_id = clause_identification

option(ARTICLE)
action = possible_clause_action
CLAUSE_IF
cons = clause_condition_list
{Clause ({ clause_id = (string_of_int clause_id);
conditions = cons ; action = action ;}) }

clause_identification:
| "(" clause_id = INT ")" {clause_id}

possible_clause_action:
| x = balance_deposit_clause {x}
| x = sequence_clause {x}
| x = payment_clause {x}
| x = abstract_action_clause {x}

balance_deposit_clause:
| id1=IDENTIFIER OPERATION_PAYMENT INTO
CONTRACT_BALANCE {Action ({ deontic = "must";
operation = Deposit ({from=id1})})}

sequence_clause:
| CONTRACT_IS CONTRACT_TERMINATION {
ContractTermination}
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| deontic = DEONTIC PERFORM option(CLAUSE) id=
clause_identification {SequenceEnforcement ({
repeated=false;deontic = deontic; clause_id = (
string_of_int id)})}

payment_clause:
| id1=IDENTIFIER deontic = DEONTIC OPERATION_PAYMENT
option(ARTICLE) id2=IDENTIFIER option(ARTICLE) fee=
fee_amount option(ARTICLE) from_balance=option(
from_identifier)

{Action ({ deontic = deontic ; operation = Payment ({
from=id1;to_w=id2;amount=fee; from_balance=
from_balance })})}

abstract_action_clause:
| id1=IDENTIFIER deontic = DEONTIC OPERATION option(
ARTICLE) abstract_action =
identifier_or_declare_identifier

{Action ({ deontic = deontic ; operation =
AbstractAction ({user=id1;call=abstract_action })})}

clause_condition_list:
| e = separated_nonempty_list(
clause_condition_connection , clause_conditions) {
ConditionList("ConditionList",e)}

clause_condition_connection:
| DISJUNCTION option(CLAUSE_IF){}

clause_conditions:
| e = separated_nonempty_list(condition_conjunctions ,

clause_condition) {Conditions("Conditions", e)}

condition_conjunctions:
| CONDITION_CONJUNCTION option(CLAUSE_IF) {}

clause_condition:
| IDENTITY_CHECK_PRE e =
identifier_or_declare_identifier {
IdentityComparison(e)}

| e = comparison_condition {e}
| e = clause_identification {ClauseID(string_of_int e
)}

| u=IDENTIFIER has_or_have e = DECLARE_IDENTIFIER {
AbstractEvent ({user=u;event=e})}

| u=DECLARE_IDENTIFIER has_or_have e =
DECLARE_IDENTIFIER {AbstractEvent ({user=u;event=e})
}

identifier_or_declare_identifier:
| e = IDENTIFIER {e}
| e = DECLARE_IDENTIFIER {e}

comparison_condition:
| lhs=comparison_argument option(IS) comparison=
CONDITIONAL_COMPARISON rhs=comparison_argument {
Comparison ({lhs=lhs; comparison=comparison ; rhs=
rhs})}

comparison_argument:
| x = IDENTIFIER {String(x)}
| x = INT {Int(x)}
| x = FLOAT {Float(x)}

has_or_have:
| HAS {}
| HAVE {}
| IS {}

clause_if_then:
| clause_id = clause_identification

CLAUSE_IF
cons = clause_condition_list
option(ARTICLE)
CLAUSE_POSTCONDITION_PRE
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option(ARTICLE) action = possible_clause_action
{Clause ({ clause_id = (string_of_int clause_id);
conditions = cons ; action = action ; }) }

clause_deontic_if_action:
| clause_id = clause_identification

option(ARTICLE)
id1=IDENTIFIER
deontic = DEONTIC
COMMA
CLAUSE_IF
cons = clause_condition_list
COMMA
OPERATION_PAYMENT
option(ARTICLE)
id2=IDENTIFIER
option(ARTICLE)
a=fee_amount
from_balance=option(from_identifier)
option(ARTICLE)

{Clause ({ clause_id = (string_of_int clause_id);
conditions = cons ; action = Action ({ deontic =
deontic ; operation = Payment ({from=id1;to_w=id2;
amount=a; from_balance = from_balance })}) ;})}

fee_amount:
| fee=base_fee_amount {BaseAmount(fee)}
| percent=percent_of_phrase fee=base_fee_amount {
PercentOfAmount ({ percent=percent;amount=fee})}

| lhs=base_fee_amount op=math_op rhs=base_fee_amount
{AmountOp ({lhs=lhs;op=op;rhs=rhs})}

| lhs=base_fee_amount op=math_op rhs=base_fee_amount
PERCENT {PercentOp ({lhs=lhs; op=op;rhs=rhs})}

base_fee_amount:
| fee= INT {string_of_int fee}
| fee= FLOAT {string_of_float fee}
| fee=IDENTIFIER {fee}

percent_of_phrase:
| x=INT PERCENT OF {string_of_int x}

math_op:
| ADDITION {"plus"}
| SUBTRACTION {"minus"}

from_identifier:
| FROM id=IDENTIFIER {id}

clause_deontic_if_action_sequence:
| clause_id = clause_identification

option(ARTICLE)
CONTRACT_SELF_REFERENCE
deontic = DEONTIC
COMMA
CLAUSE_IF
cons = clause_condition_list
COMMA
PERFORM
option(CLAUSE)
id=clause_identification

{Clause ({ clause_id = (string_of_int clause_id);
conditions = cons ; action = SequenceEnforcement ({
repeated=false;deontic = deontic; clause_id = (
string_of_int id)}) ; })}

repeatable_clause:
| clause_id = clause_identification option(CLAUSE)
id2=clause_identification action = repeat_ending {
RepeatingClause ({ current_clause_id =( string_of_int
clause_id); clause_repeating_id = (string_of_int
id2); action = action })}

repeat_ending:
| deontic = DEONTIC BE_REPEATED {SequenceEnforcement
({ repeated=true;deontic = deontic; clause_id = "0"
})}
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agreements:
| x = nonempty_list(agreement_start_clause) {List("
Agreements", x)}

agreement_start_clause:
| CLAUSE_IF YOU PERFORM clause_list =
agreement_clause_list CLAUSE_POSTCONDITION_PRE
START_REQUEST {AgreementClause ({ initial_clauses=
clause_list })}

| CONTRACT_OFFER_START clause_list =
agreement_clause_list IS perform {AgreementClause ({
initial_clauses=clause_list })}

perform:
| PERFORMED {}
| PERFORM {}

agreement_clause_list:
| e = separated_nonempty_list(DISJUNCTION ,
clause_item) {e}

clause_item:
| option(CLAUSE) clause_id = clause_identification {
string_of_int clause_id}
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B.2 Generator

B.2.1 Lexer

import { createToken , Lexer } from ’chevrotain ’

export const DeclareIdentifier = createToken ({
name: ’DeclareIdentifier ’,
pattern: /[a-zA-Z_]+/,

})

export const Contract = createToken ({
name: ’Contract ’,
pattern: /Contract/,

})

export const PercentOfAmount = createToken ({
name: ’PercentOfAmount ’,
pattern: /PercentOfAmount/,

})
export const PercentOp = createToken ({

name: ’PercentOp ’,
pattern: /PercentOp/,

})

export const BaseAmount = createToken ({
name: ’BaseAmount ’,
pattern: /BaseAmount/,

})
export const AmountOp = createToken ({

name: ’AmountOp ’,
pattern: /AmountOp/,

})
export const DynamicEntity = createToken ({

name: ’DynamicEntity ’,
pattern: /DynamicEntity/,

})
export const SourceNumber = createToken ({

name: ’SourceNumber ’,

pattern: /SourceNumber/,
})

export const SourceString = createToken ({
name: ’SourceString ’,
pattern: /SourceString/,

})

export const SourceBoolean = createToken ({
name: ’SourceBoolean ’,
pattern: /SourceBoolean/,

})
export const Declarations = createToken ({

name: ’Declarations ’,
pattern: /Declarations/,

})

export const Entity = createToken ({
name: ’Entity ’,
pattern: /Entity/,

})

export const EntityType = createToken ({
name: ’EntityType ’,
pattern: /Address|Amount|Date|Product/,

})

export const Clauses = createToken ({
name: ’Clauses ’,
pattern: /Clauses/,

})

export const SequenceClause = createToken ({
name: ’SequenceClause ’,
pattern: /SequenceClause/,

})
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export const Clause = createToken ({

name: ’Clause ’,
pattern: /Clause/,

})

export const CallClause = createToken ({
name: ’CallClause ’,
pattern: /CallClause/,

})

export const ClauseID = createToken ({
name: ’ClauseID ’,
pattern: /ClauseID/,

})

export const ConditionList = createToken ({
name: ’ConditionList ’,
pattern: /ConditionList/,

})

export const Conditions = createToken ({
name: ’Conditions ’,
pattern: /Conditions/,

})

export const Comparison = createToken ({
name: ’Comparison ’,
pattern: /Comparison/,

})

export const IdentityComparison = createToken ({
name: ’IdentityComparison ’,
pattern: /IdentityComparison/,

})
export const DeonticOperator = createToken ({

name: ’DeonticOperator ’,
pattern: /MayNot|MustNot|May|Must/,

})

export const ComparisonOperator = createToken ({

name: ’ComparisonOperator ’,
pattern: /MoreThan|Equal|LessThan|LessThanOrEqual|
MoreThanOrEqual|Is/,

})

export const ActionType = createToken ({
name: ’ActionType ’,
pattern: /ActionType/,

})

export const Action = createToken ({
name: ’Action ’,
pattern: /Action/,

})

export const Agreements = createToken ({
name: ’Agreements ’,
pattern: /Agreements/,

})

export const StartClause = createToken ({
name: ’StartClause ’,
pattern: /StartClause/,

})

// export const Performance = createToken ({
// name: "Performance",
// pattern: /Payment/
//
// });

export const Payment = createToken ({
name: ’Payment ’,
pattern: /Payment/,

})

export const Digits = createToken ({
name: ’Digits ’,
pattern: /[0-9]+/,

})
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// marking WhiteSpace as ’SKIPPED ’ makes the lexer skip
it.

export const WhiteSpace = createToken ({
name: ’WhiteSpace ’,
pattern: /\s+/,
group: Lexer.SKIPPED ,

})

export const Comma = createToken ({
name: ’Comma’,
pattern: /\,/,

})

export const LParen = createToken ({ name: ’LParen ’,
pattern: /\(/ })

export const RParen = createToken ({ name: ’RParen ’,
pattern: /\)/ })

const allTokens = [
// whitespace

WhiteSpace ,
LParen ,
RParen ,
Contract ,
Entity ,
Declarations ,
CallClause ,
ClauseID ,
Clauses ,
Clause ,
ConditionList ,
Payment ,
IdentityComparison ,
Comparison ,
ComparisonOperator ,
ActionType ,
Action ,
Conditions ,

Comma ,
PercentOfAmount ,
AmountOp ,
BaseAmount ,
PercentOp ,
EntityType ,
Digits ,
SequenceClause ,
DeonticOperator ,
SourceNumber ,
SourceString ,
SourceBoolean ,
DynamicEntity ,
Agreements ,
StartClause ,
DeclareIdentifier ,

]

export default allTokens
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B.2.2 Parser

import { EmbeddedActionsParser } from ’chevrotain ’
import DatalogWriter from ’./ datalog.js’
import isNumber from ’lodash/isNumber.js’
import Helper from ’./ helper.js’

import {
WhiteSpace ,
LParen ,
RParen ,
Contract ,
Entity ,
Declarations ,
ClauseID ,
Clauses ,
Clause ,
ConditionList ,
IdentityComparison ,
CallClause ,
Comparison ,
Payment ,
ComparisonOperator ,
Action ,
Conditions ,
Comma ,
EntityType ,
DeclareIdentifier ,
SequenceClause ,
Digits ,
DeonticOperator ,
DynamicEntity ,
SourceBoolean ,
SourceString ,
SourceNumber ,
PercentOp ,
PercentOfAmount ,
AmountOp ,
Agreements ,

StartClause ,
} from ’./lexer.js’
class Juris extends EmbeddedActionsParser {

clauseComparisons = []
clauseIdentityComparisons = []
currMapping = {}
currClauseIds = []

// Datalog Writing
declarationsAndTypes = []
clauseIds = []
clauseActions = []
comparisonsVariables = []
identityComparisons = []
comparisonsBetweenVariables = []
numericValues = []
mustActions = []
mayActions = []
mustNotActions = []
mayNotActions = []

constructor(allTokens) {
super(allTokens)

const $ = this

$.RULE(’contract ’, () => {
let declarations , clauses

$.CONSUME(Contract)
$.CONSUME(LParen)
$.SUBRULE($.agreements)
$.CONSUME1(Comma)
$.SUBRULE($.declarations)
$.CONSUME(Comma)
clauses = $.SUBRULE($.clauses)
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$.CONSUME(RParen)

$.ACTION (() => {
DatalogWriter.generate_transition_edges(this.

currMapping)
DatalogWriter.generate_declaration_and_types(

this.declarationsAndTypes)
DatalogWriter.generate_allow_action(this.

clauseActions)
DatalogWriter.generate_clause_ids(this.

clauseIds)
DatalogWriter.generate_comparison_vars(this.

comparisonsVariables)

DatalogWriter.generic_write_array_list(this.
identityComparisons , ’identity_comparisons ’)

// this.comparisonsBetweenVariables.push([lhs ,
rhs])

DatalogWriter.generic_write_array_list(
this.comparisonsBetweenVariables ,
’comparison_between ’

)

DatalogWriter.generic_write_array_list(this.
mustActions , ’must_actions ’)

DatalogWriter.generic_write_array_list(this.
mayActions , ’may_actions ’)

DatalogWriter.generic_write_array_list(this.
mustNotActions , ’must_not_actions ’)

DatalogWriter.generic_write_array_list(this.
mayNotActions , ’may_not_actions ’)

DatalogWriter.generate_numeric_values(this.
numericValues)

})
return Helper.generateContract(this.

declarationsAndTypes , this.currMapping , clauses)
})

$.RULE(’agreements ’, () => {
$.CONSUME(Agreements , {

ERR_MSG: ’Forgetting the initial starting
condition ’,

})
$.CONSUME(LParen)

$.CONSUME(StartClause)

$.CONSUME1(LParen)

let clause_id = $.CONSUME(Digits).image

$.ACTION (() => {
if (this.currMapping [0] == undefined) {

this.currMapping [0] = [clause_id]
} else {

this.currMapping [0]. push(clause_id)
}

})

$.CONSUME1(RParen)

$.CONSUME(RParen)
})

$.RULE(’entity ’, () => {
$.CONSUME(Entity)
$.CONSUME(LParen)
let type = $.CONSUME(EntityType).image
$.CONSUME(Comma)
let identifier = $.CONSUME(DeclareIdentifier).

image
$.CONSUME(RParen)
$.ACTION (() => {

this.declarationsAndTypes.push([type ,
identifier ])

})
return [type , identifier]
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// return Helper.generate_entity(type , identifier

)
})

$.RULE(’dynamicentity ’, () => {
$.CONSUME(DynamicEntity)
$.CONSUME(LParen)
$.CONSUME(SourceNumber)
$.CONSUME1(LParen)
let type = $.CONSUME(EntityType).image
$.CONSUME(RParen)
$.CONSUME(Comma)
let identifier = $.CONSUME(DeclareIdentifier).

image
$.CONSUME1(RParen)
$.ACTION (() => {

this.declarationsAndTypes.push([type ,
identifier ])

})
return [type , identifier]
// return Helper.generate_entity(type , identifier

)
})

$.RULE(’entities ’, () => {
// let output = []
// let type , identifier
$.MANY_SEP ({

SEP: Comma ,
DEF: () => {

let result = $.OR([
{

ALT: () => {
return $.SUBRULE($.entity)

},
},
{

ALT: () => {
return $.SUBRULE($.dynamicentity)

},

},
])

},
})

})

$.RULE(’number_or_declarations ’, () => {
return $.OR([

{ ALT: () => $.CONSUME2(DeclareIdentifier).
image },

{
ALT: () => $.CONSUME2(Digits).image ,

},
])

})

$.RULE(’declarations ’, () => {
let entities

$.CONSUME(Declarations)
$.CONSUME(LParen)
$.SUBRULE($.entities)
$.CONSUME(RParen)

// return entities
})

$.RULE(’comparison ’, (current_id) => {
let comparison , lhs , rhs

$.CONSUME(Comparison)
$.CONSUME(LParen)
lhs = $.SUBRULE($.number_or_declarations)

$.CONSUME1(Comma)
comparison = $.CONSUME1(ComparisonOperator).image
$.CONSUME2(Comma)
rhs = $.SUBRULE2($.number_or_declarations)
$.CONSUME(RParen)
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$.ACTION (() => {

this.comparisonsVariables.push(lhs)
this.comparisonsVariables.push(rhs)
this.comparisonsBetweenVariables.push([

current_id , lhs , rhs])

if (Helper.isNumericString (+lhs)) {
this.numericValues.push(lhs)

}
if (Helper.isNumericString (+rhs)) {

this.numericValues.push(rhs)
}

})

if (lhs && comparison && rhs) {
return [’comparison ’, ‘${lhs} ${Helper.

generate_comparison_operator(comparison)} ${rhs}‘]
}
return

})

$.RULE(’percentOp ’, () => {
let rhs , lhs , op, opSymbol
$.CONSUME(PercentOp)
$.CONSUME(LParen)
lhs = $.CONSUME2(DeclareIdentifier).image
$.CONSUME(Comma)
op = $.CONSUME(DeclareIdentifier).image
$.CONSUME1(Comma)
rhs = $.OR([

{ ALT: () => [’identifier ’, $.CONSUME1(
DeclareIdentifier).image] },

{ ALT: () => [’digit’, $.CONSUME1(Digits).image
] },

])

$.CONSUME(RParen)

switch (op) {
case ’minus’:

opSymbol = ’-’
break

case ’add’:
opSymbol = ’+’
break

}

let percentage = ’’
if (rhs[0] == ’identifier ’) {

percentage = ‘intoUD60x18(${rhs [1]}) / 100‘
} else {

let calculation = rhs[1] / 100 + ’e18’
percentage = ‘ud(${calculation })‘

}

let amount = ‘${lhs}.mul(${percentage })‘

return ‘intoUint256(${lhs} ${opSymbol} ${amount })
‘
})

$.RULE(’percentOfAmount ’, () => {
let rhs , lhs
$.CONSUME(PercentOfAmount)
$.CONSUME(LParen)
lhs = $.CONSUME(Digits).image
$.CONSUME(Comma)
rhs = $.CONSUME(DeclareIdentifier).image
$.CONSUME(RParen)

let percentage = lhs / 100 + ’e18’

return ‘intoUint256(${rhs}.mul(ud(${percentage }))
)‘
})

$.RULE(’amountOp ’, () => {
let rhs , lhs , op, opSymbol
$.CONSUME(AmountOp)
$.CONSUME(LParen)
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lhs = $.CONSUME(DeclareIdentifier).image
$.CONSUME(Comma)
op = $.CONSUME1(DeclareIdentifier).image
$.CONSUME2(Comma)
rhs = $.CONSUME2(DeclareIdentifier).image
$.CONSUME(RParen)

switch (op) {
case ’minus’:

opSymbol = ’-’
break

case ’add’:
opSymbol = ’+’
break

}

return ‘${lhs} ${opSymbol} ${rhs}‘
})
$.RULE(’actionPayment ’, (clause_id , deontic) => {

let payment , lhs , rhs , value
$.CONSUME(Payment)
$.CONSUME(LParen)
lhs = $.CONSUME(DeclareIdentifier).image

$.CONSUME1(Comma)
rhs = $.CONSUME1(DeclareIdentifier).image
$.CONSUME2(Comma)
value = $.OR([

{
ALT: () => $.SUBRULE($.percentOfAmount),

},
{

ALT: () => $.SUBRULE($.percentOp),
},
{

ALT: () => ‘intoUint256(${$.CONSUME2(
DeclareIdentifier).image})‘,

},
{

ALT: () => $.SUBRULE($.amountOp),

},
])

$.ACTION (() => {
this.clauseActions.push([lhs , rhs , value])
switch (deontic) {

case ’Must’:
this.mustActions.push([clause_id , lhs , rhs ,

value])
break

case ’May’:
this.mayActions.push([clause_id , lhs , rhs ,

value])
break

case ’MustNot ’:
this.mustNotActions.push([clause_id , lhs ,

rhs , value])
break

case ’MayNot ’:
this.mayNotActions.push([clause_id , lhs ,

rhs , value])
break

}
})

let negate = ’’
let pre_wrapper = ’’
let post_wrapper = ’’
$.CONSUME(RParen)
switch (deontic) {

case ’Must’:
break

case ’May’:
pre_wrapper = ’if(arg) {’
post_wrapper = ’}’
break

case ’MustNot ’:
negate = ’!’

case ’MayNot ’:
negate = ’!’
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pre_wrapper = ’if (arg) {’
post_wrapper = ’}’
break

}

let check_message_sender = ‘require(msg.sender.
balance >= ${value}, "Insufficient Balance");‘

let transfer = ‘(bool success , ) = ${rhs}.call{
value: ${value }}("");‘

let post_check = ‘require(${negate}success , "
Transfer failed");‘

return check_message_sender + pre_wrapper +
transfer + post_check + post_wrapper
})

$.RULE(’action ’, (id, deontic , sequence) => {
let action
$.CONSUME(Action)
$.CONSUME(LParen)

action = $.SUBRULE($.actionPayment , { ARGS: [id,
deontic] })

$.CONSUME(RParen)
return ‘function clause${id}Action () internal {${

action}}‘
})

$.RULE(’callclause ’, () => {
let clause_id
$.CONSUME(CallClause)
$.CONSUME(LParen)
clause_id = $.CONSUME(Digits).image
$.CONSUME(RParen)
return clause_id

})

$.RULE(’clauseAction ’, (id, sequence = ’’) => {
let result

const deontic = $.CONSUME(DeonticOperator).image
$.CONSUME(LParen)

result = $.OR([
{ ALT: () => $.SUBRULE($.action , { ARGS: [id,

deontic] }) },
{

ALT: () => $.SUBRULE($.callclause),
},

])
$.CONSUME(RParen)

if (sequence === ’’) {
return result

}

$.ACTION (() => {
this.currClauseIds.forEach (( current_clause_id)

=> {
if (this.currMapping[current_clause_id] ==

undefined) {
this.currMapping[current_clause_id] = []

}
this.currMapping[current_clause_id ].push(

result)
})

})
})

$.RULE(’clauseid ’, () => {
let clause_id
$.CONSUME(ClauseID)
$.CONSUME(LParen)
clause_id = $.CONSUME(Digits).image
$.CONSUME(RParen)
return [’clauseid ’, ‘${clause_id}‘]

})

$.RULE(’identitycomparison ’, (current_id) => {
let user
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$.CONSUME(IdentityComparison)
$.CONSUME(LParen)
user = $.CONSUME(DeclareIdentifier).image
$.CONSUME(RParen)

$.ACTION (() => {
this.identityComparisons.push([current_id , user

])
})

return [’identitycomparison ’, ‘msg.sender == ${
user}‘]
})

$.RULE(’conditions ’, (current_id , sequence) => {
let conditions = []
let clause_ids = []
let identity_checks = []
$.CONSUME(Conditions)
$.CONSUME(LParen)

$.MANY_SEP ({
SEP: Comma ,
DEF: () => {

let result = $.OR([
{ ALT: () => $.SUBRULE($.clauseid) },
{ ALT: () => $.SUBRULE($.identitycomparison

, { ARGS: [current_id] }) },
{ ALT: () => $.SUBRULE($.comparison , { ARGS

: [current_id] }) },
])

switch (result [0]) {
case ’comparison ’:

conditions.push(result [1])
break

case ’clauseid ’:
clause_ids.push(result [1])
break

case ’identitycomparison ’:

identity_checks.push(result [1])
break

}
},

})

$.CONSUME(RParen)

if (! sequence) {
// const clause_checks = clause_ids.length >= 1

? clause_ids.join(’ && ’) : ’’
const conditions_checks = conditions.length >=

1 ? conditions.join(’ && ’) : ’’
const identity_checks_a = identity_checks.

length >= 1 ? identity_checks.join(’ && ’) : ’’
//
// const output = [clause_checks ,

conditions_checks , identity_checks_a]
const output = [conditions_checks ,

identity_checks_a]
.filter ((item) => item !== ’’)
.join(’ && ’)

return ’(’ + output + ’)’
}
this.currClauseIds.push ([... clause_ids ])

})

$.RULE(’conditionlist ’, (current_id , sequence) => {
let output = []
$.CONSUME(ConditionList)
$.CONSUME(LParen)
$.MANY_SEP ({

SEP: Comma ,
DEF: () => {

output.push($.SUBRULE($.conditions , { ARGS: [
current_id , sequence] }))

},
})
$.CONSUME(RParen)
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if (sequence === ’’) {
return ‘require(${output.join(’ || ’)}, "Not

passing all conditions");‘
}

})

$.RULE(’clause ’, () => {
let id, result , action

$.CONSUME(Clause)
$.CONSUME(LParen)
id = $.CONSUME(Digits).image
$.ACTION (() => {

this.clauseIds.push(id)
})
$.CONSUME(Comma)
result = $.SUBRULE($.conditionlist , { ARGS: [id,

’’] })
$.CONSUME1(Comma)
action = $.SUBRULE($.clauseAction , { ARGS: [id, ’

’] })
$.CONSUME(RParen)

let check_notLocked = ‘require(_locked == false ,
"Currently running another clause");‘

let check_valid_transition = ‘require(
transitionMap[curr_state ]["${id}"], "Not possible
transition");‘

let valid_transition = ‘curr_state = "${id}";‘

let body =
(result === undefined

? ’’
: check_notLocked + check_valid_transition +

result + ’_locked = true;’) +
‘clause${id}Action ();‘ +
valid_transition +
’_locked = false;’

let clause_condition_func = ‘function clause${id}
Condition () public {${body}}‘

let clause_action_func = ’’
if (action) {

clause_action_func = ‘${action}‘
}

return ‘${clause_condition_func }\n\n\n\n\n${
clause_action_func}‘
})

$.RULE(’sequenceclause ’, () => {
let id, result , action
let conditions = []
$.CONSUME(SequenceClause)
$.CONSUME(LParen)
id = $.CONSUME(Digits).image
$.ACTION (() => {

this.clauseIds.push(id)
})
$.CONSUME(Comma)
result = $.SUBRULE($.conditionlist , { ARGS: [id,

’clause_id ’] })
$.CONSUME1(Comma)
action = $.SUBRULE($.clauseAction , { ARGS: [id, ’

sequence ’] })
$.CONSUME(RParen)

this.currClauseIds = []
})

$.RULE(’clauses ’, () => {
let output = []
$.CONSUME(Clauses)
$.CONSUME(LParen)

$.MANY({
SEP: Comma ,
DEF: () => {
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$.OR([

{
ALT: () => {

$.SUBRULE($.sequenceclause)
$.OPTION1 (() => {

$.CONSUME1(Comma)
})

},
},
{

ALT: () => {
$.OPTION2 (() => {

$.CONSUME2(Comma)
})
let result = $.SUBRULE($.clause)
$.OPTION (() => {

$.CONSUME(Comma)
})
$.ACTION (() => output.push(result))

},
},

])
},

})

$.CONSUME(RParen)
return output.join(’\n\n\n\n\n’)

})
this.performSelfAnalysis ()

}
}

export default Juris
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Appendix C

Testing Code

C.1 Parser

C.1.1 test action

open Ast

let mock_payment = Payment ({from="A";to_w= "B";
payment_period=Some "some option";amount=
BaseAmount("300")})

let mock_action = Action ({ deontic="Must";operation=
mock_payment })

let%test _ = print_action mock_action = "Must(Action(
Payment(A, B, 300)))"

C.1.2 test clause conditions

open Ast

let mock_comparison = Comparison ({lhs=Int (15);
comparison="MoreThan";rhs=String("Amount")})

let mock_float_comparison = Comparison ({lhs=Float
(15.15);comparison="MoreThan";rhs=String("Amount")
})

let%test _ = print_clause_condition
mock_float_comparison = "Comparison (15.15 , MoreThan ,

Amount)"

let%test _ = print_clause_condition mock_comparison = "
Comparison (15,MoreThan ,Amount)"

let mock_clause_id = ClauseID("9")

let%test _ = print_clause_condition mock_clause_id= "
ClauseID (9)"

(* | IdentityComparison(x) -> "IdentityComparison(" ˆ
split_join_space x ˆ ")" *)

let mock_identity_comparison = IdentityComparison("Eric
Ma")

let%test _ = print_clause_condition
mock_identity_comparison = "IdentityComparison(
Eric_Ma)"

C.1.3 test component

open Ast

let mock_entity = Entity ({ entity_type=Local("person");
entity_name="Eric"})

let mock_dynamic_entity = DynamicEntity ({ entity_type=
Local("person"); entity_name="Eric"})

let%test _ = print_component mock_entity = "Entity(
Address ,Eric)"

let%test _ = print_component mock_dynamic_entity = "
DynamicEntity(Address ,Eric)"
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let mock_date = Date({day=5; month="december"; year
=1999})

let mock_before_date = BeforeDate(mock_date)

let%test _ = print_component (Temporal(mock_before_date
)) = "<= Date(5,december ,1999)"

let mock_agreement_clause = AgreementClause ({
initial_clause="test"})

let%test _ = print_component mock_agreement_clause = "
StartClause(test)"

C.1.4 test operation

open Ast

let mock_payment = Payment ({from="A";to_w= "B";
payment_period=Some "some option";amount=
BaseAmount("300")})

let%test _ = print_operation mock_payment = "Payment(A,
B, 300)"

C.2 Generator

C.2.1 helper test

import { Helper } from ’../src/parser ’

describe(’Test Helper class’, () => {
test(’Generate Entities ’, () => {

expect(Helper.generate_entity(’Address ’, ’Eric’)).
toEqual(’address payable Eric;’)

expect(Helper.generate_entity(’Amount ’, ’Fee’)).
toEqual(’uint public Fee;’)

expect(Helper.generate_entity(’Default ’, ’Fee’)).
toEqual(’’)

})

test(’Generate Comparison Operator ’, () => {
expect(Helper.generate_comparison_operator(’
MoreThan ’)).toEqual(’>’)
expect(Helper.generate_comparison_operator(’Equal’)
).toEqual(’==’)
expect(Helper.generate_comparison_operator(’Is’)).
toEqual(’==’)
expect(Helper.generate_comparison_operator(’
LessThan ’)).toEqual(’<’)
expect(Helper.generate_comparison_operator(’
LessThanOrEqual ’)).toEqual(’<=’)
expect(Helper.generate_comparison_operator(’
MoreThanOrEqual ’)).toEqual(’>=’)
expect(Helper.generate_comparison_operator(’Default
’)).toEqual(’’)

})

test(’Generate transition mapping ’, () => {
expect(Helper.generate_transition_mapping ()).
toEqual(

’mapping (string => string []) transitionMap ’
)

})

test(’Generate constructor ’, () => {
let mapping = { 111: [’2’] }

expect(Helper.generate_constructor(mapping)).
toEqual(

91



A
p
p

en
d
ix

C
.

T
estin

g
C

o
d
e

92
‘constructor () {\n\n‘ + ‘\t\ttransitionMap["111"]

= ["2"]\n‘ + ’\n\t}’
)

})
})

C.2.2 parser test
import Juris from ’../src/parser ’
import { Lexer } from ’chevrotain ’
import allTokens from ’../src/lexer.js’
import { trim_and_replace } from ’../ trim_replace.js’
import Contracts from ’./ sample_contracts.js’

let myLexer
let myParser
let parseEmbedded

beforeEach (() => {
myLexer = new Lexer(allTokens)
myParser = new Juris(allTokens)
parseEmbedded = (text) => {

const lexResult = myLexer.tokenize(text)
// console.table(lexResult.tokens)
// setting a new input will RESET the parser
instance ’s state.
myParser.input = lexResult.tokens

// any top level rule may be used as an entry point
const value = myParser.contract ()
return {

value: value ,
lexResult: lexResult ,
parseErrors: myParser.errors ,

}
}

})

describe(’Test Parser ’, () => {
test(’Simple Preprocess ’, () => {

expect(
parseEmbedded(trim_and_replace(Contracts.

dynamic_escrow.contract)).value.replaceAll (/\s/g, ’
’)
).toEqual(Contracts.dynamic_escrow.output.
replaceAll (/\s/g, ’’))

})
})

C.2.3 snippets test
import Juris from ’../src/parser ’
import { Lexer } from ’chevrotain ’
import allTokens from ’../src/lexer.js’
import Snippets from ’./ sample_contract_snippets.js’
import trim from ’lodash/trim.js’

let myLexer
let myParser
let parseEmbedded

beforeEach (() => {
myLexer = new Lexer(allTokens)
myParser = new Juris(allTokens)
parseEmbedded = (text) => {

const lexResult = myLexer.tokenize(text)
// console.table(lexResult.tokens)
// setting a new input will RESET the parser
instance ’s state.
myParser.input = lexResult.tokens

// any top level rule may be used as an entry point
const value = myParser.declarations ()
return {

value: value ,
lexResult: lexResult ,
parseErrors: myParser.errors ,

}
}

})
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describe(’Test Parser ’, () => {
test(’Simple Preprocess ’, () => {

expect(parseEmbedded(trim(Snippets.declarations
[0][0])).value.replaceAll (/\s/g, ’’)).toBe(

Snippets.declarations [0][1]. replaceAll (/\s/g, ’’)
)

})
})

C.3 Datalog Testing Examples

C.3.1 Same Identity Different Actions
"Payee" is a person
"Payer" is a person
"Arbiter" is a person
"fee" is an amount

(1) if user is Payee then Payee must transfer arbiter
the fee

(2) if user is Payee then Payee must not transfer
arbiter the fee

This contract is an offer by us which will take effect
when clause (1) is performed

C.3.2 Same Condition Different Actions
"Payee" is a person
"Payer" is a person
"Arbiter" is a person
"fee" is an amount

(1) if fee is more than 50 then Payee must transfer
arbiter the fee

(2) if fee is more than 50 then Payee must not transfer
arbiter the fee

This contract is an offer by us which will take effect
when clause (1) is performed

C.3.3 Circular Clauses

"Payee" is a person
"Payer" is a person
"Arbiter" is a person
"fee" is an amount

(1) if fee is more than 50 then Payee must transfer
arbiter the fee

(2) if fee is more than 50 then Payer must not transfer
arbiter the fee

(3) if (1) then may perform (2)
(4) if (2) then may perform (1)

This contract is an offer by us which will take effect
when clause (1) is performed

C.3.4 Unused Definitions

"Payee" is a person
"Payer" is a person
"Arbiter" is a person
"unusued" is a person
"fee" is an amount

(1) if fee is more than 50 then Payee must transfer
arbiter the fee

(2) if fee is more than 50 then Payer must not transfer
arbiter the fee

This contract is an offer by us which will take effect
when clause (1) is performed
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Appendix D

Datalog Reasoning Queries

D.1 Conflict Detection

.decl identity_comparisons(var:symbol)

.input identity_comparisons

.decl must_actions(clause_id:symbol ,lhs:symbol , rhs:
symbol , amount: symbol)

.input must_actions

.decl comparison_between(clause_id: symbol ,lhs:symbol ,
rhs: symbol)

.input comparison_between

.decl not_same_clause(id_one: symbol , id_two: symbol)

.decl must_not_actions(clause_id:symbol ,lhs:symbol , rhs
: symbol , amount: symbol)

.input must_not_actions

.decl valid_action(x:symbol ,y:symbol ,z:symbol)

.decl conflicting_must_action(clause_one: symbol ,
clause_two: symbol ,x:symbol ,y:symbol ,z:symbol)

.output conflicting_must_action

valid_action(x,y,z) :- must_actions(_,x,y,z), !
must_not_actions(_,x,y,z).

not_same_clause(id_one , id_two) :- comparison_between(
id_one , x, y), comparison_between(id_two , x, y),
id_one != id_two.

conflicting_must_action(id_one , id_two , x,y,z) :-
not_same_clause(id_one , id_two),must_actions(id_one
,x,y,z),must_not_actions(id_two ,x,y,z).

D.2 Circular Detection

.decl edges(x:number , y:number)

.input edges

.decl clause_ids(x:number)

.input clause_ids

.decl path(x:number , y:number)

.decl circular(x:number , y:number)

.output circular

path(X, X) :- clause_ids(X).
path(X, Y) :- edges(X, Y), !edges(X,X).
path(X, Y) :- edges(X, Z), path(Z, Y).

circular(X, Y) :- edges(X, Y), path(Y, X).
circular(X, Y) :- edges(X, Z), circular(Z, Y).

D.3 Type Checking

.decl identity_comparisons(clause_id: symbol ,var:
symbol)

.input identity_comparisons

.decl comparison_variables(var:symbol)
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.input comparison_variables

.decl numeric_values(value:symbol)

.input numeric_values

.decl declarations(type:symbol ,identifier: symbol)

.input declarations

.decl comparison_between(clause_id: symbol ,lhs:symbol ,
rhs: symbol)

.input comparison_between

.decl allows(lhs: symbol , rhs: symbol , amount: symbol)

.input allows

.decl valid_comparison(x:symbol ,y:symbol)

.decl valid_comparison_number(x: symbol , y:symbol)

.decl valid_payment(rhs:symbol ,lhs:symbol)

.decl valid_identity_checks(user:symbol)

.decl type_invalid(var: symbol , var2: symbol ,z:symbol)

.output type_invalid

.decl comparison_invalid(var: symbol , var2: symbol)

.output comparison_invalid

.decl identity_check_invalid(user: symbol)

.output identity_check_invalid

valid_payment(x,y) :- allows(x, y, fee), declarations("
Amount", fee), declarations("Address", x),
declarations("Address", y).

valid_comparison(x, y) :- declarations(type ,x),
declarations(type ,y), comparison_between(_,x,y);
valid_comparison_number(x,y).

valid_comparison_number(x,y) :- declarations("Amount",x
),comparison_between(_,x,y), numeric_values(y);

declarations("Amount",x),comparison_between(_,y,x),
numeric_values(y).

type_invalid(x,y,z) :- allows(x,y,z),!valid_payment(x,y
).

comparison_invalid(x,y) :- comparison_between(_,x,y), !
valid_comparison(x,y).

valid_identity_checks(x) :- declarations("Address", x),
identity_comparisons(_,x).

identity_check_invalid(x) :- identity_comparisons(_,x),
!valid_identity_checks(x).

D.4 Unused Detection

.decl identity_comparisons(clause_id: symbol ,var:
symbol)

.input identity_comparisons

.decl comparison_variables(var:symbol)

.input comparison_variables

.decl declarations(type:symbol ,identifier: symbol)

.input declarations

.decl allows(lhs: symbol , rhs: symbol , amount: symbol)

.input allows

.decl unused(var: symbol)

.output unused

unused(x) :- declarations(_, x), !comparison_variables(
x), !identity_comparisons(_,x), !allows(x,_,_), !
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allows(_,x,_), !allows(_,_,x).
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Appendix E

Contract Implementation

E.1 Escrow Contract

E.1.1 Abstract Syntax Tree

Contract(
Declarations(

Entity(Address , Payer),
Entity(Address , Payee),
Entity(Address , Arbiter),
Entity(Amount , fee),
Entity(Balance , balance)

),
Clauses(

Clause(
1,
ConditionList(Conditions(IdentityComparison

(Payer))),
Must(Action(Deposit(Payer)))

),
Clause(

2,
ConditionList(Conditions(IdentityComparison

(Arbiter))),
May(

Action(Payment(Arbiter , Arbiter , fee ,
ContractBalance(balance)))

)
),
Clause(

3,
ConditionList(Conditions(IdentityComparison

(Arbiter))),

Must(Action(Payment(Arbiter , Payee , balance
)))

),
Clause(

4,
ConditionList(Conditions(IdentityComparison

(Arbiter))),
May(

Action(Payment(Arbiter , Arbiter , fee ,
ContractBalance(balance)))

)
),
Clause(

5,
ConditionList(Conditions(IdentityComparison

(Arbiter))),
Must(Action(Payment(Arbiter , Payer , balance

)))
),
Clause(6, ConditionList(Conditions(ClauseID (1))

), May(CallClause (2))),
Clause(7, ConditionList(Conditions(ClauseID (1))

), May(CallClause (4))),
Clause(8, ConditionList(Conditions(ClauseID (2))

), May(CallClause (3))),
Clause(9, ConditionList(Conditions(ClauseID (4))

), May(CallClause (5)))
),
Agreements(StartClause (1))

)
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E.1.2 Generated EDB Facts

//allow.facts // clause_id.facts

Arbiter Arbiter intoUint256(fee) 6
Arbiter Payee address(this).balance 7
Arbiter Arbiter intoUint256(fee) 8
Arbiter Payer address(this).balance 9

1
2
3
4
5

// declarations.facts //edges.facts

Address Payer 0 1
Address Payee 1 2
Address Arbiter 1 4
Amount fee 2 3
Balance balance 4 5

// identity_comparisons.facts // may_actions.
facts

1 Payer 2 Arbiter
Arbiter intoUint256(fee)

2 Arbiter 4 Arbiter
Arbiter intoUint256(fee)

3 Arbiter
4 Arbiter
5 Arbiter

// must_actions.facts

3 Arbiter Payee address(this).balance
5 Arbiter Payer address(this).balance

E.1.3 Solidity

// SPDX -License -Identifier: UNLICENSED
import { UD60x18 , ud, convert , intoUint256 } from "@prb

/math/src/UD60x18.sol";
pragma solidity ˆ0.8.20;

contract Contract {
address payable public Payer;
address payable public Payee;
address payable public Arbiter;
UD60x18 public fee;
string private curr_state = "0";
bool _locked;
mapping(string => mapping(string => bool))
transitionMap;

constructor(
address payable _Payer ,
address payable _Payee ,
address payable _Arbiter ,
UD60x18 _fee

) {
transitionMap["0"]["1"] = true;
transitionMap["1"]["2"] = true;
transitionMap["1"]["4"] = true;
transitionMap["2"]["3"] = true;
transitionMap["4"]["5"] = true;
Payer = _Payer;
Payee = _Payee;
Arbiter = _Arbiter;
fee = _fee;

}

function clause1Condition () public payable {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["1"], "Not

possible transition");
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require ((msg.sender == Payer), "Not passing all

conditions");
_locked = true;
curr_state = "1";
_locked = false;

}

function clause2Condition(bool arg) public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["2"], "Not

possible transition");
require ((msg.sender == Arbiter), "Not passing

all conditions");
_locked = true;
clause2Action(arg);
curr_state = "2";
_locked = false;

}

function clause2Action(bool arg) internal {
require(

address(this).balance - intoUint256(fee) >=
0,

"Insufficient Balance"
);
if (arg) {

(bool success , ) = Arbiter.call{ value:
intoUint256(fee) }("");

require(success , "Transfer failed");
}

}

function clause3Condition () public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["3"], "Not

possible transition");
require ((msg.sender == Arbiter), "Not passing

all conditions");

_locked = true;
clause3Action ();
curr_state = "3";
_locked = false;

}

function clause3Action () internal {
(bool success , ) = Payee.call{ value: address(

this).balance }("");
require(success , "Transfer failed");

}

function clause4Condition(bool arg) public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["4"], "Not

possible transition");
require ((msg.sender == Arbiter), "Not passing

all conditions");
_locked = true;
clause4Action(arg);
curr_state = "4";
_locked = false;

}

function clause4Action(bool arg) internal {
require(

address(this).balance - intoUint256(fee) >=
0,

"Insufficient Balance"
);
if (arg) {

(bool success , ) = Arbiter.call{ value:
intoUint256(fee) }("");

require(success , "Transfer failed");
}

}

function clause5Condition () public {
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require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["5"], "Not

possible transition");
require ((msg.sender == Arbiter), "Not passing

all conditions");
_locked = true;
clause5Action ();
curr_state = "5";
_locked = false;

}

function clause5Action () internal {
(bool success , ) = Payer.call{ value: address(

this).balance }("");
require(success , "Transfer failed");

}
}

E.2 Percentage Escrow

E.2.1 Abstract Syntax Tree

Contract(
Declarations(

Entity(Address , Payer),
Entity(Address , Payee),
Entity(Address , Arbiter),
Entity(Amount , deposit),
DynamicEntity(SourceBoolean(Event), deliver),
Entity(Balance , balance)

),
Clauses(

Clause(
1,
ConditionList(Conditions(IdentityComparison

(Payer))),
Must(

Action(
Payment(Payer , Arbiter , deposit ,

ContractBalance(balance))
)

)
),
Clause(

2,
ConditionList(

Conditions(
IdentityComparison(Arbiter),
AbstractEvent(user , deliver)

)
),
Must(

Action(
Payment(

Arbiter ,
Payee ,
PercentOp(deposit , minus , 10),
ContractBalance(balance)

)
)

)
),
Clause(3, ConditionList(Conditions(ClauseID (1))

), May(CallClause (2)))
),
Agreements(StartClause (1))

)
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E.2.2 Generated EDB Facts

//allow.facts
Payer Arbiter intoUint256(deposit)
Arbiter Payee intoUint256(deposit - deposit.mul(ud

(0.1 e18)))

// clause_id.facts //edges.facts
3 0 1
1 1 2
2

// identity_comparisons.facts
1 Payer
2 Arbiter

// must_actions.facts
1 Payer Arbiter intoUint256(deposit)
2 Arbiter Payee intoUint256(deposit - deposit.mul(

ud(0.1 e18)))

// declarations.facts
Address Payer
Address Payee
Address Arbiter
Amount deposit
Dynamic deliver
Balance balance

E.2.3 Solidity
import { UD60x18 , ud, convert , intoUint256 } from "@prb

/math/src/UD60x18.sol";
import "@chainlink/contracts/src/v0.8/ ChainlinkClient.

sol";
import "@chainlink/contracts/src/v0.8/ shared/access/

ConfirmedOwner.sol";
pragma solidity ˆ0.8.20;

contract Contract is ChainlinkClient , ConfirmedOwner {
using Chainlink for Chainlink.Request;
bytes32 private jobId;
uint256 private chainlink_fee;
address payable public Payer;
address payable public Payee;
address payable public Arbiter;
UD60x18 public deposit;
string deliver;
bool result_deliver;
string private curr_state = "0";
bool _locked;
mapping(string => mapping(string => bool))
transitionMap;

constructor(
address payable _Payer ,
address payable _Payee ,
address payable _Arbiter ,
UD60x18 _deposit ,
string memory _deliver

) ConfirmedOwner(msg.sender) {
setChainlinkToken (0

x779877A7B0D9E8603169DdbD7836e478b4624789);
setChainlinkOracle (0

x6090149792dAAeE9D1D568c9f9a6F6B46AA29eFD);
jobId = "c1c5e92880894eb6b27d3cae19670aa3";
chainlink_fee = (1 * LINK_DIVISIBILITY) / 10;
transitionMap["0"]["1"] = true;
transitionMap["1"]["2"] = true;
Payer = _Payer;
Payee = _Payee;
Arbiter = _Arbiter;
deposit = _deposit;
deliver = _deliver;

}

function clause1Condition () public {
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require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["1"], "Not

possible transition");
require ((msg.sender == Payer), "Not passing all

conditions");
_locked = true;
clause1Action ();
curr_state = "1";
_locked = false;

}

function clause1Action () internal {
require(

address(this).balance - intoUint256(deposit
) >= 0,

"Insufficient Balance"
);
(bool success , ) = Arbiter.call{ value:

intoUint256(deposit) }("");
require(success , "Transfer failed");

}

function clause2Condition () public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["2"], "Not

possible transition");
require(msg.sender == Arbiter ,

"Not passing all conditions"
);
_locked = true;
requestClause2Data ();

}

function clause2PostDynamicCondition () public{
require(result_deliver , "Not passing all

conditions");
clause2Action ();
curr_state = "2";

_locked = false;
}

function clause2Action () internal {
require(

address(this).balance -
intoUint256(deposit - deposit.mul(ud

(0.1 e18))) >=
0,

"Insufficient Balance"
);
(bool success , ) = Payee.call{

value: intoUint256(deposit - deposit.mul(ud
(0.1 e18)))

}("");
require(success , "Transfer failed");

}

function requestClause2Data () public returns (
bytes32 requestId) {

Chainlink.Request memory req =
buildChainlinkRequest(

jobId ,
address(this),
this.fulfillClause2.selector

);

// Set the URL to perform the GET request on
req.add("get", deliver);
// Sends the request
return sendChainlinkRequest(req , chainlink_fee)

;
}

function fulfillClause2(
bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_deliver = _result;
clause2PostDynamicCondition ();
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}

}

E.3 Rental Contract

E.3.1 Abstract Syntax Tree

Contract(
Declarations(

Entity(Address , Landlord),
Entity(Address , Tenant),
Entity(Amount , rent),
Entity(Amount , deposit),
DynamicEntity(SourceBoolean(Event),

cancellation_notification),
DynamicEntity(SourceBoolean(Event),

one_month_notification),
DynamicEntity(SourceBoolean(Event),

within_monthly_period)
),
Clauses(

Clause(
1,
ConditionList(Conditions(IdentityComparison

(Tenant))),
Must(Action(Payment(Tenant , Landlord ,

deposit)))
),
Clause(

2,
ConditionList(Conditions(IdentityComparison

(Tenant))),
Must(Action(Payment(Tenant , Landlord , rent)

))
),
Clause(

3,
ConditionList(

Conditions(
IdentityComparison(Tenant),
AbstractEvent(Tenant ,

within_monthly_period)
)

),
Must(Action(Payment(Tenant , Landlord , rent)

))
),
Clause(

4,
ConditionList(

Conditions(IdentityComparison(Tenant)),
Conditions(IdentityComparison(Landlord)

)
),
May(Action(AbstractAction(User ,

cancellation_notification)))
),
Clause(

5,
ConditionList(

Conditions(
AbstractEvent(user ,

one_month_notification),
IdentityComparison(Landlord)

)
),
Must(ContractTermination ())

),
Clause(6, ConditionList(Conditions(ClauseID (1))

), May(CallClause (2))),
Clause(7, ConditionList(Conditions(ClauseID (2))

), May(CallClause (3))),
RepeatingClause (8, 3, May(CallClause (3))),
Clause(9, ConditionList(Conditions(ClauseID (3))

), May(CallClause (4))),
Clause (10, ConditionList(Conditions(ClauseID (4)

)), May(CallClause (5)))
),
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Agreements(StartClause (1))

)
E.3.2 Generated EDB Facts

//allow.facts
Tenant Landlord intoUint256(deposit)
Tenant Landlord intoUint256(rent)
Tenant Landlord intoUint256(rent)

// clause_id.facts //edges.facts
6 0 1
7 1 2
8 2 3
9 3 4
10 4 5
1
2
3
4
5

// declarations.facts
Address Landlord
Address Tenant
Amount rent
Amount deposit
Dynamic cancellation_notification
Dynamic one_month_notification
Dynamic within_monthly_period

// identity_comparisons.facts
1 Tenant
2 Tenant
3 Tenant
4 Tenant
4 Landlord
5 Landlord
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E.3.3 Solidity

import { UD60x18 , ud, convert , intoUint256 } from "@prb
/math/src/UD60x18.sol";

import "@chainlink/contracts/src/v0.8/ ChainlinkClient.
sol";

import "@chainlink/contracts/src/v0.8/ shared/access/
ConfirmedOwner.sol";

pragma solidity ˆ0.8.20;

contract Contract is ChainlinkClient , ConfirmedOwner {
using Chainlink for Chainlink.Request;
bytes32 private jobId;
uint256 private chainlink_fee;
address payable public Landlord;
address payable public Tenant;
UD60x18 public rent;
UD60x18 public deposit;
string cancellation_notification;
string one_month_notification;
string within_monthly_period;
bool result_cancellation_notification;
bool result_one_month_notification;
bool result_within_monthly_period;
string private curr_state = "0";
bool _locked;
mapping(string => mapping(string => bool))
transitionMap;

constructor(
address payable _Landlord ,
address payable _Tenant ,
UD60x18 _rent ,
UD60x18 _deposit ,
string memory _cancellation_notification ,
string memory _one_month_notification ,
string memory _within_monthly_period

) ConfirmedOwner(msg.sender) {
setChainlinkToken (0

x779877A7B0D9E8603169DdbD7836e478b4624789);

setChainlinkOracle (0
x6090149792dAAeE9D1D568c9f9a6F6B46AA29eFD);

jobId = "c1c5e92880894eb6b27d3cae19670aa3";
chainlink_fee = (1 * LINK_DIVISIBILITY) / 10;
transitionMap["0"]["1"] = true;
transitionMap["1"]["2"] = true;
transitionMap["2"]["3"] = true;
transitionMap["3"]["3"] = true;
transitionMap["3"]["4"] = true;
transitionMap["4"]["5"] = true;
Landlord = _Landlord;
Tenant = _Tenant;
rent = _rent;
deposit = _deposit;
cancellation_notification =

_cancellation_notification;
one_month_notification =

_one_month_notification;
within_monthly_period = _within_monthly_period;

}

function clause1Condition () public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["1"], "Not

possible transition");
require ((msg.sender == Tenant), "Not passing

all conditions");
_locked = true;
clause1Action ();
curr_state = "1";
_locked = false;

}

function clause1Action () internal {
require(

msg.sender.balance >= intoUint256(deposit),
"Insufficient Balance"

);
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(bool success , ) = msg.sender.call{ value:

intoUint256(deposit) }("");
require(success , "Transfer failed");

}

function clause2Condition () public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["2"], "Not

possible transition");
require ((msg.sender == Tenant), "Not passing

all conditions");
_locked = true;
clause2Action ();
curr_state = "2";
_locked = false;

}

function clause2Action () internal {
require(

msg.sender.balance >= intoUint256(rent),
"Insufficient Balance"

);
(bool success , ) = msg.sender.call{ value:

intoUint256(rent) }("");
require(success , "Transfer failed");

}

function clause3Condition () public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["3"], "Not

possible transition");
require(msg.sender == Tenant ,

"Not passing all conditions"
);
_locked = true;
requestClause3Data ();

}

function clause3PostDynamicCondition () public{
require(result_within_monthly_period , "Not

passing all conditions");
clause3Action ();
curr_state = "3";
_locked = false;

}

function clause3Action () internal {
require(

msg.sender.balance >= intoUint256(rent),
"Insufficient Balance"

);
(bool success , ) = msg.sender.call{ value:

intoUint256(rent) }("");
require(success , "Transfer failed");

}

function clause4Condition(bool arg) public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["4"], "Not

possible transition");
require(

(msg.sender == Tenant) || (msg.sender ==
Landlord),

"Not passing all conditions"
);
_locked = true;
clause4Action(arg);

}

function clause4PostDynamicCondition () public {
require (result_cancellation_notification , "Not

passing all conditions");
curr_state = "4";
_locked = false;

}

function clause4Action(bool arg) internal {
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if (arg){

requestClause4Action ();
} else {

curr_state = "4";
_locked = false;

}
}

function clause5Condition () public {
require(_locked == false , "Currently running

another clause");
require(transitionMap[curr_state ]["5"], "Not

possible transition");
require(msg.sender == Landlord ,

"Not passing all conditions"
);
_locked = true;
clause5Action ();

}

function clause5PostDynamicCondition () public{
require(result_one_month_notification , "Not

passing all conditions");
clause5Action ();
curr_state = "5";
_locked = false;

}

function clause5Action () internal {
selfdestruct ();

}

function requestClause3Data () public returns (
bytes32 requestId) {

Chainlink.Request memory req =
buildChainlinkRequest(

jobId ,
address(this),
this.fulfillClause3.selector

);

req.add("get", within_monthly_period);
return sendChainlinkRequest(req , chainlink_fee)

;
}
function fulfillClause3(

bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_within_monthly_period = _result;
clause3PostDynamicCondition ();

}

function requestClause4Action () public returns (
bytes32 requestId) {

Chainlink.Request memory req =
buildChainlinkRequest(

jobId ,
address(this),
this.fulfillClause4.selector

);

// Set the URL to perform the GET request on
req.add("get", cancellation_notification);
// Sends the request
return sendChainlinkRequest(req , chainlink_fee)

;
}

function fulfillClause4(
bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_cancellation_notification = _result;
clause4PostDynamicCondition ();

}

function requestClause5Data () public returns (
bytes32 requestId) {
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Chainlink.Request memory req =

buildChainlinkRequest(
jobId ,
address(this),
this.fulfillClause5.selector

);

// Set the URL to perform the GET request on
req.add("get", one_month_notification);
// Sends the request
return sendChainlinkRequest(req , chainlink_fee)

;
}

function fulfillClause5(
bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_one_month_notification = _result;
clause5PostDynamicCondition ();

}
}

108



Appendix F

Server Collate Requests

const express = require(’express ’);
const axios = require(’axios’);

const app = express ();
const PORT = process.env.PORT || 3000;

app.get(’/request -all’, async (req , res) => {
const urls = req.query.urls;

if (!urls || !Array.isArray(urls)) {
return res.status (400).send(’Invalid URLs provided ’);

}

try {
const responses = await axios.all(urls.map(url => axios.get(url)));
const results = responses.map(response => response.data);
res.send(results);

} catch (error) {
console.error(error);
res.status (500).send(’Error processing requests ’);

}
});

app.listen(PORT , () => {
console.log(‘Server listening on port ${PORT}‘);

});
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Appendix G

Condition Cases Mixture Handled

Mixed Condition And

contract Contract is ChainlinkClient , ConfirmedOwner {
using Chainlink for Chainlink.Request;
bytes32 private jobId;
uint256 private chainlink_fee;
UD60x18 public deposit;
string deliver;
bool result_deliver;
constructor( ..., UD60x18 _deposit) ConfirmedOwner(msg.sender) {

...
}
function clause2Condition () public {

require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["2"], "Not possible transition");
require(msg.sender == Arbiter , ‘‘Not possible transition ’’)
requestClause2Data ();

}

function clause2PostDynamicCondition () {
clause2Action ();
curr_state = "2";
_locked = false;

}
function clause2Action () internal {

selfdestruct ();
}

function fulfillClause2(
bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_deliver = _result;
clause2PostDynamicCondition ();

}
}

Figure G.1: Concrete Juris Generated Contract in Solidity with Chainlink and PRB Math
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Mixed Condition Or

contract Contract is ChainlinkClient , ConfirmedOwner {
using Chainlink for Chainlink.Request;
bytes32 private jobId;
uint256 private chainlink_fee;
UD60x18 public deposit;
string deliver;
bool result_deliver;
constructor( ..., UD60x18 _deposit) ConfirmedOwner(msg.sender) {

...
}
function clause2Condition () public {

require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["2"], "Not possible transition");

if (msg.sender == Arbiter) {
_locked = true;
clause2Action ();
_locked = false;
curr_state = "2";
return;

}
_locked = true;
requestClause2Data ();

}
function fulfillClause2(

bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_deliver = _result;
clause2PostDynamicCondition ();

}
}

Figure G.2: Concrete Juris Generated Contract in Solidity with Chainlink and PRB Math

Assuming here that the condition is user is Arbiter or user has “deliver”, this means that we
need to add an if block in the function. In the body of the clauseCondition we essentially
put the content of the normal clauseCondition inside the if block that checks that the user is
Arbiter with the addition of the return statement. Note that the check we use here is a normal
if condition, which would not revert the contract on failure, so the clause will continue to run
and set the mutex lock to be true. Then requestClause2Data is run.
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Mixed Condition and Permissable Action

contract Contract is ChainlinkClient , ConfirmedOwner {
UD60x18 public deposit;
string deliver;
bool result_deliver;
bool permissible;
constructor( ..., UD60x18 _deposit) ConfirmedOwner(msg.sender) {

...
}
function clause2Condition(bool arg) public {

require(_locked == false , "Currently running another clause");
require(transitionMap[curr_state ]["2"], "Not possible transition");
require ((msg.sender == Arbiter),"Not passing all conditions"
);
_locked = true;
permissible = arg;
requestClause2Data ();

}
function fulfillClause2(

bytes32 _requestId ,
bool _result

) public recordChainlinkFulfillment(_requestId) {
result_deliver = _result;
clause2PostDynamicCondition(permissible);

}
}

Figure G.3: Concrete Juris Generated Contract in Solidity with Chainlink and PRB Math

Here we set the permissible variable to store the boolean value of true or false when the user
passes it into the clauseCondition function. Since the format of the fulfill function for the
Chainlink oracle are fixed with two parameters the bytes32 requestId and type result it is
not possible to pass propagate the variable arg forward.
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