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Abstract

The current landscape of post-trade processing is time-consuming, expensive and needlessly com-
plex, with multiple participants implementing their own proprietary representation for commonly
occurring trade events. This thesis proposes a novel framework that streamlines the process by
leveraging the Common Domain Model (CDM), standardised by the International Swaps and
Derivatives Association (ISDA), and implementing it on Hyperledger Fabric - a modern, scalable
and private blockchain platform built for enterprises. A CDM-native approach, this framework op-
erationalises on-chain financial contracts, ensuring confidentiality through private Fabric channels
and paving the way towards secure market data integration via a novel oracle infrastructure for
Fabric. Practical implications are further explored through the deployment of Master Agreement
and Interest Rate Swap contracts, highlighting significant improvements in processing efficiency
and cost-effectiveness. The findings advocate for a shift towards broader permissioned blockchain
integration within the financial market infrastructure (FMI), setting a precedent for future inno-

vations in the space.
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Chapter 1

Introduction

1.1 Context and Motivation

Post-trade processing refers to the set of actions taken following a trade’s execution, which ensures
its correct and efficient settlement. Over the years, this critical component of the financial market
infrastructure has increasingly suffered from underinvestment and spiralling complexity[1]. Within
the current landscape, market participants implement their own proprietary representation for
commonly occurring trade events, often leading to costly and timely manual reconciliation efforts.
This status quo is now under threat as financial regulators move towards shorter settlement cycles.
Just this year, US equities will move from T+2 settlement, where trade settlement occurs two
business days after its execution, towards T+1, halving the available transaction time [2].

To improve upon these inefficiencies, the International Swaps and Derivatives Association
(ISDA), the main standardisation agency for over-the-counter (OTC) derivatives, introduced the
Common Domain Model (CDM), a set of common representations for trade events which aim to
serve as a beacon to guide towards standardised post-trade processing [3-5]. Although platform-
agnostic, the model was developed with an eye towards future implementations using decentralised
ledger technology, with research until this point primarily focusing on public blockchains using
technologies such as Ethereum. Deploying the CDM on a blockchain can enable real-time trade
confirmation and settlement using a trusted and immutable record of trade data. However, public
blockchains lack privacy, as transactions are visible on-chain; this fundamental aspect can prove a
critical roadblock in accelerating the CDM’s adoption.

Little research has been done into deploying the CDM on private, also known as permissioned,
blockchains. Unlike their counterparts, these blockchains are not publicly accessible and are typi-
cally hosted internally within one or more organisations. This offers several benefits for institutions,
ranging from privacy, as the ledger is kept confidential to external parties, to accountability, as

users can be identified and managed using role-based access control [6].

1.2 Aims and Objectives

This project aims to overcome the confidentiality issue by providing an in-depth exploration of the
opportunities, nuances, and complexities related to integrating the ISDA CDM on Hyperledger
Fabric, a modern, scalable and private blockchain platform built for enterprises. In doing so,
it aims to provide a reference implementation that can be readily extended to encompass other

financial products and adapted for use across permissioned blockchains.



To this extent, this thesis aims to achieve the following goals:

1. Conduct a review of the ISDA CDM, its objectives, the current landscape of implementa-
tions, and its role in standardising over-the-counter derivatives. Continue with an overview
of permissioned blockchains, with an emphasis on Hyperledger Fabric’s architecture and ca-

pabilities.

2. Develop a conceptual framework for integrating the ISDA CDM into Hyperledger Fabric,
identifying technological, operational, and regulatory considerations, focusing on confiden-

tiality and removing adoption barriers.

3. Provide a CDM-compliant implementation of the ISDA Master Agreement based on Hy-
perledger Fabric’s architecture, illustrating key workflows, including contract creation, con-
firmation, and trade execution through an illustrative OTC product implementation using
an interest rate swap. The architecture should include provisions to simulate a product’s

lifecycle through time.

4. Critically evaluate the project against existing implementations, illustrating key differences
and similarities. Present the broader implications for the financial market and beyond,

focusing on the implementation’s benefits and challenges. Define potential for future work.

1.3 Report Structure

This thesis will begin with a breakdown of the key financial and technical aspects that underpin
the problem domain; these range from the current state of the derivatives market and the CDM
to distributed ledgers and Hyperledger Fabric. Following this, a literature review of the current
implementation landscape is performed, and the report will then delve into the analysis of re-
quirements and relevant workflows, which will set the foundation for the subsequent design and
implementation chapter; key results from this will be presented and discussed in the evaluation
chapter. Finally, the conclusion will briefly reflect on the results achieved, including the potential

for future work.



Chapter 2

Background

The following section provides an overview of the financial and technical aspects that underpin
smart legal contracts, permissioned blockchains and over-the-counter derivatives. The literature
review that follows aims to provide a synthesis of the current academic and industry insights, high-
lighting prevalent themes, innovations, and gaps pertinent to the intersection of these technologies

in modern finance.

2.1 Over-the-Counter Derivatives Market

Over-the-counter (OTC) derivatives are financial contracts that are traded directly between two
parties, avoiding the need for an intermediary exchange [7]. These privately negotiated agreements
may be set up for various reasons, including hedging, funding, speculation, and arbitrage [8];
settlement can occur in cash or through physical delivery, and they can be customised to meet
each counterparty’s individual requirements [9]. This inherent flexibility makes OTC derivatives
an attractive vehicle for market participants to manage risk. As a reflection of this, the OTC
derivatives market has grown significantly throughout the years, with the gross market value
reaching $20.7 trillion in the second half of 2022 [10].

2.1.1 Key Participants and Market Structure

The OTC derivatives market involves various participants, including banks, hedge funds, asset man-
agers, and corporations. Dealers and market makers play a central role in facilitating transactions,
while end-users engage in OTC transactions to hedge risks or speculate on market movements.
OTC derivatives encompass a wide spectrum of financial products, ranging from swaps and
credit derivatives to options and forward contracts. Each product type serves a specific purpose

and has its own characteristics and risk profile [11].

2.1.2 Risks and Challenges

Despite their benefits, OTC derivatives are subject to risks, including credit risk [12, 13], market
risk and funding risk [14, 15]. The challenges faced in the OTC derivatives market include a lack of
transparency, as details regarding transactions are usually kept confidential, inefficient processes,
and regulatory concerns [16]. Nevertheless, advances in standardisation over the last decade,
particularly in the Credit Default Swap market, where the rise of index products has reduced net

credit exposures, have contributed to lowering the overall risk profile of the OTC market [17].



Following the aftermath of the Great Recession of 2008, regulatory efforts, such as the Euro-
pean Market Infrastructure Regulation (EMIR), have been implemented to increase transparency,

mitigate risks, and enhance stability in the OTC derivatives market [18, 19].

2.2 ISDA Master Agreement

The International Swaps and Derivatives Association (ISDA) was created in 1985 to standardise
this highly fragmented market. To this purpose, it released the ISDA Master Agreement, a stan-
dardised agreement used to govern all OTC derivatives transactions which two parties may enter
into [20].

2.2.1 Key Components

The main components of the ISDA Master Agreement are as follows:

e Master Agreement (MA)!: This is the foundational document which establishes the key
terms and conditions which govern all OTC derivative transactions between the parties.
Unlike other documents discussed, parties don’t directly modify the MA but select the version
they wish to use, which, for the purposes of this thesis, will be the latest version issued in

2002 [21, 22]. Tt includes provisions relating to such aspects as:

Definitions of key terms
— Representations of events and warranties

Events of default and termination events

Netting and close-out provisions
— Provisions on applicable governing laws and jurisdictions
e Schedule: A key document allowing parties to customise the MA terms [23] that will govern
all OTC transactions, across products [23]. The Schedule can be used to:
— Specify party-specific details (e.g., names, addresses, contact information)
— Specify key aspects of the MA, including what governing law to apply
— Amend or override provisions of the Master Agreement
— Add additional provisions or clauses which are specific to the parties’ relationship
e Credit Support Annex (CSA): An optional document defining the parties’ collateral
terms and obligations [24]. The CSA sets out:
— Types of eligible collateral
— Collateral management including thresholds and minimum transfer amounts
— Rights and remedies relating to collateral
e Trade Confirmations: These documents are ‘receipts’ which capture the economic terms
and details of each derivative transaction entered into under the Master Agreement [25].

Trade confirmations can follow a predefined template but can also be an informal represen-

tation of a custom trade. Confirmations typically include:

LFor clarity, the full name “Master Agreement” will be used when discussing the agreement as a whole, with
“MA” being used specifically when referring to the core document.



Transaction type and the underlying asset
Notional amount and currency

Effective date and maturity date
Payment and settlement terms

Any other transaction-specific terms

e Definitions Booklets: Standardised definitions published by ISDA for various asset classes
such as the 2021 ISDA Interest Rate Derivatives Definitions [26]. Definitions are incorporated
by reference into the Confirmations to ensure consistency and clarity in the terms used.

Together, these components form a robust legislative basis for governing OTC derivative trans-
actions between the parties. The modular structure allows for flexibility and customisation while

maintaining a standardised foundation [20].

2.2.2 Benefits

The introduction of the Master Agreement ecosystem has provided adopters with several benefits,

these include:

e Standardisation and Efficiency: The Master Agreement provides a standardised frame-
work for OTC derivative transactions, reducing the need for extensive bilateral negotiations
and promoting market efficiency. Because of this, parties can streamline documentation pro-
cesses, reduce operational risks, and improve the efficiency of trade execution and post-trade

management [20].

e Risk Mitigation: The Master Agreement includes provisions for netting and close-out,
which help mitigate counterparty credit risk by allowing the non-defaulting party to terminate

outstanding transactions and offset positive and negative exposures [27].

e Legal Certainty and Regulatory Compliance: The Master Agreement is a well-established
and widely recognized legal contract tested in various jurisdictions?, providing a high degree
of legal certainty to the parties involved. Additionally, both sides’ regulatory compliance is

facilitated through provisions, including margin rules and reporting obligations.

e Flexibility: The modular structure of the Master Agreement, consisting of the MA, Sched-
ule, CSA, and Confirmations, enables counterparties to customise the terms of the agreement

to cater to their specific requirements and risk preferences, at different levels of granularity.

2.2.3 A Product Example: Lifecycle of an Interest Rate Swap

An interest rate swap is a popular example of an OTC derivative product traded on top of the
Master Agreement in order to manage risk. Within this arrangement, two parties engage in
periodical exchanges of interest rate payments based on a predetermined amount known as the
notional. In a typical scenario, an interest rate swap will match a ‘fixed’ counterparty, paying
a constant interest rate, with a ‘floating’ counterparty which will pay a variable interest rate

according to an agreed-upon reference benchmark such as the Secured Overnight Financing Rate
(SOFR) [28].

2Parties often choose to compound this certainty further by picking common law jurisdictions, such as English
law, where decisions are made based on legal precedent.



Initially, the two parties negotiate the economic terms of the agreement in a process known as
‘trade execution’. Terms include the notional amount, the fixed rate, the floating rate reference
benchmark, the payment frequency, and the duration of the swap. Once established, these are
captured within the trade confirmation document. Following this, the product’s lifecycle begins:
the fixed rate payer makes payments based on the agreed fixed rate, which remains unchanged
throughout the swap’s life, whilst the floating rate payer makes payments based on the current
value of the reference rate applied to the notional amount [29].

Interest rate swaps can be further customized using other provisions, such as day count con-
ventions, which define how the interest accrued for each payment period is calculated; common
conventions for this include Actual/360 for the floating leg and Actual/365 for the fixed leg.

At the end of the swap’s term, the contract is deemed ‘mature’, and no further payments are
required. Occasionally, an interest rate swap’s lifecycle can terminate before its maturity; this can
occur under specific clauses in the Master Agreement, known as Default (e.g. Bankruptcy) and

Termination (e.g. Illegality, Force Majeure) events [22].

2.2.4 Current Inefficiencies and Technological Advances

The widespread adoption of the Master Agreement by market participants globally is a success
story that has brought increased liquidity, transparency, and stability to the OTC derivatives
market.

Despite advances in consumer technology, post-trade processing in the financial world has
remained mostly unchanged since the release of ISDA’s Master Agreement in 2002. Manual pro-
cesses are therefore commonplace, particularly in settlements, the process of exchanging securities
or funds between the buyer and the seller, where it is not uncommon for custodians to require a
fax in order to release collateral funds [30].

Because of this, market participants have recognized the need to embrace technological advance-
ments to address the pervasive inefficiencies and challenges in post-trade processing. However, as
highlighted in surveys conducted by ISDA [30], inconsistent data representation, ageing infras-
tructure, and non-standard or proprietary technology are among the most significant obstacles in
achieving the desired future state for post-trade processing. A central pain point arises from trade
reconciliation: the same trade events are often represented differently across market participants,
leading to cumbersome processes to cross-check and reconcile the view. It is worth noting that
parties are incentivised to solve these problems, as having a non-standard representation for events
only burdens the party with costs without providing any market edge [31].

As a result, ISDA has begun the process of providing a standard digital representation for all
trade aspects relating to derivative products under the motto “standardise to digitise” [30]. As
part of these efforts, ISDA released an initial version of its Common Domain Model (CDM) in
2018 [32] to have a single, common digital representation of derivatives trade events and actions

that could enhance consistency and facilitate interoperability across firms and platforms [4].

2.3 Common Domain Model (CDM)

Since its original release in 2018, ISDA has sought to accelerate the pace of the CDM’s adoption by
seeking cross-industry collaboration. In 2021, ISDA, the International Capital Market Association
(ICMA), and the International Securities Lending Association (ISLA) signed a memorandum of

understanding to establish the CDM as a common representation of trade events across the financial



services industry [33]. Since February 2023, the CDM has been hosted under the Fintech Open
Source Foundation (FINOS) [34].

2.3.1 Key Objectives and Benefits
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Figure 2.1: Transformation of post-trade event representations using the CDM. Source: [4].

Standardisation and Efficiency The CDM provides parties with a shared language and data
model, allowing unambiguous interactions between heterogeneous systems, as shown in Figure 2.1.
By developing a shared view of derivatives contracts and, crucially, their state, the CDM eliminates
the need for manual reconciliation. Building on this, it also promotes straight-through processing
(STP), enabling the entire lifecycle of a trade to be captured electronically. Automating these
tasks can reduce operational costs and errors associated with manual processes, leading to more
accurate and secure trades. Developing this ecosystem can also foster economies of scale with
third-party vendors creating CDM-compliant software to cover most common tasks.

The introduction of a lingua franca also enhances transparency and compliance as firms can
consistently generate accurate regulatory reports. On the whole, the improved quality of data

across the ecosystem leads to a leaner, more efficient, and stable market.

Innovation and New Technologies The CDM was designed from the beginning to serve as
a foundation to support the adoption of emerging technologies; from the very first draft, ISDA
envisioned possible implementations using Distributed Ledger Technology (DLT) stating [3]:

“While the model definition is generic, and could be adopted via any technology, the
implementation is targeted at distributed ledgers (DLs) to exploit their embedded lineage

and consistency properties.”

While encouraging the adoption of new technologies, the design was maintained technology-
agnostic, therefore allowing a wide range of possible implementations and strengthening the CDM’s

position as a common standard [35].



2.3.2 CDM Architecture and Data Model

The CDM definition is written in Rosetta [36, 37], a domain-specific language (DSL) designed
explicitly for expressing financial contracts and processes. The model is comprised of various
dimensions, each capturing a different aspect of the domain; when combined, they provide a com-
prehensive and standardised representation of derivatives trades and events. The CDM’s primary

dimensions are presented below:

e Product Model: for representing financial products (Product) with their attributes in-
cluding counterparties (Counterparty), price and quantity (TradeLot). This information is

captured in the Rosetta model using the TradableProduct type seen below:

type TradableProduct:
product Product (1..1)
tradeLot TradeLot (1..%)
counterparty Counterparty (2..2)
ancillaryParty AncillaryParty (O0..*)
adjustment NotionalAdjustmentEnum (0..1)

Where possible, a Product adopts the same data structure of the Financial Products Markup
Language (FpML) [38], a commonly used format developed by ISDA for processing deriva-
tives electronically. Unlike FpML, where it is defined explicitly, a CDM product type is in-
ferred from its economic terms in a process similar to duck typing in computer programming
[39]. Examples of supported products include interest rate swaps, calls, and non-deliverable

forwards.

e Event Model: used to represent the trade lifecycle through a series of state transitions such
as trade execution, confirmation, and settlement, creating a lineage of states in the process.

Each transition is encoded in a TradeState, as shown below:

type TradeState:
[metadata key]
[rootType]
trade Trade (1..1)
state State (0..1)
resetHistory Reset (0..%)

transferHistory TransferState (0..%)

e Process Model: this focuses on defining the end-to-end business processes and workflows
involved in the derivatives trade lifecycle. Examples include specifics related to date arith-

metic, calculating interest, and settlement amounts.

e Legal Agreement: offers a common format for representing legally binding contracts be-
tween parties, such as the ISDA MA, CSAs, and trade confirmations. The LegalAgreement
data type shown below is the highest-level representation of a legal agreement in the CDM.

type LegalAgreementBase:
agreementDate date (0..1)
effectiveDate date (0..1)



identifier Identifier (O..%*)
legalAgreementIdentification LegalAgreementIdentification (1..1)
contractualParty Party (2..2)
[metadata reference]
otherParty PartyRole (0..*)

type LegalAgreement extends LegalAgreementBase:
[metadata key]
[rootTypel
agreementTerms AgreementTerms (0..1)
relatedAgreements LegalAgreement (O..*)
umbrellaAgreement UmbrellaAgreement (0..1)

Rosetta models can then be compiled into a number of general-purpose languages, including Java,
Python, and TypeScript. This can be done automatically using freely available code generators for
Rosetta. Executable code distributions for most major languages are included in the Finos CDM

release (see Appendix B.1).

2.3.3 Industry Adoption and Future Developments

From its original release in 2018, the CDM has seen relatively low adoption levels among industry
participants. A potential reason for this could involve its restricted availability to non-ISDA
members prior to the repository being open-sourced by Finos in 2023. However, some proponents
have argued that catalysts on the horizon, including a set of new rules that would require all US
treasury repo transactions to be sent through central clearing, could help spur the CDM’s adoption
and help achieve over $3 billion in cost savings from trade reconciliation [40, 41].

On its part, ISDA has continued to develop and extend the CDM; in 2022 it introduced the
Digital Regulatory Reporting system, a standardised data model that leverages the CDM to guide
trade reporting [42]. A year later, in 2023, it released its Digital Asset Definitions, a set of defi-
nitions written in a controlled natural language to simplify their implementation within the CDM
and smart contracts, which covers key aspects of trading crypto derivatives, as well as tokenised
assets more generally using distributed ledger technologies (DLT) [43, 44]. The intersection of a
shared, trusted ledger using DLT with the standardisation offered by the CDM is seen by ISDA

as a potential solution to the pervasive inefficiencies of post-trade processing [45].

2.4 Distributed Ledger Technologies (DLTs) and Blockchains

2.4.1 Definition

The exact definition of distributed ledger technology (DLT) is a particularly debated topic, with
most literature on the subject proposing its own interpretations varying in scope and focus [46].
Liken to Treleaven et al. [47] this thesis will define DLT as a:

“Decentralized, shared, replicated, and synchronized record of transactions between
contracting parties secured by cryptographic sealing. Unlike a distributed database,
nodes of a distributed ledger cannot trust other nodes and so must independently

verify transactions before applying them.”



This definition covers the key aspects of DLT's, including the difference in trust model with tradi-
tional distributed databases while also highlighting the need for decentralisation, consistency and
the use of cryptography to ensure transactions’ integrity and consistency.

Blockchains are a specific type of DLT which employ an immutable ledger of cryptographically
linked blocks to store data. To achieve this, each block contains a group of transactions and a
hash of the previous block, thus forming a ‘chain’. Although first examples of their use date back
to 1991 [48, 49], the popularity of blockchains rose with the introduction of Bitcoin in 2008, which
employed the technology to create one of the first cryptocurrencies [50]. Since then, blockchains
have been applied to various domains including finance, supply chain management and identity

verification.

2.4.2 Architecture

A Dblockchain’s decentralised architecture can be divided into two main elements, the network layer

and the consensus layer [51].

e The network layer is responsible for setting up the peer-to-peer network upon which nodes
can send, receive and verify block data. The network has no fixed topology with nodes being

able to join and leave the network without affecting the system’s integrity.

e The consensus layer is responsible for ensuring all nodes in the system have a consistent
view of the ledger and that transactions are correctly ordered and validated 2. To achieve
this, blockchains employ various consensus mechanisms, depending on their requirements;
these include proof-of-work (PoW), proof-of-stake (PoS), or Byzantine fault tolerance (BFT)
[53].

In a decentralised, nonhierarchical network, each node in the blockchain is free to propose new
transactions to append to the ledger. Blockchains typically implement an order-execute model to
ensure that all nodes agree on the order in which these transactions are processed. Firstly, nodes
use the consensus protocol to propose transactions and agree upon a deterministic order, once this
is established, transactions are then packaged into a block; by ensuring that each block is consistent
across nodes, the ordering phase avoids the double spend problem *. Following the ordering phase,
each node in the blockchain processes the block’s transactions in the specified order, updating the
ledger along the way. Finally, the block is appended to the chain and the global shared state is
updated to reflect the transactions, which cannot be reversed or re-ordered. It is worth noting how
agreement among nodes is achieved at the consensus layer prior to any transaction being executed,
with no reconciliation phase following the execution. To achieve this, blockchains typically require

transactions to be deterministic. Figure 2.2 shows an overview of the order-execute architecture.

2.4.3 Permission Model

The popularity of blockchains such as Bitcoin and Ethereum [54] has led to public perception often
seeing the technology exclusively as an openly accessible, transparent network with decentralised

ownership. Within this model, participants typically interact pseudonymously with each other,

3The problem of establishing a shared view in a decentralised system of potentially untrusted nodes was first
described by Lamport et al. as the Byzantine Generals Problem [52].

4This problem, first solved by Bitcoin, is typical of cryptocurrencies and occurs when the same tender is spent
multiple times due to nodes having a different order for transactions within a block; conceptually, it is similar to
the lost write in traditional databases
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Figure 2.2: Phases of the order-execute architecture.

with trust coming solely from the public ledger, which can be inspected at will. Compute resources
are often provided by participants in exchange for financial assets in the form of cryptocurrency,
thus fostering decentralised cooperation in an adversarial environment. This model, however,
known as public, overlooks another category of blockchains with a permissioned architecture, known
as permissioned or private blockchains [6].

Private blockchains were developed to encourage blockchain adoption in organisations whose
use cases would be incompatible with a public, permission-less model. Contrary to the public
model, membership is restricted to known parties, limiting access to data and transactions. For
many applications involving sensitive data, such as healthcare and finance, the need for privacy
arises from regulatory requirements and competitive edges. Suppose, for instance, the slow and
costly processes involved in cross-border payments; a private blockchain tailored for the financial
sector could revolutionise this landscape. By allowing only vetted financial institutions to partici-
pate, it could create a secure, transparent, and efficient network for processing transactions. This
controlled environment would ensure adherence to global financial regulations, such as Anti-Money
Laundering (AML) and Know Your Customer (KYC).

A private blockchain’s computational resources may be set up within a single organisation
or, more commonly, shared collectively between institutions; access to resources can be closely
monitored and guarded through roles and permissions. Examples of prominent private blockchains
include Hyperledger Fabric [55] and R3 Corda [56], developed by the Linux Foundation and a

financial industry consortium, respectively.

2.5 Smart Legal Contracts

2.5.1 Origins and Definition

The term “smart contract”, first proposed by Szabo in 1996 [57] as a “... set of promises, specified in
digital form, including protocols within which the parties perform on the other promises” has now
seemingly become an overloaded term, with definitions ranging from purely technical to rooted
in contractual law. For the purposes of this thesis the term “smart contract” will refer to the

following definition proposed by Clack et al. [58]:

“A smart contract is an automatable and enforceable agreement. Automatable by com-
puter, although some parts may require human input and control. Enforceable either by
legal enforcement of rights and obligations or via tamper-proof execution of computer

code.”
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This definition provides a bridge between the legal and technical understandings whilst capturing
key aspects relating to automation and enforceability; it provides a flexible definition while es-
tablishing the legal foothold that is key to implementing the ISDA Master Agreement as a smart

contract.

2.5.2 Architecture

The architecture by which smart contracts achieve ‘tamper-proof execution of computer code’ can
vary significantly depending on the specific use case and the platform on which they are imple-
mented.

Within the context of blockchains, the most common implementation, smart contracts are
typically written in deterministic DSLs such as Solidity [59]; these provide a range of data types,
control structures, and built-in functions that are tailored for the blockchain’s virtual machine,
which executes the code. Users interact with smart contracts by submitting transactions to the
blockchain, these include a unique identifier to locate the contract, a function name and, optionally,
a set of parameters. Transactions are signed by users using a private key stored in their wallets,
which can optionally hold cryptocurrency.

This architecture, common to most blockchains, is fundamentally reenvisioned in Hyperledger
Fabric.

2.6 Hyperledger Fabric

Hyperledger Fabric is an open-source permissioned blockchain platform built for enterprises. Orig-
inally released by IBM in 2018, it is now actively maintained by the Hyperledger Foundation, a
collection of open-source blockchain projects formed under the Linux Foundation.

Fabric is a deeply extensible and modular platform for running distributed applications. It has
a novel design that introduces new notions relating to membership and authentication, consensus
models, and performance attacks. It also does away with many factors common to other blockchain
systems, such as sequential execution, native cryptocurrencies and DSLs. The following section

provides an overview of key components of Fabric’s design from its original release paper [55].

2.6.1 Execute-order-validate Architecture

As previously mentioned in 2.4.2, blockchains typically use an order-execute model, where trans-
actions are first ordered through a consensus protocol and then executed sequentially on all nodes.
This architecture suffers from a series of limitations; most notably, nodes must run transactions
sequentially, hindering throughput. On top of this, each transaction is run on all nodes; this can
be a problem for applications such as finance, which may require transaction data to be kept
confidential.

To solve these issues, Fabric introduces a new execute-order-validate architecture, a paradigm

shift for distributed execution of untrusted code.

e Execute: in this step, a client who wants to execute a smart contracts transaction, known
as a chaincode transaction in Fabric, will sign and send a transaction proposal containing
the chaincode name, the function name and function parameters to a subset of nodes, known

as endorser peers. Each endorser will then simulate the proposed transaction in an isolated
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Docker container with a local copy of the blockchain state; upon completion, a signed en-
dorsement is produced by each endorser containing a writeset and a readset representing the

changes in blockchain state and read keys respectively.

Unlike the order-execute architecture discussed in Section 2.4.2, only a subset of nodes run
each transaction, these peers are specified in an endorsement policy, a validation library
associated with a chaincode which can be modified by administrators. When submitting
a chaincode transaction for execution, clients first check the endorsement policy for which

nodes to send the transaction to.

e Order: once a client has received enough endorsements from peers to comply with the en-
dorsement policy it creates a new transaction containing the set of endorsements and submits
it to the ordering service [60]. Consensus amongst this set of nodes is established through
an algorithm, typically Raft [61], which provides a deterministic total order of transactions
received from various clients. Once ordered, transactions are then batched into blocks, which

are chained together with their hashes.

e Validate: in this phase, each transaction is validated against the chaincode’s endorsement
policy, verifying the nodes’ signatures and ensuring that the readsets and writesets are the

same across endorsements.

e Finalise: finally, the ledger update phase is run, and each peer’s local state is updated to

reflect the writeset changes made by valid transactions.

Figure 2.3 provides an overview of the architecture’s phases.

Execute Order Validate Finalize
(endorser nodes) (ordering service) (all nodes) (all nodes)

e Executes e Orders the e Validates e Commits only the
transactions transactions after transactions to valid transactions
speculatively speculative ensure consistency to the system’s
without execution with the state
establishing a e Establishes the end.orsement e Ensures that all
global order sequence to be policy nodes reflect the

e Increases agreed upon by e Discards any same updated
efficiency by all nodes invalid or state
allowing parallel conflicting
processing of transactions
transactions

Figure 2.3: An overview of the execute-order-validate architecture.

2.6.2 Chaincodes and Cryptocurrency

Fabric chaincodes [62], better known as smart contracts on other blockchains, are programs which
implement the application’s logic. Unlike in many blockchains, they can be written in general-
purpose languages (GPL) such as TypeScript, Java and Go; this provides programmers with a
greater degree of flexibility and, most crucially, it makes programming blockchain applications
more accessible thanks to a lower barrier to entry compared with learning a proprietary DSL.
One of the main reasons blockchains typically adopt a DSL comes from guaranteeing deter-

minism in an order-execute architecture, where every transaction is executed across all nodes.
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Suppose, for instance, a non-deterministic action is allowed, such as generating a random number;
in this architecture each node would execute the transaction and generate a new random number,
leading to each node holding a different state with no path to reconverge the nodes as the execution
happened after the consensus step. By contrast, Fabric’s execute-order architecture would catch
this operation in the validation phase due to differences in the nodes’ writeset, and the transaction
would simply be discarded. Thus, a non-deterministic GPL language may be used.

Another mainstay of blockchains is a native cryptocurrency. In a decentralised environment
where computing resources are scarce, associating a ‘gas’ cost with each operation ensures fair ac-
cess and makes denial-of-service (DoS) attacks prohibitively expensive®. This, however, comes with
a set of drawbacks; users, for instance, must first acquire the cryptocurrency before transacting on
the blockchain, a process which can be cumbersome and, depending on a user’s jurisdiction, regu-
latory ambiguous. The price of the cryptocurrency itself can also be volatile leading to uncertainty
about the price of conducting future business, specifically when considering decade-long timescales.
As a permissioned blockchain Fabric solves this issue by requiring all users to be identified through
a membership issued by a Membership Service Provider (MSP) and is assigned specific roles and
permissions.

This permissioned nature prevents unauthorized entities from flooding the network with mali-

cious transactions or requests.

2.6.3 Channels and Organisations

The Fabric platform supports running multiple blockchains, called channels [63], with the same
ordering service. Channels are logically separate blockchains which can share nodes; they are a
useful tool for providing confidentiality, as data is only visible to members within the channel [64].
From a programmer’s view, channels can be seen as key-value stores with chaincodes updating a
channel’s state through transactions using the GetState, PutState, and DelState operations.
Users within Fabric are categorised in organisations, a logically related group of members, such
as companies. In turn, each organisation can be further broken down into organisational units,
such as a company’s divisions or a university’s departments, which may have a different set of
permissions based on their requirements. A channel may have one or more organisations, and each

organisation may participate in multiple channels.

2.6.4 Membership and Authentication

A permissioned blockchain requires each network participant to have a trusted and verifiable iden-
tity that governs the resources it has access to. In Fabric, this is accomplished by setting up a
public key infrastructure (PKI) [65] that ties each participant to an X.509 digital certificate issued
by a trusted certificate authority (CA). Organisations that already employ role-based access using
PKI, can leverage this setup to achieve out-of-the-box support for their existing authentication
setup.

To manage each participant’s roles and permissions, Fabric introduces a Membership Service
Provider (MSP) [66, 67], a component responsible for authenticating and authorizing participants

based on their digital certificates. From an implementation standpoint, an MSP is a directory

5Perfomance problems are not always a product of malicious intent, for instance, a user calling a method con-
taining infinite loop would stall the blockchain’s transactions indefinitely; assigning a gas cost to each computation
ensures the transaction would terminate after it runs out of gas. This approach can be viewed as transforming an
instance of the halting problem, known to be undecidable, into an instance of the bounded halting problem, known
to be decidable, where a transaction must terminate in gas steps.
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containing a series of folders specified in the network configuration file (configtx.yaml) and propa-
gated across the network’s peers. The folders contain the set of recognised CAs, as well as a set of
roles and permissions for each identity generated by the CA. Roles can include peers, clients, net-
work administrators, and orderers; identities must be verifiable and trusted. A typical deployment
involves a one-to-one mapping between organisations and MSPs.

Unlike permission-less blockchains where ownership of computing resources is decentralised,
Hyperledger Fabric users can have direct ownership and control over the network’s design, im-
plementation and authentication policies. This provides adopting organisations with a unique

potential for customisation.

2.7 Prior Implementations

The following section provides an outline of prior work on the CDM’s implementation. It begins
with an overview of a reference implementation using an Authoritative Data Store (ADS) and then

introduces a framework for integrating the CDM on Ethereum.

2.7.1 Authoritative Data Store (ADS)

In this paper, Bakshi et al. [68] propose a solution to pervasive post-trade inefficiencies which
combines the CDM with an ADS shared among network participants. Centralising the data storage
component of the financial market infrastructure guarantees consistent processes and avoids data
duplication and reconciliation problems.

The product’s state is captured through event-sourcing as an append-only queue of CDM events
and is propagated through an asynchronous message-driven architecture using Java, PostgreSQL
and Vue.js. The proposed architecture is then validated by simulating the lifecycle of an interest
rate swap product; a simulated clock interface is implemented to ensure the potentially multi-year

lifecycle is accurately captured.

2.7.2 Ethereum

Casey Fierro and McGonagle [69, 70] provide a foundational implementation of the CDM on top
of Ethereum, a popular public blockchain which enables developers to implement smart contracts
using the Solidity DSL. The blockchain forms the basis of a consensus-driven storage entity gov-
erned by smart legal contracts, effectively decentralising the ADS approach described in Section
2.7.1.

This implementation tackles the problem of codifying the Rosetta CDM distribution as Solidity
smart contracts, with a particular focus on maintaining compatibility with the native CDM types
and the problem of storing the resulting contracts on-chain due to their size. A modular architecture
is presented which makes use of a ‘Confirmation Contract’ as the data storage centrepiece and an
array of ‘Logic Modules’ as the implementation libraries to create a composable framework for

defining and executing financial products.
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Chapter 3

Requirements and Analysis

The project aims to provide a guiding implementation of the CDM through a prototype ISDA
Master Agreement that harnesses the security and scalability benefits of permissioned blockchains.
In particular, it seeks to create an extensible system that can be maintained without requiring
extensive domain-specific knowledge beyond the scope of financial products and updated with the
latest CDM versions as they are released.

To this extent, the design envisages a move away from previous implementations that leveraged
domain-specific languages (DSL) such as Solidity, typically used in permission-less blockchains such
as Ethereum, towards a permissioned blockchain platform that enables smart contract development

with general-purpose programming languages (GPL) using Hyperledger Fabric.

3.1 Workflows

The following section outlines the key processes for establishing and executing derivative trans-
actions using the ISDA Master Agreement framework. It touches on various aspects of the trade
lifecycle, from onboarding the parties to trade confirmations, up to and including the potential for
automation and the need for manual intervention in certain scenarios. Figure 3.1 shows a flowchart

of the workflows’ lifecycle.

3.1.1 Onboarding Parties

Before entering any agreement, the first step will involve onboarding the parties to the system.
This will involve creating digital identities for each party so that they can interact in a secure
and trusted fashion. Careful consideration should be given to establishing a clear chain of trust

concerning identity management and data confidentiality.

3.1.2 Master Agreement and Schedule Execution

Executing the Master Agreement and Schedule is a two-phase process that creates the legal founda-
tion allowing parties to engage in Over-the-Counter (OTC) derivatives transactions. First, parties
must select the desired Master Agreement according to its vintage!'. Second, a schedule customizes
the agreement, adding the parties, the jurisdiction governing the contract, and other details nego-

tiated by the parties, including Credit Support Arrangements and Tax Representations.

1For the purposes of this design we will consider the 1992 and 2002 ISDA Master Agreement vintages.
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3.1.3 Contract Formation: Signing the Master Agreement

Once satisfied that the Master Agreement and Schedule correctly capture the overarching relation-
ship, each party will sign the agreement. This process transforms the negotiated arrangement into

a legally binding contract that will form the basis upon which future products will be traded.

3.1.4 Product Execution

Having signed the Master Agreement and Schedule, the parties can begin the process of entering
into derivative transactions such as futures, swaps or options. As part of the trade execution
process, the parties negotiate the terms of the trade, including the underlying asset, notional
amount, price, and settlement date. The trade details are then captured in the system, typically

through a trade capture interface, and validated against the terms set out in the Master Agreement.

3.1.5 Trade Confirmations and Lifecycle

Trade confirmations are legal documents that outline the specific terms and conditions of a trade
agreed upon by the parties. Once signed by both parties, the trade confirmation will become
legally enforceable. From here, the specific lifecycle of each trade will vary based on product type,
market and regulatory events, and the parties’ actions. Additionally, while some aspects, such as
calculating an interest payment, will have a clear pathway to full automation, other occurrences,
such as handling force majeure and illegality events, might have to be resolved by the parties

themselves or in court.

3.2 Requirements

3.2.1 Functional Requirements

The system should be considered functionally complete if the following requirements are met:

1. Identity Management:
e The system should utilise Hyperledger Fabric’s membership service provider (MSP) to
manage digital identities for parties involved in derivative transactions.
e The system should support the creation, enrollment, and revocation of identities using
Fabric’s certificate authority (CA) component.

2. Smart Contract Execution:

e The system should implement the business logic for executing the ISDA Master Agree-
ment and processing trade lifecycle events using Fabric’s chaincode (smart contract
code).

e The chaincode should be developed using the ISDA CDM as the underlying data model,

ensuring standardisation and interoperability.
3. Trade Representation:

e The system should utilize the ISDA CDM to represent derivative trades and their asso-

ciated data attributes.
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Figure 3.1: An overview of the outlined workflows.
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e The CDM'’s trade model should be mapped to Fabric’s chaincode and state database to
ensure consistent and structured storage of trade data.

4. Event Processing:

e The system should leverage the ISDA CDM’s event model to capture and process life-
cycle events related to derivative trades, such as trade confirmations, executions, and

terminations.

e The chaincode should implement the necessary logic to handle these events and update
the trade state accordingly.

5. Payments and External Data Integration:

e The system should calculate and process payments, such as interest payments and set-
tlement amounts, based on the trade terms and market data.

e The system should integrate with external data sources (e.g., market data providers) to
obtain relevant data for trade processing, such as the latest interest rates.

6. User Interface:

e The system should provide a user interface for participants to interact with the system

and perform trade-related tasks, such as negotiation, and view relevant information.

3.2.2 Non-Functional Requirements

1. Performance and Scalability:
e The system should be designed to handle a high volume of concurrent trade transactions
and events.

e Fabric’s scalability features, such as channel partitioning and horizontal scaling of peers

and orderers, should be leveraged to ensure optimal performance.

[\]

. Security and Data Privacy:
e The system should employ Fabric’s security features, such as channels, to restrict access
to trade information based on the parties involved and their respective permissions.
e Chaincode should be developed following secure coding practices to prevent vulnerabil-
ities and unauthorised access to trade data.

3. Resilience and Fault Tolerance:

e The Fabric network should be configured with multiple peers and orderers to ensure

high availability and fault tolerance.
4. Auditability and Traceability:

e The system should maintain a comprehensive and immutable audit trail of all transac-

tions and events related to derivative trades.

e The audit trail should capture relevant details such as timestamps, user identities, and

transaction data to ensure traceability and accountability.

ot

. Usability and User Experience:
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e The system should provide a user-friendly interface for participants to interact with the

platform and perform trade-related tasks.

e The user interface should be intuitive and responsive, with clear navigation and feedback

mechanisms.
6. Maintainability and Upgradability:

e The system’s architecture should be designed following a ‘separation of concerns’ ar-
chitecture [71] to facilitate maintenance and upgrades, including easy adaptation and
compatibility with future releases of the ISDA CDM.

e The codebase should follow best practices and coding standards to ensure readability,

reusability, and ease of modification.

3.3 Verification and Validation

A comprehensive verification and validation plan is essential to ensure the robustness, reliability,
and correctness of the implemented system. This section outlines the key components and strategies

that will guide this evaluation.

3.3.1 Verification

Verification of the system’s functionality will be conducted primarily using a combination of in-
tegration and end-to-end testing. Chaincodes, the system’s core component, will be tested using
integration testing. Whilst unit tests were originally considered, this choice was made to more
accurately capture the external complexities and interactions that underpin the system, such as
receiving and processing transactions. End-to-end testing will be employed to verify the system’s
real-world functionality once integrated with the back-end, front-end and external data providers.

A primary concern when modelling potentially decade-long contracts of extremely high value
revolves around correctly modelling temporal aspects. Temporality within natural language con-
tracts typically involves a combination of discrete, usually measured in days, and continuous time,
often a (potentially unbounded) date interval [72]. However, modelling temporal aspects is rarely
an isolated task because of inherent intersections with deontic and operational aspects, Clack et al.
recognise this problem as the ‘separability problem’ [72]. Because of this, a temporal simulation
interface should be constructed to help correctly understand, verify and validate the deontic and
operational aspects of the implementation over time. Supported operations should bridge across
discrete and continuous, allowing the user, for instance, to increment a discrete time value by a

number of days or test whether a discrete timestamp is within a continuous range.

3.3.2 Validation

In order to validate the system’s correctness, an interest rate swap product will be implemented on
top of the Master Agreement and Schedule. This choice is substantially due to its overwhelming
popularity, accounting for over 60% of the global OTC derivatives market [73], as well as providing
a sufficiently complex instrument to benchmark the framework against.

Given the inherent legal complexities associated with handling exotic default and termination

events, this implementation will focus on simulating lifecycles where the natural termination event?,

2Termination occurs naturally at the conclusion of the contract’s tenor.
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while recognising that some cases, such as bankruptcy and force majeur events, may require manual
intervention or judicial review.

Finally, the system will be evaluated against prior work by Casey Fierro and McGonagle on
Ethereum [69, 70].
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Chapter 4

Design and Implementation

This chapter explores how Hyperledger Fabric can be leveraged to facilitate the key workflows re-
lated to the ISDA Master Agreement lifecycle, from creation and negotiation to execution, updates,

and termination.

4.1 Design

This section aims to provide motivating insight into the design decisions that underpin the system.
It starts by setting out the purpose, outlining the key workflows, scoping the requirements, and

proposing a system design.

4.1.1 System Architecture
System Overview

The system architecture for deploying the ISDA Master Agreement on Fabric follows a decentralised
and modular approach. Figure 4.1 highlights the key components and their interactions.

It presents multiple organisations, each representing a market participant hosting its own peer
node(s) and maintaining a copy of the ledger. The peers are responsible for storing and executing
chaincodes and validating transactions. The chaincodes, written in a general-purpose programming
language, encapsulate the business logic for executing the ISDA Master Agreement and processing
trade lifecycle events; they incorporate the CDM (see Section 4.1.4) to ensure a standardised
representation of derivative trades and events.

The system leverages Fabric’s channelling feature to ensure data privacy and confidentiality.
By creating separate channels between pairs of organisations, transaction data is isolated, and
access is restricted to authorised parties. Furthermore, the system integrates with external data
sources, such as market data providers, to obtain relevant information for trade processing and
lifecycle management.

Finally, each system component is run within a Docker environment [74]. This simplifies the

deployment process and ensures reproducible and dependable builds.

Channel Creation

The ISDA MA and its associated Schedule are the legal foundations for defining the relationships

between parties on top of which financial products can be traded. It is, therefore, paramount
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that transaction data between each is kept confidential and isolated within the context of each
relationship.

A separate Fabric channel is created for each MA to align with this requirement, effectively
creating a one-to-one correspondence between channels and trading relationships. This structure
provides a simple and elegant way to track and manage the entire lifecycle of trades between
two organizations; by creating a dedicated channel for each MA, the system enables the creation
of multiple financial products, such as swaps, options, and forwards, on top of the same Master
Agreement. Each product transaction is recorded and managed within the respective channel,
maintaining a clear and coherent history of the trading relationship between the parties.

Confidentiality is assured as the Private Key Infrastructure (PKI) ensures only authorised users
can view channel data (see Section 2.6.4). It’s important to note that for this implementation,
each organisation will host a single peer, which can support multiple channels on an as-needed
basis. However, when deployed in a production environment, system administrators may choose
to separate channels at the physical level by deploying a new peer for each channel. This setup
would offer an additional layer of segregation, which can address legal and compliance concerns.
An example of this can be found in ORG B in Figure 4.1, which would host two separate peers,
‘Peer 1’ and ‘Peer 2, to interact with ORG A and ORG C, respectively.

Ordering Service

The ordering service is a crucial component of the design as it provides the consensus layer upon
which trust is established. As a result, a few considerations are warranted to ensure transparency
and resilience. In particular, no single trading party should be the majority owner of the ordering
service; if this were the case, the party could potentially gain an unfair advantage, for instance
by changing the order of transactions to suit its own interest '. To counteract this, two potential

designs are proposed:

1. A centralised approach with a neutral and trusted party such as ISDA providing the
ordering service for all network participants. This approach would simplify the setup for
network participants as they could avoid the security and performance complexities related
to hosting the service themselves. Another advantage would come from standardisation, as
the sole provider ISDA could enforce rules and set standards such as which ordering protocol
to use, promoting interoperability. This centralisation, however, presents a potential risk as
it creates a single point of failure in the system. Furthermore, an open question remains
over whether ISDA would be in favour of this as it could potentially lead to liabilities should
the ordering service fail. A potential solution could involve ISDA extending its working
relationship with other standardisation associations adopting the CDM, such as ICMA and
ISLA, in order to share responsibilities over the ordering network.

2. A decentralised approach where each network participant contributes to the network’s
security by deploying a subset of their peers as ordering nodes could avoid some of the
potential pitfalls of relying on a sole provider. In particular, no network participant would
have majority control of the network; this could help build trust in the system and promote
transparency. Nevertheless, this approach would introduce a new layer of complexity as

new network participants would have to deploy and maintain their own ordering nodes on

n decentralised environments changing the order of transactions in a block represents a lucrative endeavour for
some network participants, in a process known as Maximal Extractable Value. This, however, can be harmful as it
tends to lead to centralisation and increases the potential for censorship [75].
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top of their existing infrastructure; this would involve coordinating configurations, protocols
and maintenance procedures to ensure operations run as expected. This could also introduce
performance overhead, particularly if the nodes were geographically distributed as they would
have to communicate to establish consensus. Finally, this could introduce potential liabilities
for parties should the performance of their ordering node be impacted, which could deter

participants from using the system altogether.

In order to streamline the setup, this design will adopt a centralised approach with an ordering
node being hosted by an independent party; nevertheless, future implementers should consider
the outlined trade-offs and make an informed decision based on their specific requirements, it is
worth noting that the core elements of this design remain applicable and relevant even if a different

ordering mechanism is chosen.

4.1.2 Application Design

This section provides insight into the decisions shaping the roles of the front-end and back-end
applications shown in Figure 4.1, with a particular focus towards authentication workflows and

wallet custody.

Custody and Authentication

Authentication is a fundamental component of a permissioned blockchain. On a technical level,
users simply verify their identity by signing transactions using their private key stored in a wallet;
the location of the wallet itself, however, remains an open question. Known as the custodial
problem, wallets can either be managed by end users directly using wallets such as Metamask [76]
or be given to a custodian, a third party that manages the private keys on the user’s behalf. The

choice of what setup to adopt has a profound effect on the architectural design:

e With self custody each transaction would have to be signed by the user themselves. This
would involve the front-end, the user’s point of contact, receiving transactions from the back-
end, implementing support for a wallet, and returning the signed transactions to the backend
API, which would, in turn, commit them on-chain. This setup, common in public blockchain
applications such as Uniswap [77]2, can be particularly problematic for non-technical users
as it requires a non-trivial amount of background knowledge and doesn’t offer any recovery

mechanisms should the private keys be lost or stolen.

e A custodial wallet holds the private keys on the user’s behalf. Assuming the custodial
wallet was implemented in the back-end, a user would simply log into the application on the
front-end using standard authentication methods such as an email and a password; once a
session is established, the back-end would act as a signing proxy between the user’s front-end
and the blockchain. Any transaction originating from the blockchain would be forwarded
to the user, which could, in turn, instruct the back-end to sign it and commit it to the
blockchain. Compared with self-custody, a custodial wallet relies on a fundamental degree of

trust between itself and the user.

For the purposes of this application, a custodial wallet hosted on the back-end will be used to

minimise the technical complexity for end-users, including the potential for errors, and provide a

2The entity who owns the private keys decides how associated crypto assets are spent, this has given rise to a
common expression in the cryptocurrency world: “Not your keys, not your coins” [78]
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more seamless onboarding experience. This approach, highlighted in Figure 4.1, would be hosted
at the organisation level, eliminating the trust concerns surrounding third-party custodians. Fur-
thermore, this would allow users to recover their accounts using familiar methods such as email

verification, as the private key would still be held on the back-end.

Front-end, Back-end and Service Integration

By default, peer-to-peer communication in Fabric occurs through gRPC [55]. The back-end ap-
plication adopts Fabric’s software development kit (SDK) to provide users and services with a
gateway to interact with peers’ chaincodes through an API. Additionally, the SDK provides a
Fabric-compatible wallet which can be adopted within the back-end application to act as a custo-
dial service.

This abstracts complexity related to authentication, querying and updating the underlying
ledger away from the front-end application; when connecting to the back-end it would simply
forward the user’s credentials, which, once verified, will return a session. All future requests within
the session will be authenticated and processed by the back-end on the user’s behalf.

A typical event flow would involve an authenticated user performing an operation, such as
creating a new interest rate swap, within the front-end UI. Once the request is created, it is
submitted to the back-end, which first verifies its correctness and then proceeds to create, sign,
and submit the corresponding transaction on the chain.

External services, such as market data providers, play a crucial role in the application by
supplying real-time data essential for accurately processing and evaluating derivative contracts.
The back-end application serves as the primary integration point for external services (see Sec-
tion 4.2.5). It acts as a gateway, receiving data from external sources and channelling it to the

appropriate chaincode functions within the Fabric network.

4.1.3 Chaincode Design

The chaincodes encapsulate the business logic for executing the ISDA Master Agreement and

processing trade lifecycle events following an event-driven design detailed below:

1. ExecuteContract: represents the chaincode’s constructor and initialises the contract with

the provided parameters.
2. SignEvent: used to sign and accept events such as trade executions and interest payments.
3. RejectEvent: used to reject events.
4. ProcessCDMState: queries the chain, updating events with new information.

5. GetState (read-only): returns all the current events under the chaincode’s domain.

The chaincodes are modular and follow a clear separation of concerns. They are structured to
handle different aspects of the agreement lifecycle, such as trade execution, confirmation, and
termination. The contracts incorporate the ISDA CDM to ensure a standardised representation of
derivative trades and events (see Section 4.1.4).

The design of the smart contracts focuses on ensuring data integrity, enforcing business rules,
and facilitating the automated execution of contractual terms. They are designed to be upgradable

and extensible to accommodate future changes and enhancements to the ISDA CDM.
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4.1.4 Data Model and Storage

This system’s data model is based on the ISDA CDM, which provides a standardised representation
of derivative trades and events. The CDM is mapped to Hyperledger Fabric’s Level DB key-value
store to ensure consistent and structured storage of trade data. The data model is designed to
be scalable and efficient, enabling the system to handle a high volume of trades and events. It
incorporates appropriate indexing and query optimization techniques to facilitate fast data retrieval

and processing.

4.2 Implementation

4.2.1 Typescript CDM

The choice of which language to use for the implementation is constrained by the availability
of a CDM distribution and compatibility with Hyperledger Fabric, which provides out-of-the-
box support for Node.js (Typescript and Javascript), Java, and Go. Since FINOS [34] offers
CDM distributions for all these languages, Typescript was chosen due to the writer’s pre-existing
familiarity.

The Typescript CDM distribution is extensive in scope, spanning over 30,000 lines and 1MB
in size; adapting this for use on blockchains can be challenging due to technical limitations on the
transaction size, as demonstrated by Fierro’s Thesis on Ethereum [69], which limits transactions
to 128KB.

Fabric, however, provides a 49MB soft limit for transactions’ size [79]; this difference is due to
the fundamental nature of permissioned blockchains, which are owned by a consortium of trusted
parties with vested interests in maintaining its functionality.

Figure 4.2 provides an overview of how the TypeScript CDM is leveraged within the chaincode

ecosystem.

4.2.2 Router Contract

The router contract, shown in Figure 4.2 acts as a gateway for the back-end to access the chain-
codes. It maintains no state by itself, relying instead on querying other contracts’ GetState()
method to ensure accurate and up-to-date information. The queried chaincodes, such as the Mas-
ter Agreement contract and the interest rate swap Confirmation contract, leverage the abstraction

detailed in 4.1.3 and implemented in Listing 4.1:

export interface CDMContract {
ExecuteContract (
ctx: Context,
params: CDMIRSwapExecutionRequest | CDMMasterAgreementExecutionRequest
): Promise<void>;
SignEvent (ctx: Context, eventId: string): Promise<void>;
RejectEvent (ctx: Context, eventId: string): Promise<void>;
GetState(ctx: Context): Promise<any>;
ProcessCDMState (ctx: Context, state: any): Promise<any>;
}

Listing 4.1: CDMContract Abstraction
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4.2.3 Implementing the Master Agreement and Schedule

The ISDA Master Agreement chaincode is the focal point upon which each transaction is built,
forming a one-to-one mapping with each channel. Listing 4.2 shows how ExecuteContract, the

first step in the Master Agreement lifecycle, is implemented.
const CONTRACT_ID = "masterAgreement';
export type MasterAgreementContractState = {

MAcontract: LegalAgreement;
events: CDMEvent [];

+;
@Info ({

title: "MasterAgreement",

description: "Master Agreement Contract",
1))

export class MasterAgreementContract extends Contract implements CDMContract {
public async ExecuteContract(
ctx: Context,
params: CDMMasterAgreementExecutionRequest
): Promise<void> {
if (await this.isInitialized(ctx)) {
throw new Error(
"Contract already initialized, client is not authorised to change the
contract"

) 3

// Initialise time source with current time
const ts = new TimeSourceContract ();

const date = new Date(await ts.GetTime (ctx));

// Create the CDM Legal Agreement
const agreement: LegalAgreement = {
// this is an example of determinism, we use the timestamp of the transaction
timestamp
agreementDate: date,
// Specify that this is a 2002 ISDA Master Agreement
legalAgreementIdentification: {
governinglaw: params.governinglLaw,
agreementName: {
agreementType: LegalAgreementTypeEnum.MASTER_AGREEMENT,
masterAgreementType: { value: MasterAgreementTypeEnum.ISDA_MASTER 1},
},
publisher: LegalAgreementPublisherEnum.ISDA,
vintage: 2002,

¥o
contractualParty: [
{
value: {name: { value: params.partyA }},
Fo
{
value: {name: { value: params.partyB }},
T
15

// This enables human readable documents to be attached

attachment: [{ string: params.file }],
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};
// After execution the contract is in the state where it is ready to be signed
const rng = new RandomSourceContract();
const uuidl = await rng.GetUUID(ctx, 0);
const uuid2 = await rng.GetUUID(ctx, 1);
const events: CDMEvent[] = [
{
id: uuidil,
party: params.partyl,
details: agreement,
eventType: CDMEventTypeEnum.EXECUTION,
date: date,
status: CDMEventStatusEnum.PENDING,
contract: CONTRACT_ID,
Bo
{
id: wuwuid2,
party: params.partyB,
details: agreement,
eventType: CDMEventTypeEnum.EXECUTION,
date: date,
status: CDMEventStatusEnum.PENDING,
contract: CONTRACT_ID,
I,
1;
const masterAgreementContractState: MasterAgreementContractState = {
MAcontract: agreement,
events,
};
await ctx.stub.putState(
CONTRACT_ID,
Buffer.from(stringify(sortKeysRecursive (masterAgreementContractState)))
)
console.info (
"Master Agreement Contract Initialized, awaiting parties signatures"
)
}
async isInitialized(ctx: Context): Promise<boolean> {
const agreement = await ctx.stub.getState (CONTRACT_ID) ;
return agreement && agreement.length > 0;
}
}

Listing 4.2: Master Agreement Chaincode: Execution

Contract Execution

Once the channel is created, parties can begin the process of creating a Master Agreement and
Schedule. The ExecuteContract function on line 13 is inherited from the CDMContract interface
(see Section 4.2.2) and captures both documents.

When called by the back-end, the contract first ensures that it has not been previously ini-
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tialised using the isInitialised() guard on line 17, which prevents the contract’s data from
being overwritten. Following this, the current timestamp is captured on line 25, and a CDM
LegalAgreement is initiated on line 28: this CDM type captures both the relevant Master Agree-
ment, through its vintage, and Schedule details, including the parties, the governing law and
any file attachments. Subsequently, the event-driven design is implemented through the execu-
tion of CDMEvent(s), which will be signed by each party. This is, in turn, captured in the
MasterAgreementContractState on line 79, which permanently links the agreement with the
events.

Lastly, the updated state is committed to the channel by invoking the ctx.stub.putState
APT on line 84. In Fabric, storage is implemented through a string-based key-value map; as such,
each contract has a unique string identifier, which will form the key for all of the contract’s data
on the channel. For the Master Agreement, this is captured in the CONTRACT_ID constant; as keys

are unique across the channel, this further enforces their one-to-one mapping.

Confronting Non-Determinism

During the development process an unforeseen error was encountered which, upon reflection, pro-
vides a useful insight for understanding the deterministic nature that underpins blockchain oper-

ations. Specifically, line 25 of Listing 4.2 originally contained the following code:
const date = new Date();

In TypeScript this constructor provides a standard pattern to initialise the date constant with

the current time and date. When executed on Fabric however the following error is encountered:
Error: could not assemble transaction: ProposalResponsePayloads do not match ...

To understand why this happens, it is useful to go back to Fabric’s execute-order-validate ar-
chitecture described in Section 2.6.1: transactions are first executed, then ordered, and finally the
output is validated. Validation occurs by comparing the read and write sets across peers; if identi-
cal, the transaction is committed on the channel. However, there is no guarantee that transactions
are executed simultaneously; as such, the error occurred due to two peers responding with a differ-
ent timestamp. Although the date component was the same, Date’s underlying representation is
implemented as the number of milliseconds since the UNIX epoch [80]. As such, even a negligible
difference in execution time would lead to a different result.

To address this issue, a deterministic timestamp is required. Fortunately, the timestamp of the
original transaction submission is deterministic and can be obtained using the ctx.GetStub() .Ge
tTxTimestamp() method provided by the chaincode API. This is incorporated, along with ad-
ditional provisions for time simulation, by the TimeSourceContract illustrated in Section 4.2.4,

resulting in the following code3*:

const ts = new TimeSourceContract();

const date = new Date(await ts.GetTime(ctx));

Similarly, careful planning is required when storing objects such as the MasterAgreementCont
ractState in line 86. Converting an object, such as a dictionary, to a string in TypeScript is
non-deterministic, as the order of the keys and values can vary. To solve this, a global ordering is

established using sortKeysRecursive.

3Lines 24-25 of Listing 4.2.
4Note: await is used to perform synchronous operations in TypeScript, in this case, a call to another contract.
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Attaching Documents

The ability to customise the agreement by attaching additional documents is key to ensuring the
widest possible range of use cases can be accounted for. Furthermore, enabling legal documents to
be stored directly on-chain represents a fundamental step in bridging the gap between traditional
and smart legal contracts®.

Fabric transactions, however, don’t support non-string parameters. To solve this issue, the
back-end first serialises and encodes the files in base64; the strings are then passed as a parameter
to the function ExecuteContract function and stored in the LegalAgreement using the CDM’s

Resource type (see line 50).

4.2.4 Simulating Time

In order to correctly validate the system’s functionality under potentially decade-long contracts, a
time simulation functionality was implemented. Two main approaches were considered to achieve
this:

1. The first involved simulating the passing of time by modifying Fabric’s internal clock. This
native implementation would be transparent from the chaincode’s point of view and allow
methods such as ctx.GetStub() .GetTxTimestamp() to be used directly. This, however,
would involve accessing each peer’s Docker container to modify the system time. Although
achievable, coordinating the update across peers to ensure the timestamp is consistent intro-
duces a potential point of failure, this vulnerability is compounded should Fabric’s Docker

environment change with future updates.

2. The second would extend the simulator harness, first proposed by Bakshi et al. [68] for use
within a blockchain environment. The simulator harness originally relied on a PostgreSQL
relational database to keep track of the simulated time. A back-end would expose API
endpoints that could be used by the front-end to set the time and date of the simulation
clock. Upon processing events, the back-end would rely on querying the database to establish

the time.

import {
Context,
Contract,
Info,
Returns,
Transaction,

} from "fabric-contract-api";

export class TimeSourceContract extends Contract {
@Transaction(false)
public async GetTime(ctx: Context) {
const ts = Number (ctx.stub.getTxTimestamp ().seconds) * 1000;
const offset = await ctx.stub.getState("offsetMs");

if (loffset || offset.length === 0) {
await ctx.stub.putState("offsetMs", Buffer.from("0"));

return ts;

}

5This approach reflects the Ricardian contract idea of linking legal prose directly with executable code, a foun-
dational element in the development of Smart Contract Templates as discussed by Clack et al. [58].
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const offsetMs = Number (offset.toString());

return ts + offsetMs;

@Transaction ()

@Returns ("string")

public async SpeedUpTime (ctx: Context, spedUpMs: string) {
console.log("SpeedUpTime - TimeSourceContract");
const offset = Number ((await ctx.stub.getState("offsetMs")).toString());
const newOffset = offset + Number (spedUpMs) ;
await ctx.stub.putState("offsetMs", Buffer.from(newOffset.toString()));
const ts = Number (ctx.stub.getTxTimestamp () .seconds) * 1000;

return ts + newOffset;

}

Listing 4.3: Time.ts contract for time simulation

Listing 4.3 shows how the TimeSourceContract in Time.ts develops upon Bakshi et al.’s idea,
capturing the functionality of the database through a chaincode. It keeps track of the changes in
simulation time using a millisecond offset from the current deterministic timestamp. Specifically,
GetTime is used as the time source for all chaincodes as seen on lines 24-25 of Listing 4.2.

The SpeedUpTime function is exposed by the back-end to the UI which can change the date to
simulate a product’s lifecycle. This functionality has proved to be a valuable tool when debugging

time-related events such as leap years and day count conventions, as described in Section 4.2.5.

4.2.5 Interest Rate Swap Implementation

This section showcases the system’s functionality under complex product lifecycles by implementing
an interest rate swap, a financial derivative that enables two counterparties to exchange interest
rate payments based on a specified notional amount and a predetermined schedule. The main
components of an interest rate swap within the event-driven smart contract architecture are as

follows:

e Execution & ContractFormation Events: Inital trade capture and signing of the trade
confirmation document. This step, similar to executing the Master Agreement and Schedule,
confirms details such as the notional, the currency, the fixed interest rate and the floating

reference rate.

e Calculation Event: Calculates the interest amounts payable by each counterparty for the
current payment period, considering the fixed and floating interest rates and the day count

convention.

e Reset Event: Determines the floating interest rate for the upcoming payment period based
on the agreed-upon benchmark rate (e.g., LIBOR or SOFR).

e Transfer Event: Represents the actual exchange of (gross) interest payments between the

counterparties on the scheduled payment dates.

e Termination Event: Signifies the maturity or early termination of the swap contract,

triggering the final settlement and closing of the contract.
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Calculating Payments

Interest payments are calculated using the calculateInterest function shown in Listing 4.4, it
takes the notional amount, number of days, annual interest rate, and the day count convention
as input parameters. It then applies the appropriate formula based on the specified day count
convention to calculate the interest amount.

The following day count conventions are implemented in the system, using the CDM’s standard

representation [81] [82]:

e Actual/365 Fixed (ACT_365_FIXED): Calculates the actual number of elapsed days, assum-

ing a 365-day year. This is often used for the floating-rate leg of an interest swap.
e Actual/360 (ACT_360): Similar to ACT_365, but assumes a 360 day year instead.

e Actual/Actual ISDA (ACT_ACT_ISDA): This convention accounts for days in leap years,
separating the periods that fall within leap years and non-leap years, ensuring a more accurate

interest rate calculation.

e 30E/360 (_30E_360_ISDA): Each month is assumed to have 30 days, and each year 360. This

is often used for an interest rate swap’s fixed leg.

adjustDate30E360ISDA (
date: Date,
isMaturity: boolean,
isEndDate: boolean
): Date {
const adjustedDate = new Date(date);
if (isEndDate && !isMaturity && this.isLastDayOfMonth(adjustedDate)) {
adjustedDate.setDate (30) ;
} else if (!isEndDate && this.isLastDayOfMonth(adjustedDate)) {
adjustedDate.setDate (30);
}

return adjustedDate;

calculateDaysBetween30E360ISDA (
startDate: Date,
endDate: Date,
isMaturity: boolean
): number {
const adjustedStartDate = this.adjustDate30E360ISDA (
startDate,
false,
false
)
const adjustedEndDate = this.adjustDate30E360ISDA(
endDate ,
isMaturity,
true
)
const startDay = adjustedStartDate.getDate();
const startMonth = adjustedStartDate.getMonth () ;
const startYear = adjustedStartDate.getFullYear ();
const endDay = adjustedEndDate.getDate();
const endMonth = adjustedEndDate.getMonth() ;
const endYear = adjustedEndDate.getFullYear ();

34



36

37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
7
78
79
80

return ((endYear - startYear) * 360 + (endMonth - startMonth) * 30 + (endDay -

startDay)) ;

calculateInterest(
notional: number,
startDate: Date,
endDate: Date,
annualRate: number,
dayCountConvention: DayCountFractionEnum,
isMaturity = true
) : number {
const annuallnterestRate = annualRate / 100;
const discreteDays =
(endDate.getTime () - startDate.getTime()) / (1000 * 3600 * 24);
switch (dayCountConvention) {
case DayCountFractionEnum.ACT_365_FIXED:
return Number (
((notional * annuallnterestRate * discreteDays) / 365).toFixed(2)
)
case DayCountFractionEnum.ACT_360:
return Number (
((notional * annuallnterestRate * discreteDays) / 360).toFixed(2)
)
case DayCountFractionEnum.ACT_ACT_ISDA:
const { daysInLeapYear, daysInNonLeapYear } = this.countDaysInPeriod (
startDate,
endDate
)
const dayCountFactor = daysInNonLeapYear / 365 + daysInLeapYear / 366;
return Number (
(notional * annuallnterestRate * dayCountFactor).toFixed (2)
)
case DayCountFractionEnum._30E_360_ISDA:
const continuousDays = this.calculateDaysBetween30E360ISDA (
startDate,
endDate,
isMaturity
)
return Number (
((notional * annuallnterestRate * continuousDays) / 360).toFixed(2)
)
default:

throw new Error("Day Count Convention not implemented");

Listing 4.4: Interest calculation: day count convention

Day count conventions provide an interesting perspective on the temporal differences between
discrete and continuous time, a concept initially discussed in Section 3.3.1. Some implemented day
count conventions, such as Actual/365 Fixed, Actual/360, and Actual/Actual ISDA, treat time
as discrete, considering days as an indivisible unit of time; in these conventions, interest accrues
based on the precise count of days within the given period.

In contrast, the 30E/360 ISDA convention adopts a continuous approach to time, assuming a
standardised year of 360 days, with each month consisting of 30 days. The actual number of days

in a month or year is disregarded, and time is treated as a smooth, uninterrupted flow. Interest

35



1
2
3
4
5

calculations are based on this idealized representation of time, rather than the actual calendar
days.

This coexistence of discrete and continuous time within the same system highlights the flexi-
bility and adaptability of financial contracts. Moreover, the ability to seamlessly switch between
different day count conventions shows the importance of standardisation and interoperability in
financial systems. In this regard, the ISDA CDM provides a common language and framework
for representing and processing various day count conventions, enabling consistent and accurate

calculations across different platforms and market participants.

Fetching and Processing External Market Data

The interest rate for the floating leg is calculated at the start of regular intervals and is marked
by a ‘RESET’ CDM event. When this occurs, the IRSwap.ts contract needs to fetch the latest
interest rate for the chosen floating benchmark. However, this is complicated by the fact that
unlike other blockchains such as Ethereum [83] or Solana [84], Hyperledger Fabric offers no native
support for oracle services such as Chainlink, which provide smart contracts with external data
[85, 86].

To solve this, an initial thought may involve calling a trusted data provider such as Bloomberg
from within the IRSwap.ts contract itself. However, chaincodes in Fabric should not call external
APIs directly, as doing this can lead to consensus issues. In Fabric, consensus is achieved by
multiple peer nodes endorsing transactions; for the transaction to be committed, all endorsing
peer nodes must produce the same results. When making HTTP requests using APIs, the requests
are executed on all peer nodes, resulting in n requests, where n is the number of endorsing peers.
To achieve consensus, transaction processor functions must make the same HTTP requests and
perform the same processing on the responses across all peer nodes. Consensus failures can occur
if peer nodes receive different responses due to factors like location, internet access or firewall
restrictions; in the case of fetching a variable interest rate, even small differences in request timing
between peers could lead to a different API response [87].

To solve this issue, we will introduce a FloatingRate.ts contract, which will receive market
data at regular intervals from an aggregator application and store it on the channel. The aggregator
application submits a transaction containing the latest data to the set of endorsing peers, which
will then execute it. By reversing the architecture from a pull-based model, where each of the n
endorser peers query the data provider, to a push-based model where all n endorsers receive the
same data from the market data aggregator in the form of a transaction, the consensus issue is
solved. This design allows the IRSwap.ts contract to pull the latest interest rate for the chosen
floating benchmark from the FloatingRate.ts contract and store it in the event list as a ‘RESET’
event. When the time comes for a new interest payment calculation to be performed at the end of
the period, the data from the latest ‘RESET’ event will be used. Figure 4.3 provides an overview
of the proposed external market data infrastructure.

By solving the oracle and consensus issues this architecture reduces the calls to the market data
aggregator from O(n) to O(1) and opens up the potential for multiple product contracts to make use
of the same FloatingRate.ts data. Listing 4.5 shows how IRSwap.ts queries FloatingRate.ts.
public async ProcessCDMState (

ctx: Context,
state?: IRSwapContractState,

newTime?: Date

): Promise<IRSwapContractState> {
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S .

for (const event of updatedEvents) {
if (
event .eventType === CDMEventTypeEnum.RESET &&
levent .details?.interestRate
) {
if (dateGreaterEqualTo(newTime, event.date)) {
const floatingInterestRate =
await new FloatingRateSourceContract().getFloatingRate (
@BR 5

state.contract.benchmarkVariableInterestRate

) 8
event.details.interestRate = floatinglInterestRate;
¥
}
}
Listing 4.5: Reset event: fetching latest floating interest rate
EONIA SOMNIA LIBOR

h

Trusted Market Data
Aggregator
(Simulated)

Back-end

1. Queries current time

) ? Smtrest (with simulation difference)
interest rate
Router.ts »TimeSource.ts

FloatingRate.ts

A

1 3.1f AESET event,
queries interest rate
(IR)

4. IR received, product IRSwap.ts
state updated with RESET

2.Receives current time, checks if
new CDM events have occurred

A

Figure 4.3: An overview of the external market data architecture.
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Chapter 5

Results and Discussion

5.1 Validation: Implemented Workflows

This section navigates the original workflows described in Section 3.1, presenting the corresponding

results of the implementation phase.

5.1.1 Onboarding Parties

Parties are onboarded onto the system during the network creation phase. Firstly, a base layer
network is created to resemble each organisation’s setup; this consists of a CA that issues the
institution’s X.509 certificates and a peer responsible for endorsing and committing transactions.
Secondly, an independent ordering node is created, resembling the third-party centralised ordering
approach detailed in Section 4.1.1.

Following this, a private channel is created between the organisations, and the developed chain-
codes are packaged and deployed to each peer; finally, a user is created for each organisation. The

resulting network is fully containerised within Docker and can be seen in Figure 5.1.

Running (7/7) 15 minutes ago

_ Running % 15 minutes ago
154548bbbdaa 7

Runnin: % 15 minutes ago
afd209fa5386 0 g &

_ Running % 15 minutes ago
bbb8836e33d1 I

Runnin: 15 minutes ago
14a38229db9d T 9 g

- Running A42% 15 minutes ago
bcbhd991e2972 O

- Running 15 minutes ago
d1d53b0b4560 T

a
O
O
O
O
O
a
O

Running 15 minutes ago

43967db2957a 0

Figure 5.1: A view of Docker compose.

5.1.2 Master Agreement and Schedule Execution

As this implementation assumes the use of the 2002 Master Agreement vintage, this workflow

involves customising the Schedule with the parties’ details and specifying which law will govern
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the agreement. During this phase, shown in Figure 5.2, users can upload custom documents that

will be saved on-chain and form part of the overall legal agreement.

+ EXECUTION + SIMULATION

Master Agreement Schedule Execution

Counterparties

Party A

Apple

Governing Law
Governing Law

GBEN

Party B

Barclays

Upload Additional Documents

Choose file | 2006 ISDA Definitions.pdf

COMPLETE AGREEMENT

Figure 5.2: Execution of the Master Agreement and its Schedule.

5.1.3 Contact Formation: Signing the Master Agreement

Once the Schedule’s details are captured, an execution event appears on each party’s dashboard,

as shown in Figure 5.3. For the purposes of this simulation, users can take on roles for both parties

or select a specific organisation in the ‘Select Role’ dropdown. By clicking on the event, users

can view the associated CDM details; if satisfied, they can then proceed to sign the agreement

using their private key stored in the back-end!. Once completed, a ‘ ContractFormation’ event will

appear on both dashboards. Finally, if users wish to amend the agreement prior to the contract

being formed, they can discard the event and proceed with a new execution.

Select Role

Party

Apple

Barclays

CDM Event Type

Execution

Execution

ISDA CDM Simulation

UPCOMING EVENTS

CURRENT EVENTS

Contract Status Date

masterAgreement Pending Tue Apr 02 2024

masterAgreement Pending Tue Apr 02 2024

+ EXECUTION + SIMULATION

Date: Tue Apr 02 2024

Actions

SIGN  DISCARD

SIGN  DISCARD

Figure 5.3: Signing the Master Agreement.

1Past events remain visible in the ‘current events’ tab.
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5.1.4 Product Execution

Once the legal groundwork has been laid through the Master Agreement, Schedule, and any other
associated documents, users can begin the process of negotiating a financial product; in this ex-
ample, shown in Figure 5.4, an interest rate swap.

Users can customise relevant details, including the execution date, contract length, and each
party’s role. Where applicable, details are captured following a data-driven design using the
native CDM variables contained in enums.ts. Examples of this can be found in the day count
convention, currency and variable interest rate dropdowns. Similarly to the Schedule, users can
create the product, which will be captured in an ‘Ezecution’ event; the corresponding CDM event

details are shown in Figure 5.5.

5.1.5 Trade Confirmations and Lifecyle

Finally, a legally enforceable trade confirmation is created once the negotiated product is signed.
This document captures all key details that define the product’s negotiation phase. At this stage,
key events of the product’s lifecycle are calculated, including future transfers, reset events, and the
natural termination date. Figure 5.6 shows a simulated overview of the dashboard one year after
the contract’s start.

In this example, the floating length has been set to equal the fixed length?; this indicates that
each counterparty’s payments will occur at the same frequency within the length of the tenor.
Furthermore, since the tenor is the same length as each leg, the interest rate payments will happen
on the last day of the contract’s validity before termination. Figure 5.7 compares the difference in
day count convention and interest between two legs of the interest rate swap. 5.7a shows a fixed
leg using with an interest of 2.5% and a conventional ACT_365 day count. 5.7b shows a variable
leg with a 3% interest rate and an ACT_360 day count. Notably, the payable amount for 5.7b is
higher, even adjusting for the higher interest rate, this indicates that the day count convention is

working as expected.

5.2 Verification: Testing and Requirements

The development of a front-end and time simulation tooling has allowed for thorough end-to-end
testing and validation of the implemented CDM events across the contract lifecycle. By simulating
the passage of time from execution to termination and triggering events at specific intervals, the
correctness of the smart contract logic and the proper execution of CDM events can be verified.

Furthermore, selected integration testing helped ensure the seamless interaction between dif-
ferent system components. This aspect was especially important for testing the market data
architecture where the accuracy and reliability of the interest rate calculations and other market-
dependent aspects of the product’s lifecycle were validated by simulating interest rate updates and
testing the retrieval and application of this data within smart contracts.

Overall, the implemented framework provides a confidential, scalable and maintainable system

which meets all functional and non-functional requirements outlined in Section 3.2.

2This choice was made to clearly illustrate the differences in day count conventions. It is worth noting that the
implementation supports heterogeneous payment frequencies, customisable during the product execution phase, as
shown by Figure 5.4.
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+ EXECUTION + SIMULATION

New CDM Product Execution

Product

InterestRate_|IRSwap_FixedFloat v
Execution Date Tenor Length Period
{ 04/03/2025 ] 1 Length Y -

Notional Amount (Millions)

Currency

100 EUR A

Floating Rate Details

Floating Rate Payer

Benchmark Variable Interest Rate

Apple EUR_LIBOR_BBA_BLOON ~
Floating Leg ... Period Floating Leg Day Count Convention
1 Length Y ACT_360 v
Fixed Rate Details
Fixed Rate Payer Fixed Leg Le... Period
Barclays 1 Length Y v

Fixed Leg Day Count Convention

ACT_365_FIXED

Fixed Interest Rate (%)

SUBMIT

Figure 5.4: Executing an interest rate swap product.
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Event Details

benchmarkVariablelnterestRate:
EUR_LIBOR_BBA_BLOOMBERG
currency:
EUR
executionDate:
2024-04-02T17:49:37.000Z
fixedInterestRate:
2.5
fixedLegDayCountConvention:
ACT_365_FIXED
fixedLegNumber:
1
fixedLegPeriod:
Y
fixedRatePayer:
Barclays
floatingLegDayCountConvention:
ACT_360
floatingLegNumber:
1
floatingLegPeriod:
Y
floatingRatePayer:
Apple
notional:
100
productName:
InterestRate_IRSwap_FixedFloat
tenorNumber:
1
tenorPeriod:
Y

Figure 5.5: Executing an interest rate swap product: CDM capture.
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+ EXECUTION + SIMULATION

ISDA CDM Simulation

CURRENT EVENTS UPCOMING EVENTS

Select Role  ~ Date: Wed Apr 02 2025

Party CDM Event Type Contract Status Date Actions

Apple Execution masterAgreement Confirmed Tue Apr 02 2024

Barclays Execution masterAgreement Confirmed Tue Apr 02 2024

Barclays Execution IRSwap Confirmed Tue Apr 02 2024

Apple Execution IRSwap Confirmed Tue Apr 02 2024

Both ContractFormation masterAgreement Confirmed Tue Apr 02 2024

Both ContractFormation IRSwap Confirmed Tue Apr 02 2024

Apple Reset IRSwap Confirmed Tue Apr 02 2024

Barclays Transfer IRSwap Pending Wed Apr 02 2025 SIGN  DISCARD
Apple Transfer IRSwap Pending Wed Apr 02 2025 SIGN  DISCARD
Apple Reset IRSwap Confirmed Wed Apr 02 2025

Both Termination IRSwap Confirmed Wed Apr 02 2025

Figure 5.6: Trade confirmations and product lifecycle.
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Event Details Event Details

amount:
3.04

amount:
2.5 b

kVari; esthate:

currency: EUR_LIBOR_BBA_BLOOMBERG
EUR currency:
dayCountConvention: EUR

ACT_365_FIXED dayCountConvention:
days: ACT_360
365 days:

interestRate: 365
25 interestRate:

3
notional:

100

notional:
100

(a) ACT_365_FIXED day count convention (b) ACT_360 day count convention

Figure 5.7: Comparison of transfer events.

5.3 Evaluation: Comparison with CDM Implementation on

Ethereum

This section contrasts the implementation of the CDM on Hyperledger Fabric with a comparable

implementation on the Ethereum blockchain platform, as provided by Fierro’s thesis [69].

General-Purpose Programming Languages (GPL) and Native CDM Support

Fabric provides developers with a flexible and extensible architecture for implementing smart con-
tracts through commonly used programming languages such as TypeScript (Node.js), allowing
developers and organizations to leverage their existing knowledge, tools, and workflows, increasing
productivity and integration with existing systems.

By comparison, Ethereum smart contracts are written in Solidity, a custom DSL; integrating
Solidity within an organisation’s existing development lifecycle can require a significant learning
curve. Furthermore, as the FINOS CDM provides no Solidity distribution, integration with smart
contracts requires a first conversion step from the Rosetta DSL to Solidity, or, from a GPL such
as TypeScript to Solidity; Fierro shows how the latter is anything but straightforward, requiring
extensive type and logic conversions to support the deterministic nature of the language. In
contrast, FINOS CDM distributions are available for all languages supported by Fabric, this allows
current and future CDM releases to be used natively within chaincodes. The use of a GPL also
allows for more expressive and complex contract logic, enabling the implementation of advanced

financial instruments and workflows.

Contract and Document Storage

As first discussed in Section 4.2.1, adapting the 1IMB CDM distribution for blockchain use can
be challenging due to the technical limitations on transaction size often imposed by the network.
On Ethereum, for instance, a conservative estimate would place the cost of deploying such a

contract upwards of $5800 3 This financial limitation disregards the fact that Ethereum imposes

3The calculation for the gas cost required to deploy a 1MB smart contract on Ethereum is based on the following
assumptions:

e Gas per byte: The Ethereum network requires a certain amount of gas (used to measure computing resource
usage) for each byte of contract code. This is typically around 200 gas per byte. [88]

e A gas price of 13.9598 gwei (1 Gwei = 1 x 102 ETH)[89).
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a maximum size of 24 KB per contract [90]. Therefore, any practical deployment would have to
split the distribution among multiple contracts, likely the deployment cost.

Fabric, however, provides a 49MB soft limit for transactions’ size [79]; this difference is due to
the fundamental nature of permissioned blockchains, which are owned by a consortium of trusted
parties with vested interests in maintaining its functionality. The private nature of the network
limits the scope of information storage required from every node in a global network, as is the case
for Ethereum, to every peer in the organisations’ systems. On a financial level, the cost of storage
and processing is determined only by the cost of the required hardware. Furthermore, this relative
abundance of computational hardware has enabled external resources, such as natural language
contracts, to be stored directly on the blockchain, contributing to a unified view of the smart legal

contract ecosystem.

Oracles

Ethereum provides extensive support for oracles, trusted external data sources that provide smart
contracts with accurate and timely real-world information. In the context of Fierro’s design,
services such as Chainlink [85] provide a decentralised aggregation of reliable market data that
can be implemented natively within Solidity smart contracts, abstracting complexity away from
the system designers and developers. Moreover, this clearly establishes a boundary between the
CDM’s implementation and the external market providers, this independence can be particularly
appealing for organisations looking to adopt the CDM as accuracy and trust are established at the
trusted oracle level.

In contrast, Fabric’s lack of native support for decentralised oracles can be partially mitigated
by the solution described in Section 4.2.5. This design assumes the existence of a trusted market
aggregator, an application that polls various data sources and pushes the results to the chaincode.
However, an outstanding question remains over which domain the application should reside under.
Intuitively, organisations are bound to question an approach whereby one trading party hosts the
application and is the sole market information provider for other trading parties. A potentially more
promising path could involve a trusted third party such as ISDA to aggregate market information
and provide it as a service to organisations. This approach is similar to the structure proposed for
the ordering service in Section 4.1.1.

However, compared to a truly decentralised oracle, a single market data provider introduces a
single point of failure. If the trusted third party’s systems were to be compromised or experience
downtime, the accuracy and availability of market data for all CDM contracts could be impacted.
This centralisation also introduces potential trust issues, as organisations must rely on the integrity
and reliability of the third party. A better solution, short of fostering an oracle ecosystem on
Hyperledger Fabric, could decentralise the data aggregation process, with each organisation hosting
an aggregator node and polling sources regularly. This network of aggregators would benefit
contracts through improved reliability, security and trust. It is worth noting that careful provisions

would have to be put in the event aggregator nodes disagree on an external value; tie-breaking

e An ETH price of $2000.
And the following steps:

1. Total Gas Calculation: a 24 KB contract would require approximately 209,715,200 units of gas (Total Gas
= Contract Size in Bytes x Gas per Byte).

2. Total Cost in Gwei: The total cost in ETH is calculated by multiplying the total gas by the gas price in
gwei and converting it to ETH (Total Cost in ETH = Total Gas x Gas Price in gwei x 10~°). This gives
an approximate cost of 2.927 ETH or $5,854.
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solutions could range from existing proof-of-work consensus mechanisms to leader elections common

in traditional distributed systems [91].

Privacy and Wider Implications for the OTC Market

The transparency of Ethereum’s transaction data can present a significant adoption challenge
in the OTC market; research on privacy solutions within Ethereum is currently underway, with
particular emphasis on zero-knowledge proofs (ZKPs), which can verify a transaction’s validity
without revealing its data [92][93]. Although the viability of implementing ZKPs is an open question
beyond this thesis’s scope, this would likely add complexity and require significant work to achieve
the necessary level of fine-grained access control.

As a private blockchain, Fabric ensures that trade information contained within smart contract
data is guarded from the public domain. The architecture described in Section 4.1.1 further extends
this confidentiality, ensuring privacy between organisations is established on a relationship level,
mapping each ISDA Master Agreement to a new private channel.

This modular and permissioned design can accelerate the CDM’s adoption by addressing major
regulatory challenges; in particular, the creation of a shared, immutable, and auditable record of
trade information, improves transparency and facilitates necessary reporting requirements intro-
duced by the European Market Infrastructure Regulation [18, 19].

On a technical level, it provides organisations with a deployment-ready product that can easily
integrate with their existing systems and standardise their procedures. In doing so, it hopes to
spur the CDM’s adoption, reduce settlement times through automation, and help achieve over $3

billion in cost savings from trade reconciliation [41].

46



Chapter 6

Conclusion

This chapter summarises the results achieved throughout the thesis and provides guidance for

possible areas to be explored in future work.

6.1 Summary

This thesis provides a guiding framework for implementing smart legal contracts within a permis-
sioned blockchain architecture, focusing on the ISDA Master Agreement and Hyperledger Fabric.
The initial background review sets out the critical role of the OTC market and the opportunity
for automation on permissioned blockchains. It then lays down the requirements, workflows, and
caveats that guided the design and implementation. Specifically, the design section provides a
conceptual framework for integrating the CDM on Hyperledger Fabric whilst the implementation
section validates the proposed architecture by implementing an interest rate swap product and dis-
cussing its lifecycle intricacies. Finally, the achievements are discussed, including the fulfilment of
all functional and non-functional requirements, and an architectural comparison is performed with
Ethereum, highlighting the benefits and limitations of each implementation and the consequences
for the wider OTC derivative market.

In addition to the initial objectives, this thesis implemented a front-end environment for users
to interact with the chaincode and presented a novel framework for implementing external data

sources and time simulation within Hyperledger Fabric.

6.2 Future Work

The following provides guidance for potential research areas to be explored:

1. Fabric oracles: As mentioned in Section 5.3, an outstanding design question remains con-
cerning the use of oracles in Hyperledger Fabric. In particular, a promising path appears to
revolve around using a decentralised network of peer-hosted data providers to ensure trust

and integrity.

2. User authorisation: This implementation assigns users on an organisation level. Future
work could explore more fine-grained access policies based on specific departmental needs.
Specifically, this could address specific regulatory issues whereby departments within an
organisation must keep data separate, this is a common occurrence in banks with both buy-

side and sell-side operations to prevent insider trading allegations.
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3. Handling Termination and Default Events: This implementation illustrates the han-
dling of lifecycles with a termination event that naturally occurs at the end of the contract’s
tenor (refer to Section 3.3.2). Nonetheless, in practical scenarios, more complex default and
termination events, such as force majeure and illegality, may arise. These situations often
necessitate manual legal intervention to be resolved and future research could be directed
towards exploring on-chain legal settlements, potentially leveraging a trusted oracle or a

dedicated role within the Fabric channel.

4. Handling user intervention: There is potential for further automating the implementation
by recognising agreement breaches, which can be resolved by the counterparties themselves.
Under the terms of the Master Agreement, for instance, a counterparty missing a payment
may be charged interest at the other counterparty’s discretion. In this scenario, a chaincode
should recognise the situation and query the disadvantaged party to verify whether a penalty
should be applied. By identifying these scenarios within the Master Agreement framework,
future implementations could extend the existing event interaction mechanisms to further

reduce the need for off-chain interventions.

6.3 Final Statement

In conclusion, this work presents a novel framework for standardising financial contracts on per-
missioned blockchains. It takes aim at the pervasive inefficiencies of the OTC derivatives market,
presenting a deployable solution for enterprises that addresses the need for confidentiality and

efficiency.

48



Appendix A

Code Listing

The complete code listing consisting of the chaincodes and the front-end and back-end applications
has been attached as a .zip file to this thesis. The folder reflects the latest version of the repository

and has the following structure:

ISDA-CDM-Hyperledger-Fabric

chaincode .. ... e, Smart contracts
PACKENA ottt et Back-end application
oo 1Y T PPN Front-end application
NEBWOTK ittt ettt e Fabric test network and setup scripts
TUD.Sh oo Startup script to run the project
BES . S e Integration tests

Figure A.1: Repository structure
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Appendix B

Other Listings

B.1 CDM Components

CDM Components Diagram

@ R @ T
Rosetta DSL FINOS CDM Distribution (Open Source under Apache license) CDM Applications
(open Source) github.com/finos/common-domain-model
'd S -
Model Definition (.rosetta) Other Model e
Definition Sl
R":‘“: "";5“'5' ) Data Model Process Model Reporting ortal.;':d rT.rcsetta—
* Specifies the syntax used to » Product Model » Calculation » Eligibility Rule » p technology.io
build model definitions « Event Model « Event Logic « Reportable Field :“::;i[' € ('Synonym’)
« Legal Agreement » Event / Product « Regulatory & e <OM Portal
- e Model Qualification Reference NE
Domain Specific e . :;:::f‘;w
Language (DSL) Data Validation Anctution Namespace + Ingestion and Lineage Ul
ithub.com/REGnosys, « Condition « Meta-Data: e.g. « Model Partition
rosetta-ds| = Spedial Syntax:e.g. ‘key’ / ‘reference” « Description
‘choice’, ‘one of* = Function Type » Hierarchy & ~N
L Rosetta SDK
. S = N ( g (by REGnosys)
c“:e G‘“ET"" Java Executable Code Distribution (.java) Default Implementation (.java) i S i et
= Automati t ul.rosetta-technology.io
e:!:::: b‘lc: r.::: ::: : :H -» Organised into namespaces Hand-crafted code (not auto-generated)
model definitions (.rosetta)
Data Model Process Model Meta-Data Function Edition and Contribution
» Product Model » Calculation Processor » Calculation period b = Develop / extend the COM
= Event Model « Event Logic « 'Key’ hash code « Days in period « Source control integration
« Legal Agreement « Event/ Product implementation and « Resolve index
Qualificati override . LEC
Otsl::‘rit:ude Generators idati » Meta-Type Translation
- . Data Validation g . 3 « Event Effect Post- + Develop / extend ‘synonyms’ for
= TypeScript -» « Condition Reparting Processor Serialiser -’ prapriotary data madeh
= DAML = Special Syntax:e.g. = Eligibility Rule » JSON » Manage integration test pack
= Etc. ‘choice’, ‘one-of’ = Reportable Field
d J
Code Generators Ingestion and Testing
github.com/REGnosys/ Other Executable User Guide Integration Test Pack - = Convert data into €DM
rosetta-code-generators PO TS » Run live integration tests
Code Distri R0y iacs « Ulor cloud-hosted API
(.daml, .ts, etc.) Documentation(.html) Ingestion Test (.xml, .json)
« Core CDM concepts and = Input samples: FpML / DTCC / CME 4
= Output + assertion files (JSON)
Open Source Toolset Available Distribution 4
i Applications by other
> * Scala: type Example (.json) Function Test ] PP % Y
tend Xtet O = TypeScript: type « CDM Product / Event = Function input samples (XML) 1 service providers
~ é = DAML: type + func samples (1SON) « Output + assertion files (JSON) ]
g E \ J A
o P |

Version: 2023-09-19

Figure B.1: CDM components diagram [36].
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B.2 Project Plan

Thesis Project Plan: Workflows, Analysis and
Code for Smart Legal Contracts

2 November 2023

Academic Supervisor: Professor Christopher Clack

1 Aims and Objectives

1.1 Aim

“To provide an in-depth exploration of the opportunities, nuances,
and complexities related to the implementation of the ISDA Com-
mon Domain Model (CDM) on permissioned blockchains using Hy-
perledger Fabric.”

1.2 Objectives

1. Conduct a review of the ISDA CDM, its objectives, the current landscape
of implementations, and its role in standardising over-the-counter deriva-
tives. Continue with an overview of permissioned blockchains, with an
emphasis on Hyperledger Fabric’s architecture and capabilities.

2. Develop a conceptual framework for integrating the ISDA CDM into Hy-
perledger Fabric, identifying technological, operational, and regulatory
considerations, with a particular focus on confidentiality and scalability.

3. Provide a fully compliant ISDA CDM implementation based on the Hy-
perledger Fabric architecture, illustrating key workflows including contract
creation, validation, execution, and settlement.

4. Critically evaluate the broader implications for the OTC market and be-
yond including the implementation’s benefits and challenges for counter-
parties, custodians, and clearance houses. Illustrate potential for future
work.
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3

Expected Outcomes/Deliverables

. A literature survey that summarises previous implementations of the ISDA

CDM as well as recent developments in the OTC derivatives area.

. A working implementation prototype of ISDA’s CDM based on the Hy-

perledger Fabric architecture.

. An evaluation report that provides a critical analysis of the prototype and

its implications for the OTC market.

Work Plan

The following is an outline of the projected work plan, illustrated by the Gantt
chart in Figure 1.

Project start to end of October (8 weeks): Literature search and review.

End of October to mid-November (3 weeks): Initial prototyping: ISDA
CDM code review + test deployment of Hyperledger Fabric.

Start to end of November (4 weeks): Draft chapter 2: Background &
literature review.

Mid-November to end of January (12 weeks) System implementation: De-
ploying the CDM onto Hyperledger Fabric, performance evaluation, de-
bugging and testing.

Start of January to mid-March (10 weeks): Work on Final Report.
Start to end of March (4 weeks): Editing Final Report.

SEP 2023 ocT 2023 Nov 2023 DEC 2023 JAN 2024 FEB 2024 MAR 2024

4 M 1B 252 9 16 23306 1B 20274 M 8 21 5 15 22295 219264 N BB

Dissertation

v Research Phase

Background reading & literature review

Develop project plan

~ Design & Implementation phase

Initial prototyping: Deploy Hyperiedger Fabric & CDM code review

System implementation: CDM deployment, scenarios, debugging ® ® 5 2

Benchmarking, changes, testing & additional features

v Writing dissertation

Write background, literature review

Write architecture, design decisions

Write results, evaluation & conclusion

Final editing

Figure 1: Gantt Chart - expected timeline
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4 FEthical Statement

After a careful review of the project’s scope in line with UCL’s criteria for data
collection and privacy, no ethical or moral issues were found. As a result, I
foresee no need for ethical approval.
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B.3 Interim Report

Interim report: “Workflows, Analysis and Code for Smart Legal

Contracts on Hyperledger Fabric”

January 14, 2024

Academic Supervisor: Professor Christopher Clack

1

Introduction

The current landscape of post-trade processing is time-consuming, expensive and needlessly complex,
with multiple participants implementing their own proprietary representation for common trading
events. To solve this, the International Swaps and Derivatives Association (ISDA) introduced a Com-
mon Domain Model that can serve as a beacon to guide towards standardised post-trade processing.

This project aims to provide a conceptual framework for integrating the ISDA CDM on permis-
sioned blockchains using Hyperledger Fabric, a modern and scalable blockchain platform built for
enterprises.

2 Aims and objectives

The following illustrates the project’s main aims and objectives.

2.1

2.2

Aims

“To provide an in-depth exploration of the opportunities, nuances, and complexities related
to implementing the ISDA Common Domain Model (CDM) on permissioned blockchains
using Hyperledger Fabric.”

Objectives

. Conduct a review of the ISDA CDM, its objectives, the current landscape of implementations, and

its role in standardising over-the-counter derivatives. Continue with an overview of permissioned
blockchains, with an emphasis on Hyperledger Fabric’s architecture and capabilities.

. Develop a conceptual framework for integrating the ISDA CDM into Hyperledger Fabric, iden-

tifying technological, operational, and regulatory considerations, focusing on confidentiality and
scalability.

. Provide a fully compliant ISDA CDM implementation based on the Hyperledger Fabric ar-

chitecture, illustrating key workflows, including contract creation, validation, execution, and
settlement.

. Critically evaluate the broader implications for the OTC market and beyond, including the

implementation’s benefits and challenges for counterparties, custodians, and clearance houses.
Illustrate potential for future work.
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3 Current progress

The project is progressing well, with initial work on Hyperledger Fabric’s characteristics and suitability
concluded in October. This included creating a rapid end-to-end build environment that has proved
extremely useful in the ongoing development phase, which is on target to be completed by February.
As part of the development phase, particular focus was placed on understanding and implementing
the Event Model (https://cdm.finos.org/docs/event-model/) that underscores the ISDA CDM,
with the aim of applying it in a permissioned blockchain environment. This involved implementing the
Trade ‘Execution’ and ‘Trade Confirmation’ events for the Master Agreement and for an instance of
an interest rate swap, which also included a ‘Reset’ event for calculating the floating leg period of the
payment. The interest rate swap, in particular, serves as a basis to illustrate all key CDM workflows.
The permissioned nature of Hyperledger’s blockchain infrastructure also required careful consider-
ation for each party’s role within the transaction lifecycle. Each party, for example, had to be initiated
with an ‘organisation’ role corresponding to an X.509 certificate, which is used to sign and validate all
transactions on the blockchain. Furthermore, each Master Agreement is instantiated on its own private
blockchain ledger; this represents a fundamental shift from traditional public blockchain paradigms.
A simple Command Line Interface (CLI) application was created to interact with the contract.
This can take on the role of each network participant to interact with contracts and their respective
events. This abstraction should also be useful for automating the testing.
Finally, work on the background section of the final report has started, although this pace has been
somewhat slower than anticipated as efforts were primarily focused on the development phase.

4 Remaining work

Current efforts aim to implement workflows related to early termination and defaults. These have
implications with regard to interest and netting and generally involve actions by part of the user.
As part of this, the CLI application is being extended to support event interactions between parties.
Additionally, time has been allocated towards verification and validation of the software, which is
expected to include debugging, final testing and additional features deemed to be useful.

As of early January, efforts have now been split equally between the implementation phase and the
write-up, with the former being on target for completion by early February. The write-up of chapters
3 & 4 has now begun and is expected to be completed by mid to late February. A final month has
been allocated to the sole editing process of the final report.

4.1 Gantt Chart

sEP 2023 ocT 2023 NOV 2023 DEC 2023 JAN 2024 FEB 2024 MAR 2024 APR 2024

B4 M 18 252 9 16 2330 6 13 2027 4 M 8 251 8 15 22 295 12 19 2 4 1 B 251 8 65 2 2

Dissertation
v Research Phase
Background reading & literature review

Develop project plan

~ Design & Implementation phase
Initial prototyping: Deploy Hyperledger Fabric & CDM code review
System implementation: architecture and initial prototype of MA
E2E implementation: Integrating events, app and sample contract
Write interim report

Debugging, testing & additional features

v Writing dissertation
Write background, literature review
Write chapter 3&4: problem statement, architecture, design decisions
Write results, evaluation & conclusion

Final editing

Figure 1: Gantt Chart illustrating the project schedule
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